OnTime

for Microsoft

Upgrade Manual

OnTime® for Microsoft version 6.4.x

OnTime is a registered community trademark (#004918124). The trademark is registered with the Trade Marks and Designs

Registration Office of the European Union.
OnTime is a registered Japanese trademark (#5569584). The trademark is registered with the Japan Patent Office

© IntraVision ApS, I n t ra > i S io n



Q OnTime GROUP CALENDAR

OnTime® for Microsoft

Upgrade Manual

The main audience for this manual is Microsoft administrators with proper experience in Windows
Server and Exchange on-premise or Microsoft 365 administration. We expect that the reader of this
manual is no stranger to the Microsoft environment.
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Upgrade OnTime for Microsoft

SSL considerations

If your current OnTime server is configured for SSL, a certificate is required for your
Tomcat server.

Note: Self-signed OnTime server certificates are not supported.

The process of generating certificate files for the Tomcat server is described in the
section SSL certificates for the OnTime Tomcat Server.

Note: If you have configured a reverse proxy server for external access, review the
current version of 'Installation & Configuration Guide OnTime® for Microsoft'.

The authentication method 'HTTP(S) Domain (SSO)' is not supported through a
reverse proxy server.

ADFS considerations

If your OnTime Authentication method is ADFS, review the setup in the current
version of 'Installation & Configuration Guide OnTime® for Microsoft'".

Catering considerations

If you have 'Catering Manager', check all 'Menu ltems' with serving, as serving has
been split into rooms and locations.

Flyway database tool

An OnTime tool called ‘otdbupdate.cmd’ is used to install and update databases.
This tool is powered by the 'open source' tool ‘Flyway’.

Tomcat server

In the OnTime for Microsoft version 6.4 the Tomcat server is version 10.1.48
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Upgrade process

Upgrade of OnTime from earlier versions preserves users and admin settings.
The upgrade is possible from the versions OnTime MS 1.1.x and newer.

The main tasks necessary to do to upgrade an OnTime for MS installation from a
previous release:

Upgrade the OnTime Windows services and ‘Apache Tomcat for OnTime’

Upgrade the OnTime database; this upgrade process is dependent on your
installation of the SQL server, quick or custom upgrade.

The ‘quick upgrade’ is with an SQL Server installed on the same server as the rest of
the OnTime application. An additional prerequisite is that the ‘Database Name’ and
‘Username’ fields are blank in the ‘OnTime Admin Center's Database section’.

The ‘custom upgrade’ is with more details where the SQL Server is installed
differently, or even external to the OnTime server.

Check your current OnTime version — and make a note of it:

In the OnTime client Web Desktop — Settings/About

C/\F‘OnTi me’

www. OnTimeSuite com

Version 6.4.0 Build: 20251026-1612

Copyright ® IntraVision
OnTime is a registered community trademark (#004%12124). The trademark is registered with the Trade Marks and Designs

Registration Office of the Eurcpean Union.
OnTime is a registered |apanese trademark {#5569584). The trademark is registered with the |apan Patent Office.
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Quick upgrade (Local SQL Server)

Prerequisite:

This process requires that the 'MS SQL Server' is installed locally, on the same
server as the rest of OnTime and the database name and username fields are blank

(integrated Security=true;)

Note: The upgrade process requires at least OnTime ver. 5.0 -

if you have an older

version of OnTime you must contact OnTime support:
https://ontimesuite.com/en/ms/support/support

e On the OnTime server, extract the OnTimeMS-yy.zip file to a temporary
location, where yy represents the new version number.

e Move the extracted OnTimeMS-yy folder to the recommended path:
C:\Program Files\IntraVision\

Upgrade Instructions

1. In File Explorer, navigate to the current version of OnTime:
2. C:\Program Files\IntraVision\OnTimeMS-xx (see example below)

PC > Windows (C) >

Tl Sort

MName

addin-classic-outlock-poll
addin-teams-cl hannel
admintoken

catering

cmd

dk

ontime.ms.acs
entime.ms.auth

otdbupdate

grepgerpreerren

pollarity
programdata
scripts
sqlserver
tomcat

visitor
aaaaaa d.cmd

install.crmd

Ayl

Office365TomeatRestart.zip
[=] start-catering.cmd

=] start-pollarity.cmd

[=] start-visitor.cmd

[%] stop-catering.cmd

[E] step-pollarity.cmd

[%] stop-visitor.cmd

=] uninstall.cmd

=] upgrade.cmd

addin-new-outlook-teams-rai

Program Files >

= View -

Date modified

19/12/2024 10.18
19/12/2024 10.18
19/12/2024 10.18
19/12/2024 10.18
19/12/2024 10.18
19/12/2024 10.18
19/12/2024 10.18
19/12/2024 10.18
19/12/2024 10.18
19/12/2024 10.18
19/12/2024 10.19
19/12/2024 1019
19/12/2024 10.19
19/12/2024 1019
19/12/2024 10.19
19/12/2024 1019
19/12/2024 10.18
19/12/2024 10.18
19/12/2024 10.18
19/12/2024 10.19
19/12/2024 1019
19/12/2024 10.19
19/12/2024 1019
19/12/2024 10.19
19/12/2024 1019
19/12/2024 10.19

19/12/2024 10.19

IntraVision

Type

File folder
File folder
File folder
File folder
File folder
File folder
File folder
File folder
File felder
File folder
File folder
File folder
File folder
File folder
File folder

File felder

Compressed (zipp...
Windows Comma...
Windows Comma...
Windows Comma...

Windows Comma...

‘Windows Comma...
Windows Comma...
‘Windows Comma...
Windows Comma...

> OnTimeMS-xx >

Size

3. Run the command uninstall.cmd as an administrator.

When prompted with the message “Press any key to continue . . .”

times—press any key each time to proceed.
4. After the uninstallation completes, navigate to the new version folder:
5. C:\Program Files\IntraVision\OnTimeMS-yy (see example below)

several

Upgrade Manual
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OnTime

PC » Local Disk (C:) » Program Files > IntraVision > OnTimeMS-yy »

Name -
ontime.ms.auth
otdbupdate
otsubhub
outlook-catering-add-in
pollarity
programdata
scripts
sqlserver
tomcat
visitor

[Z] command.cmd

[=] install.cmd

¢ Office365TomcatRestart.zip

[ start-catering.cmd

[=] start-pollarity.cmd

[ start-visitor.cmd

[ stop-catering.cmd

[Z] stop-pollarity.cmd

[] stop-visitor.cmd

[=] uninstall.cmd

] upgrade.cmd

Date modified
11-11-
11-11-

2
2
11-11-20
2
2
2

wn W
~N NN

w

11-11-

11-11-

11-11-2
11-11-2025
11-11-2025
11-11-2025
-11-202

0-09-2025 15:49
0-09-2025 15:49
-10-2025 15:38
-09-2025 15:49
-09-2025 15:49
-09-2025 15:49
0-09-2025 15:49
30-09-2025 15:49
30-09-2025 15:49
30-09-2025 15:49
30-09-2025 15:49

O B B o
w
~N o~ ~N NN

~

L L Y RV

-
J
o
]
w
(o
v
<

L

L PP

W oW oW owone ww

GROUP CALENDAR

Type

File folder
File folder
File folder
File folder
File folder
File folder
File folder
File folder
File folder
File folder
Windows Comma...
Windows Comma...
Compressed (zipp...
Windows Comma...
Windows Comma...
Windows Comma...
Windows Comma...
Windows Comma...
Windows Comma...
Windows Comma...

Windows Comma...

6. Run the command upgrade.cmd as an administrator.

Running this upgrade command will do the following:
Ask the question of where to back up your current OnTime database
Create tables if necessary

Transfer the data from your current version if necessary

Enable Integrated Security for the database

Install OnTime Auth Service and start it

Make a backup of your current database, press 'y' to accept the backup path

Install the Tomcat service, and start it
Upgrade the database if necessary

Create a database for Pollarity if necessary
Upgrade the Pollarity database if necessary

Note: Pollarity has an optional licence.

Create a database for Catering if necessary
Upgrade the Catering database if necessary

Note: Catering has an optional licence.
Create a database for Visitor if necessary
Upgrade the Visitor database if necessary
Note: Visitor has an optional licence.

A log file ‘upgrade-from-x.x.log’ is created from the upgrade under
“C:\Program Files\IntraVision\OnTimeMS-yy”

Upgrade Manual
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Verify OnTime After Upgrade (Local SQL Server)

In a browser open the ‘OnTime Admin Centre’.

https://ontime.example.com:8443/ontimegcms/admin
Note: Insert your relevant URL instead of ‘ontime.example.com’.

In “OnTime Admin Centre” click “Dashboard” to check the OnTime application is
running (see example below) after the upgrade.

Licensed to Intravision - OTMS-TEST2NEW

i 10 of 21000 Users in use
OﬂTI me Perpetual

REFRESH

EDIT LICENSE

ONTIME ADMIN CENTER

[Z8] oastHBoArD

Application
& patABAsE PR

I Application: RUNNING STOP Last Status Change: 28-11-2025 11:16:37
&= DOMAINS

| Subscription for calendar changes: 10 OUT OF 10 CALENDARS STOP Last Status Change: 28-11-2025 11:16:41

L)
57, (GLOBALSETFINGS Connection Services

‘ USERS I SQL Database Connection: RUNNING Last Status Change: 28-11-2025 11:16:36
"‘ GROUPS l Active Exchange Domains: 2 OUT OF 2 RUNNING
uee d
223 LEGEND Scheduled Services

Directory Synchronisation: SCHEDULED TO RUN TOMORROW 02:00 START Last Status Change: 28-11-2025 11:20:55
i FinD TIME

User & Group Synchronisation: SCHEDULED TO RUN TOMORROW 02:00 START Last Status Change: 28-11-2025 11:20:55
P CATERING

Photo Synchronisation: SCHEDULED TO RUN TOMORROW 02:00 START Last Status Change: 28-11-2025 09:50:55
Ei3 VISITOR

Permission Synchronisation: SCHEDULED TO RUN TOMORROW 02:00 START Last Status Change: 28-11-2025 10:55:07

Event Synchronisation: SCHEDULED TO RUN TOMORROW 02:00 START Last Status Change: 28-11-2025 10:55:18

From Dashboard check the new version by clicking on settings icon and About

C/ OnTime’

FOR MICROSOFT

Version 6.4.0-
Admin 31b.0 (202511 26-0854)

Copyright &, IntraVision
OnTime is a registered community trademark [#D04918124). The trademark is registered with the Trade Marks

and Designs Registration Office of the European Union.
OnTime is a registered |apanese trademark (#5569584). The trademark is registered with the Japan Patent Office.

In case of issue: 'Database is not running'. Review Database Setup
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You are now ready to test the Client Web Desktop and Client Web Mobile for
OnTime. Proceed to the Final test.
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Custom Upgrade (External SQL Server)

GROUP CALENDAR

This procedure applies to installations where Microsoft SQL Server is hosted
externally or configured differently from the prerequisites described in the Quick

Upgrade

section.

Note: Before proceeding, it is recommended to create a full backup of your OnTime
database.

e On the OnTime server, extract the OnTimeMS-yy.zip file to a temporary
location, where yy represents the new version number.
¢ Move the extracted OnTimeMS-yy folder to the recommended path:
C:\Program Files\IntraVision\

Upgrade Instructions
1. In File Explorer, navigate to the current version of OnTime:
2. C:\Program Files\IntraVision\OnTimeMS-xx (see example below)

PC

> Windows (C) >

Tl Sort ~

=~
Mame

7 addin-classic-outlook-poell

addin-tearms-channel
admintoken

catering

reepr

[a}
3
a

T jdk
ontime.ms.acs
ontime.ms.auth

otdbupdate

' ew

— pollarity

T programdata

== scripts

== sqlserver

T tomcat

T wisitor

%] command.cmd
=] install.crnd

: Office365TomcatRestart.zip
[=] start-catering.cmd
[&] start-pollarity.cmd
[&] start-wisitor.cmd
[%] stop-catering.cmd
=] stop-pollarity.cmd
[=] stop-visiter.cmd
[=] uninstall.cmd

[%] upgrade.cmd

addin-new-outlock-teams-rail

Program Files >

= View ~ .-

Date modified

19/12/2024 10.18
19/12/2024 10.18
19/12/2024 10,128
19/12/2024 10.18
19/12/2024 10.18
19/12/2024 10.18
19/12/2024 10.18
19/12/2024 10,128
19/12/2024 10,18
19/12/2024 10.18
19/12/2024 10.19
19/12/2024 10.19
19/12/2024 10.19
19/12/2024 10.19
19/12/2024 10.19
19/12/2024 10.19
19/12/2024 10.18
19/12/2024 10.18
19/12/2024 10,18
19/12/2024 10.19
19/12/2024 10.19
19/12/2024 10.19
18/12/2024 10,19
19/12/2024 10.19
19/12/2024 10.19
19/12/2024 10.19
19/12/2024 10.19

IntraVision

> OonTimeMS-xx >

Type

File folder
File folder
File folder
File folder
File folder
File folder
File folder
File folder
File folder
File folder
File folder
File folder
File folder
File folder
File folder

File folder

Windows Comma...
Windows Comma...
Compressed (zipp...
Windows Comma...
Windows Comma...
Windows Comma...
Windows Comma...
Windows Comma...
Windows Comma...
Windows Comma...

Windows Comma...

3. Run the command uninstall.cmd as an administrator.
When prompted with the message “Press any key to continue . . .” several

times press any key each time to proceed.

Size

Upgrade Manual
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4. After the uninstallation completes, navigate to the new version folder:

5. “C:\Program Files\IntraVision\OnTimeMS-yy\cmd”

6. Run the command upgrade-without-database.cmd as an administrator.
(see example below)

GROUP CALENDAR

PC » Local Disk (C:) » Program Files » IntraVision > OnTimeMS-yy > cmd

~

Name

apache-tomcat-otd-uninstall.cmd
call-flyway-migrate-scripts.cmd
call-tomcat-digest-with-env-var.cmd
change-tomcat-password.cmd
create-shared-properties.cmd
db-ontimems-create-default.cmd

install-ontime.cmd

install-ontime-services-only.cmd
install-programdata-files.cmd
install-without-database.cmd
ontime.ms.auth-install.cmd
ontime.ms.auth-uninstall.cnd
prompt-for-sql-backup-path.cmd
set-admin-group-as-dbo.cmd
set-correct-envvars.cmd
set-tomcat-memory-envvars.cmd
setup-default-tomcat-memory.cmd

shared-var.cmd

D tomcat-users.template
uninstall-ontime.cmd
upgrade-without-database.cmd

Date modified

30-09-2025 15:49
30-09-2025 15:49
30-09-2025 15:49
30-09-2025 15:49
30-09-2025 15:49
30-09-2025 15:49
30-09-2025 15:49
30-09-2025 15:49
30-09-2025 15:49
30-09-2025 15:49
30-09-2025 15:49
30-09-2025 15:49
30-09-2025 15:49
30-09-2025 15:49
30-09-2025 15:49
30-09-2025 15:49
30-09-2025 15:49
30-09-2025 15:49
30-09-2025 15:49
30-09-2025 15:49
30-09-2025 15:49

Type

Windows Comma...
Windows Comma...
Windows Comma...
Windows Comma...
Windows Comma...
Windows Comma...
Windows Comma...
Windows Comma...
Windows Comma...
Windows Comma...
Windows Comma...
Windows Comma...
Windows Comma...
Windows Comma...
Windows Comma...
Windows Comma...
Windows Comma...

Windows Comma...

TEMPLATE File

Windows Comma...
Windows Comma...

Siz

Running this upgrade command will do the following:

e Transfer the data from your current version to new version
¢ Install OnTime Auth Service and start it
¢ [nstall the Tomcat service, and start it

Upgrade Manual Page 10
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Upgrade OnTime database

Note: The upgrade process requires at least OnTime ver. 5.0 - if you have an older
version of OnTime, you must contact OnTime support:
https://ontimesuite.com/en/ms/support/support

1.

2.

3.

Create a backup of your OnTime database
Use the Otdbupdate tool to upgrade the database.

Ensure that you have a directory C:\SqlServerBackups for running the
‘Otdbupdate’ database tool.

From the folder C:\Program Files\IntraVision\OnTimeMS-yy. open a command
window as Administrator.
Note: your new version of OnTime location

Otdbupdate.cmd requires an environment variable for JAVA_HOME in your
OnTime installation files.

Set the environment variable for JAVA_HOME by running the command:
set JAVA_HOME=C:\Program Files\IntraVision\OnTimeMS-yy\jdk

Set the environment variable for Path by running the command:
set PATH=%JAVA_HOME%)\bin;%PATH%

Navigate to C:\Program Files\IntraVision\OnTimeMS-yy

Note: OnTime includes an embedded JDK; do not install or configure system-
wide Java unless explicitly required.”
This avoids confusion for admins with other Java-dependent services.

Run this command, if you are using integrated Security:

otdbupdate\otdbupdate.cmd -skipDefaultCallbacks=true
-url=jdbc:sqlserver://localhost:1433;databaseName=ontimems;
encrypt=true;trustServerCertificate=true;integratedSecurity=true migrate

(Run as a single line command.)

Upgrade Manual Page 11 I ntra > iS ion
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Run this command, if you are using a specific database user:

otdbupdate\otdbupdate.cmd -skipDefaultCallbacks=true
-url=jdbc:sqlserver://localhost: 1433;databaseName=ontimems;
encrypt=true;trustServerCertificate=true;

-user=0nTimeApp -password=xxxx migrate

(Run as a single line command.)

Pollarity

Update the Pollarity database using ‘otdbupdate.cmd’

From the folder C:\Program Files\IntraVision\OnTimeMS-yy. open a command
prompt as administrator.

Otdbupdate.cmd requires an environment variable for JAVA_HOME in your
OnTime installation files.

Set the environment variable for JAVA_HOME by running the command:
set JAVA_HOME=C:\Program Files\IntraVision\OnTimeMS-yy\jdk

Navigate to C:\Program Files\IntraVision\OnTimeMS-yy\pollarity\otdbupdate

Depending on your setup, use ‘integratedSecurity’ or ‘SQL server
authentication'.:

Run this command if you prefer ‘integratedSecurity’ in your SQL server:

otdbupdate.cmd -skipDefaultCallbacks=true
-url=jdbc:sqlserver://localhost:1433;databaseName=pollarity;
encrypt=true;trustServerCertificate=true;
integratedSecurity=true migrate

(Run as a single line command.)

This command, if you prefer 'SQL Server authentication':

otdbupdate.cmd -skipDefaultCallbacks=true
-url=jdbc:sqlserver://localhost: 1433;databaseName=pollarity;
encrypt=true;trustServerCertificate=true;

-user=0OnTimeApp -password=xxxx migrate

(Run as a single line command.)

Upgrade Manual Page 12 I ntra > iS ion
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Catering

Update the Catering database using ‘otdbupdate.cmd’

From the folder C:\Program Files\IntraVision\OnTimeMS-yy. open a command
window as Administrator.

Otdbupdate.cmd requires an environment variable for JAVA_HOME in your
OnTime installation files.

Set the environment variable for JAVA_HOME by running the command:
set JAVA_HOME=C:\Program Files\IntraVision\OnTimeMS-yy\jdk

Set the environment variable for Path by running the command:
set PATH=%JAVA_HOME%\bin;%PATH%

Navigate to C:\Program Files\IntraVision\OnTimeMS-yy\catering\otdbupdate

Depending of your setup, use ‘integratedSecurity’ or ‘SQL server
authentication'.:

Run this command, if you prefer ‘integratedSecurity’ in your SQL server:

otdbupdate.cmd -skipDefaultCallbacks=true
-url=jdbc:sqlserver://localhost: 1433;databaseName=catering;
encrypt=true;trustServerCertificate=true;
integratedSecurity=true migrate

(Run as a single line command.)
This command, if you prefer 'SQL Server authentication':

otdbupdate.cmd -skipDefaultCallbacks=true
-url=jdbc:sqlserver://localhost:1433;databaseName=catering;
encrypt=true;trustServerCertificate=true;

-user=0OnTimeApp -password=xxxx migrate

(Run as a single line command.)

Visitor

Update the Visitor database using ‘otdbupdate.cmd’

From the folder C:\Program Files\IntraVision\OnTimeMS-yy. open a command
window as Administrator.

Otdbupdate.cmd requires an environment variable for JAVA_HOME in your
OnTime installation files.

Upgrade Manual Page 13 I ntra > iS ion
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Set the environment variable for JAVA_HOME by running the command:
set JAVA_HOME=C:\Program Files\IntraVision\OnTimeMS-yy\jdk

Set the environment variable for Path by running the command:
set PATH=%JAVA_HOME%\bin ;%PATH%

Navigate to C:\Program Files\IntraVision\OnTimeMS-yy\visitor\otdbupdate

Depending of your setup, use ‘integratedSecurity’ or ‘SQL server
authentication'.:

Run this command, if you prefer ‘integratedSecurity’ in your SQL server:

otdbupdate.cmd -skipDefaultCallbacks=true
-url=jdbc:sqlserver://localhost: 1433;databaseName=visitor;
encrypt=true;trustServerCertificate=true;
integratedSecurity=true migrate

(Run as a single line command.)

This command, if you prefer 'SQL Server authentication':

otdbupdate.cmd -skipDefaultCallbacks=true
-url=jdbc:sqlserver://localhost: 1433;databaseName=visitor;
encrypt=true;trustServerCertificate=true;
-user=0OnTimeApp -password=xxxx migrate

(Run as a single line command.)

Upgrade Manual Page 14 I ntra > iS ion
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Verify OnTime After Upgrade (External SQL Server)

In a browser open the ‘OnTime Admin Centre’.

https://ontime.example.com:8443/ontimegcms/admin
Note: Insert your relevant URL instead of ‘ontime.example.com’.

In “OnTime Admin Centre” click “Dashboard” to check the OnTime application is
running (see example below) after the upgrade.

Licensed to Intravision - OTMS-TEST2NEW

. 10 of 21000 Users in use
OnTime et

EDIT LICENSE REFRESH

ONTIME ADMIN CENTER

[Z8] oastHBoArD

Application

£ paTaBAsE
l Application: RUNNING STOP Last Status Change: 28-11-2025 11:16:37
&= DOMAINS
I Subscription for calendar changes: 10 OUT OF 10 CALENDARS STOP Last Status Change: 28-11-2025 11:16:41

AN
> Al : :
SR8 CLOBRLSERINGS Connection Services
‘ USERS l SQL Database Connection: RUNNING Last Status Change: 28-11-2025 11:16:36

Active Exchange Domains: 2 OUT OF 2 RUNNING
&% GROUPS I 9
ses d
223 LEGEND Scheduled Services

Directory Synchronisation: SCHEDULED TO RUN TOMORROW 02:00 START Last Status Change: 28-11-2025 11:20:55
i FinD TIME

User & Group Synchronisation: SCHEDULED TO RUN TOMORROW 02:00 START Last Status Change: 28-11-2025 11:20:55
2P CATERING

Photo Synchronisation: SCHEDULED TO RUN TOMORROW 02:00 START Last Status Change: 28-11-2025 09:50:55
Ei3 VISITOR

Permission Synchronisation: SCHEDULED TO RUN TOMORROW 02:00 START Last Status Change: 28-11-2025 10:55:07

Event Synchronisation: SCHEDULED TO RUN TOMORROW 02:00 START Last Status Change: 28-11-2025 10:55:18

From Dashboard check the new version by clicking on settings icon and About

C/\\\‘OnTime®

www.OnTimeSuite.com

Version 6.4.0 Build: 20251026-1612

Copyright ® IntraVision
OnTime is a registered community trademark (#004318124). The trademark is registered with the Trade Marks and Designs

Registration Office of the Eurapean Union.
OnTime is a registered apaness trademark [#5569524). The trademark is registered with the Japan Patent Office.

In case of issue: 'Database is not running'. Review Database Setup

You are now ready to test the Client Web Desktop and Client Web Mobile for
OnTime. Proceed to the Final test.
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OnTime Admin Centre

Clear your browsers cache, and open the administration URL:

https://ontime.example.com:8443/ontimegcms/admin
Note: Insert your relevant URL instead of ‘ontime.example.com’.

Administrator: admin (beware of casing, no capitals)
Password ****** (The password set during the OnTime installation
process)

Reset of password, if it is lost:

In the folder C:\Program Files\IntraVision\OnTimeMS-yy\cmd
- you will find the command ‘change-tomcat-password.cmd’.
Run it as an administrator to reset the admin password.

Database Setup

Click ‘Database’.
If ‘Local SQL Server’, enter ‘localhost’ in the ‘Server field.
Tick ‘Integrated Security'.

If ‘External SQL Server’, enter the hostname of the external SQL server in the
‘Server’ field.

Tick ‘Integrated Security'.

Click “Test” in the upper right corner to test the database connection.

Upon the response “OK Connection to database is working” click “Back”.
Click Save.

OnTime’

TEST SAVE RESET

ONTIME ADMIN CENTER
[28] pasHBOARD DATABASE SETTINGS

-
= DATABASE
— Server localhost

E DOMAINS Integrated Security v 0K

Connection to Database is working

GLOBAL SETTINGS

& UsErs
Back
48\ GROUPS
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In “OnTime Admin Centre”, click “Dashboard”.

Note: When you see the Connection/Database Service “Running” (green),
press F5 to refresh the whole web page from the new database.

Licensed to Intravision - OTMS-TES

OnTime 100f 21000 User

REFRESH

EDIT LICENSE

ONTIME ADMIN CENTER

[28] oastsoArD

Application
S pataease Pe
' Application: RUNNING STOP Last Status Change: 28-11-2025 11:16:37
&= DOMAINS
l Subscription for calendar changes: 10 OUT OF 10 CALENDARS sTOoP Last Status Change: 28-11-2025 11:16:41
PN
o> GLOBA TT)
Se7a CEOSRLSERINGS Connection Services
‘ USERS l SQL Database Connection: RUNNING Last Stawus Change: 28-11-2025 11:16:36
Active Exchange Domains: 2 OUT OF 2 RUNNING
18\ GROUPS I 9
ues
222 LEGEND Scheduled Services
Directory Synchronisation: SCHEDULED TO RUN TOMORROW 02:00 START Last Status Change: 28-11-2025 11:20:55
il FNDTIME
User & Group Synchronisation: SCHEDULED TO RUN TOMORROW 02:00 START Last Status Change: 28-11-2025 11:20:55
P CATERING
Photo Synchronisation: SCHEDULED TO RUN TOMORROW 02:00 START Last Status Change: 28-11-2025 09:50:55
Ei3 VISITOR
Permission Synchronisation: SCHEDULED TO RUN TOMORROW 02:00 START Last Status Change: 28-11-2025 10:55:07
Event Synchronisation: SCHEDULED TO RUN TOMORROW 02:00 START Last Status Change: 28-11-2025 10:55:18

SSL certificates for the OnTime Tomcat Server

To support secure communication, https with the OnTime clients, three certificate
files are needed for the Tomcat server.

1. ontime-rsa-key.pem

2. ontime-rsa-cert.pem

3. ontime-rsa-chain.pem

The three files mentioned are in '.pem' format (base64 encoded). The first file
contains the server’s private key. The second file contains the servers ssl-certificate.
The third file contains the signing chain certificates from the ‘Root CA’ and the
‘Intermediate CA’

In the OnTime installation the three files are mentioned in the server.xml file, placed
in: C:\Program Files\IntraVision\Ontime.x.x\tomcat\conf\

Depending on the system where you obtained the SSL certificate you might get the
SSL certificate as a .pfx or .p12 (pkcs12 format) file for the OnTime server.
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Generate the OnTime .pem files from the certificate file:
Install the OpenSSL ‘command line’ tool
- may be downloaded from https://wiki.openssl.org/index.php/Binaries

In a command prompt ensure that OpenSSL is working with your certificate file:

C:\test>
openssl pkcsl2 certs.pfx

- Enter passwords and you should see a list of certificates on the screen.

Retrieve the private key to a file:
openssl pkcsl2 -in certs.pfx -out private.pem -nocerts -noenc

Enter Import Password: ***** (Enter)
A private password protected .pem file is generated with the private key.

1. Remove the password from the private.pem file and generate the first file for
OnTime:

openssl rsa -in private.pem -out ontime-rsa-key.pem

The OnTime-rsa-key.pem file contains the private key without a password.

Example:

MITEowIBRRFCRQERI45] s hexMMBUSSe 55k SSZHHLMMECAz kO JtTEL 403 FnbMil =
BlunTVLOVikOwedBraVEyEY2DbiBnwamHtBxc PEEVmEk 4 8 tohoMUWRa JWEx0HE f2xa
TozdezwnkauSns 044 FEPEFLE2Y D/ HbevtUexhbEEWs jge ke QSHFeBErumISuTx
EXTZ5nS+z2NL+FmFuwdjnjal JEETFgYSIT10%4E2pleY 3EA s SHULxE SO svPmEi 5T
D/HEmM 4 sd FY VT TxgJagUjuevwY SHRgEids 3Ecpen0d4 B HHATwn S yekIvQhp32ernbvn
HDVugv¥nxeVindihEeSo022eTEhS4NERDH ] sd2 fwIDAORBAoIBAHI €5 0w ) ol HH

2. Retrieve the server's certificate, generate the second file for OnTime:

openssl pkcsl2 -in certs.pfx -out ontime-rsa-cert.pem -clcerts -nokeys

Option:

Depending on the certificate supplier you may get this file as
‘ssl certificate.crt’. Rename it to ‘ontime-rsa-cert.pem’
Example:

MIIGLzCCERegAwIBAgIQCEyplwEEDTvWyBkyjLsotDRANEgkghkiGowlBADSsFADEe
HOswCO¥DVoOOEEw VI zEVHEMGAIUEChMHMREEInalN1 cnlgSWS jHEkwFw YDV LEXBS
d3cuZElnaWillonfu¥ 2 S cMROwEwY DVOODExRSYKBpZFNTTCESTOEgROEgH ] AxODhe
FwlxO0TROMDEWMDAWHDBaFwl yMTA=MzExM ) AwMDBaMBgxF] AUBgHVBAMMDSoukb250
aWl1MDEuZGswggEiMROECSgES I3 DOEBAQUARS TBDwAWwggEEAoIBAQCLinWxeF=E
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3. Extract the certificate chain, generate the third file for OnTime:
openssl pkcsl2 -in certs.pfx -out ontime-rsa-chain.pem -nokeys

An ontime-rsa-chain.pem file is generated with the certificate chain, Root CA and
Intermediate CA, base64 encoded.

Option:
If you copy this file into a .crt extension - you may double-click/Open the file to

check your ‘Certification Path’.

4. The three OnTime .pem files are placed in the folder as referenced in the
server.xml file:

C:\ProgramData\lntraVision\OnTimeGCMS\keys\

5. After the update of the key files, restart the Apache Tomcat service

Upgrade Manual Page 19 I ntra > iS ion



@/OnTime

GROUP CALENDAR

SSL certificates for the OnTime Auth Service

If SSL (https) communication is required for the OnTimeMS Auth service, you must

install a certificate at the Windows server.

Acquire an SSL certificate pfx or p12 (pkcs12 format) file for the OnTime server.

1. Open a command prompt in administrator mode:

Run >certim

- to open the Microsoft Certificates application for ‘Local Computer’.

Right-click ‘Personal’, choose ‘All Tasks\Import'.

Click ‘Next’.

Browse for your SSL certificate file, searching in — Personal Information Exchange

(*.pfx,*.p12) files — click ‘Open’ — click ‘Next'.

Enter the password for your SSL certificate file, click ‘Next’ and click ‘Finish’.
When the message ‘The import was successful’ appears, click OK.

Check the imported certificates — click ‘Personal/Certificates’ in the Certificates

application.

2. Acquire the thumbprint of the certificate.

Expand ‘Certificates’ — ‘Personal’ — ‘Certificates’.

Open the certificate for your server.
Choose details — and thumbprint.

g | Cerificate

General Detals  Certification Path

Show: | <All=> ~ |
Field Value 2
[&| crL Distribution Paints [1]CRL Distribution Paint: Distr. .
Cerﬁﬁmte Policies [1]Certificate Policy:Policy Ide...
Kex-I Usage Digital Signature, Key Encipher. ..
i |Basic Constraints Subject Type=End Entity, Pat...
Thumbprint algorithm shal
Thl..ln'lbprint 5f2072919ce6 63 718a0f ...
Friendly name * intravision.dk

W

05 32 dl cod 04

5f 20 72 91 9c eb 63 71 8a 0f 57 fe 7a 7d 51

Edit Properties... | | Copy to File...

Copy the thumbprint characters into a text editor e.g., Notepad.

Remove the spaces in between the characters.

Copy the characters to the clipboard for use as ‘certhash’ in the next section.

3. Open a command prompt in administrator mode:

Upgrade Manual Page 20

Intrazision



Run ‘netsh’ with parameters, substitute the value of ‘certhash’ with your own
value. The ‘appid’ is just a dummy value (needed).

Note: Run the following three lines as one line in the command prompt:
netsh http add sslcert ipport=0.0.0.0:443

certhash=5f2072919ce663718a0£f57fe7a7d510532d1cd04
appid={00112233-4455-6677-8899-AABBCCDDEEFF'}

and also these three lines as one line in the command prompt::
netsh http add sslcert ipport=0.0.0.0:9443

certhash=5f2072919ce663718a0f57fe7a7d510532d1cd04
appid={00112233-4455-6677-8899-AABBCCDDEEFF}

The response text should show:
SSL Certificate successfully added

At this stage, you have enabled the SSL communication for all Windows web
services that need it.

In case you want to change the certificate, run:

netsh http delete sslcert ipport=0.0.0.0:443

and

netsh http delete sslcert ipport=0.0.0.0:9443

- and rerun the ‘netsh http add’ command above with new parameters.
In case you want to show the certificate(s), run:

netsh http show sslcert ipport=0.0.0.0:443

and

netsh http show sslcert ipport=0.0.0.0:9443
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Pick up the new version of OnTime

In “OnTime Admin Centre” click “Dashboard”.

Licensed to Intravision - OTMS-TEST2NEW

.
. 10 of 21000 Users in use
OnTime Perpetual

REFRESH

EDIT LICENSE

ONTIME ADMIN CENTER

[28] oastHBoArD

Application
S opamasast i

' Application: RUNNING STOP Last Status Change: 28-11-2025 11:16:37
&= DOMAINS

l Subscription for calendar changes: 10 OUT OF 10 CALENDARS STOP Last Status Change: 28-11-2025 11:16:41

N
)
{¥70 GLOBALSEIRINGS Connection Services

‘ USERS l SQL Database Connection: RUNNING Last Status Change: 28-11-2025 11:16:36
"‘ GROUPS I Active Exchange Domains: 2 OUT OF 2 RUNNING
s
s LEGEND Scheduled Services
Directory Synchronisation: SCHEDULED TO RUN TOMORROW 02:00 START Last Status Change: 28-11-2025 11:20:55
i FiND TIME
User & Group Synchronisation: SCHEDULED TO RUN TOMORROW 02:00 START Last Status Change: 28-11-2025 11:20:55
2P CATERING
Photo Synchronisation: SCHEDULED TO RUN TOMORROW 02:00 START Last Status Change: 28-11-2025 09:50:55
Ei3 VISITOR
Permission Synchronisation: SCHEDULED TO RUN TOMORROW 02:00 START Last Status Change: 28-11-2025 10:55:07
Event Synchronisation: SCHEDULED TO RUN TOMORROW 02:00 START Last Status Change: 28-11-2025 10:55:18

Click ‘Stop’ and then ‘Start’ at ‘Application Status’.

Click 'Global Settings>Backend' and click 'Save'

Click 'Global Settings>Frontend' and click 'Save'

Click 'Global Settings>Default Settings' and click 'Save'

- if you have more versions of 'Users Default Settings' open each one
of them and click 'Save'.

Click Start at Directory Sync; this will, in turn, start User & Group sync.

Click Start at Photo Sync, Permission Sync and Event Sync.
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Domain considerations

From OnTime ver. 6.4, the Domain section has changed.

OnTime

TIME ADMIN CENTER

Save | Cancel Register Application Remove

ON

E DASHBOARD ADD/EDIT DOMAIN

Domain Name exsample.com Domain Disabled
DATABASE

Priority 1
&= DOMAINS Domain Type Microsoft 365
‘:e:i GLOBAL SETTINGS Source T Field Mapping T Synchronization T Subscription )
‘ e Anchor EWS User ontime@exsample.com
/8% GROUPS Proxy

Hostname
§88 LEGEND

Port
il FIND TIME

Test Connection

WP CATERING

App Registration
pig VISITOR

Application (client) ID

Directory {tenant) ID

Client Secret Value Irk8...

Microsoft 365 configuration, Authentication

We now have two choices of Oauth authentication.
- Modern Method (Oauth — Impersonation User)
- Modern Method (Oauth — Client Credentials)

OnTime 'Impersonation User' does not support multifactor authentication — as an
alternative choose 'Client Credentials' for authentication.
For details see the 'OnTime Installation & Configuration' guide.

In case of missing permissions in the configuration, will be listed. If some
permissions are missing you should check your configuration in 'Microsoft Entra ID".

Note: Additional information is available in the OnTime for MS — Installation &
Configuration Guide.
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Introducing the OnTime Subscription

For many years, the notification mechanism in OnTime for Microsoft has relied on
streaming subscriptions, a technology that in turn depends on Exchange Web
Services (EWS). However, Microsoft has officially announced the deprecation of
EWS in Microsoft 365, and with it the end of streaming subscriptions. This change is
currently scheduled to take effect on Early, 2027.

Once EWS is removed, the existing subscription-based notifications used by OnTime
in Microsoft 365 will no longer function. Exception is that streaming subscriptions will
continue to work for OnTime connected to an Exchange on-premises environment.
From OnTime version 6.4.x onward, tree subscription methods are available: The
OnTime Server EWS Based (legacy) method, will be available until Microsoft will stay
support it; OnTime Server Graph Based method and the External Subscription Hub
Graph Based method, also referred to as the ‘Subscription Hub’.

Prerequisites for Graph-Based OnTime Server Configuration
Network & Connectivity Requirements
Graph is a cloud API, so no on-prem server is required—but connectivity matters.
o Firewall rules:
Allow Microsoft 365 endpoints
Firewall roles need to be opened for http (port 80) or https (port 443) between the
server running OnTime® Group Calendar and Microsoft 365® Exchange® server(s).
e Inbound HTTPS access:
HTTPS access to the ‘Notice URL’ (e.g., https://ontime.example.com:443)”
e Outbound HTTPS access:
https://graph.microsoft.com
(Check the ports for Microsoft 365)
e DNS resolution must be reliable
Optional but common:
e Reverse Proxy configuration for Incoming (internet — server)
e Private endpoints (advanced scenarios via Microsoft Entra ID)

Configuration of Subscription Methods in OnTime Admin
Navigate to OnTime admin dashboard
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OnTime

OnTime

[28] oastBOARD

=
=

DATABASE

DOMAINS

Prey
s
v

& UsErs
B\ GROUPS

LEGEND
oy FIND TIME

B CATERING

[ig VISITOR

ONTIME ADMIN CENTER

GLOBAL SETTINGS

EDIT LICENSE REFRESH

DASHBOARD

Application

l Applicatior

Connection Services

scription for calendar changes:
I SQL Database Connection
l Active Exchange Domains

Scheduled Services

Directory Synchro

User & Group Synchronisation

Permission Synchronisation

Event Synchronisation

and choose ‘Domains’

OnTime

[58] pastBoARD

DATABASE

B DOMAINS

ONTIME ADMIN CENTER

CREATE NEW

DOMAINS
exsample.com
(1) RUNNING

RUNNING

8 OUT OF 8 CALENDARS

RUNNING

2 OUT OF 2 RUNNING

SCHEDULED TO RUN TOMORROW 02:00

SCHEDULED TO RUN TOMORROW 02:00

SCHEDULED TO RUN TOMORROW 02:00

SCHEDULED TO RUN TOMORROW 02:00

SCHEDULED TO RUN TOMORROW 02:00

Modern Method (OAuth - Client Credentials)

B766801E-37C2-49F1-B872-7B30AE821E7C

Select the ‘Subscription’ Tab

START

START

START

START

START

sToP

sTOoP

GROUP CALENDAR

Licensed to IntraVision - OTMS-TEST2

1 of 10000 Users in use ¢

Perpetual

Status Change: 2

Last

Last Status Change: 20-

Last Status Change: 20

08:39:22

Last Status Change: 20

Last Status Change: 20-

08:39:23

Last Status Change: 19

Last Stetus Change: 19

Licensed to workgroup
7 of 10000 Users in use
Perpetual
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Save | Cancel | Register Application | Remove

ADD/EDIT DOMAIN

Domain Name

exsample.com Domain Disabled
Priority 1
Domain Type Microsoft 365 Disable EWS Options (Use Graph Only)

Microsoft 365 Source T Field Mapping T Synchronization \r Subscription

Anchor EWS User

bm@ontimecalendar.com

Proxy

Hostname

Port

| Test Connection |

App Registration
Application (client) ID -
Directory (tenant) ID 5

Client Secret Value

Configuring Subscription Methods in OnTime Admin

a) Using EWS Based (Legacy) event subscription

From the drop-down list, ‘Choose Subscription Method’ select ‘OnTime Server EWS
Based (Legacy)'.

Click ‘Save’. Then, in the OnTime Dashboard, stop and restart the application. (see
the example below)

Save | Cancel | Register Application | Remove

ADD/EDIT DOMAIN

Domain Name

exsample.com Domain Disabled
Priority 1
Domain Type Microsoft 365 Disable EWS Options (Use Graph Only)
Microsoft 365 T Source T Field Mapping T Synchronization
Choose Subscription Method OnTime Server EWS Based (legacy)

b) Using OnTime Server Graph Based event subscription

From the ‘Choose Subscription Method’ drop-down list, select ‘OnTime Server Graph
Based'.

Follow the section “Prerequisites for Graph-Based OnTime Server Configuration”

In the ‘Notice URL’ field, enter the full HTTPS OnTime server URL including the port
number.

Click ‘Save’. Then, in the OnTime Dashboard, stop and restart the application.
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Save | Cancel | Register Application | Remove X

ADD/EDIT DOMAIN

Domain Name

exsample.com Domain Disabled
Priority 1
Domain Type Microsoft 365 v Disable EWS Options (Use Graph Only)
Microsoft 365 T Source T Field Mapping T Synchronization
Choose Subscription Method OnTime Server Graph Based Warning: Please make sure that you have enabled inbound traffic from Microsoft, as

described in the Installation Manual.
OnTime Server Graph Based
Notice URL

https://ontime.exsample.com:443

Subscription Timeout (?) 4,000 Minutes

c) Using External Subscription Hub Graph-Based event subscription

From the drop-down list, ‘Choose Subscription Method’, select ‘External Subscription
Hub Graph-Based’. Go to Subscription Hub Configuration

Full disable using EWS

If you want to disable all connections to EWS, select the “Disable EWS Options (Use
Graph Only)” checkbox. Click “Save.” Then, in the OnTime Dashboard, stop and
restart the application.

This will switch all configurations to use only Microsoft Graph, and EWS can then be
disabled at the tenant level.

Domain Type Micrasoft 365 + Disable EWS Options (Use Graph Only)
- " . ,
| Microsoft 365 Source ]/ Field Mapping T Synchronization

Choase Subseription Methad OnTime Server Graph Based
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External Subscription Hub Graph Based / Subscription Hub
Topology

For many years, the notification mechanism in OnTime for Microsoft has relied on
streaming subscriptions, a technology that in turn depends on Exchange Web
Services (EWS). However, Microsoft has officially announced the deprecation of
EWS in Microsoft 365, and with it the end of streaming subscriptions. This change is
currently scheduled to take effect on October 1, 2026.

Once EWS is removed, the existing subscription-based notifications used by OnTime
in Microsoft 365 will no longer function. Streaming subscriptions will continue to work
for OnTime connected to an Exchange on-premises environment.

To address this — and to introduce a more robust, scalable, and future-proof
synchronisation model — we have introduced the OnTime Subscription Hub in
OnTime for Microsoft.

Internal DMZ Internet
Desktop AAA [
80443 OnTime
Server - Subscribe

Admln Qsd \

T
Backend Server O

- Renew “
/—Wibe

[
O Notice Server

(https:443) o
-

indows / Linux
N - Subscribe / P e

+ 2separate port enhances security together with firewall. (Can run with one port)
« No pm moe(d isk storage) needed.
* Graph:
* Inmemory: bearer token that is valid max 1 hour, user ids and subsctibe ids.
* PortYvalidates IPs against the addresses in the file "ms_ips.txt”
. Ews:
* Inmemory: auth, user ids, emails and subscribe ids.

Why the Subscription Hub?

« Removes dependency on EWS by moving from streaming subscriptions to
Microsoft Graph-based technology

« Improves scalability and performance by offloading subscription handling
from the main OnTime server

e Prepares all OnTime environments for the coming Microsoft 365 changes

By separating the subscription handling into its own dedicated service, the
Subscription Hub significantly reduces processing load on the core OnTime server.
For that reason, we in general recommend running the Subscription Hub on a
separate system rather than on the main OnTime server.

Requirements:
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Operating System

e Windows: Windows Server 2019 or later, or Windows 10 or later
e Linux: Kernel 4.18 or later, glibc 2.28 or later

CPU

e The Subscription Hub service requires a single CPU core.
« Additional cores may be beneficial for the operating system but are not
required by the application.

Memory

o Operating system requirements plus 1 GB for Subscription Hub.

e Actual memory usage depends on the number of subscriptions (users).

e The service consumes less than 1 KB of RAM per subscription.
Disk

o Operating system requirements + 1 GB for application files and logs.

Network

e The Subscription Hub requires inbound access from the internal OnTime
server on port 80 or 443.

GROUP CALENDAR

e Itis recommended deploying Subscription Hub in a DMZ, as this avoids the

need to open additional firewall ports.
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Register Subscription Hub in “Microsoft Entra ID”

The following permissions are required for Subscription Hub functionality to work with
Microsoft Entra ID. The following permissions are required.

Calendars.Read Allows the app to read events in user
calendars

User.Read Allows users to sign in to the app and
allows the app to read the user’s profile

a) Login to https://portal.azure.com

b) Select View ‘Manage Microsoft Entra ID’

c) Click ‘App Registrations’

d) Click ‘New registration’

e) Enter a ‘Name’ for the application.
Choose ‘Accounts in this organizational directory only - Single tenant’.
Populate ‘Redirect URL’, insert https://example.com:8443/ontimegcms/code.html
- this field cannot be empty
Select a Platform ‘Web’
Click ‘Register’.

f) On next page (Overview) Copy the values [Application (client) ID] into a text
editor e.g. Notepad.

g) Click ‘Add a certificate or secret’ for Subscription Hub

h) Click ‘+ New client secret’ for Subscription Hub

i) Add a description, such as ‘Subscription Hub for OnTime Client Secret’

j) Choose expiration. Click Add

k) Click ‘API permissions’ tab. Click ‘Add a permission’.

) Click ‘Microsoft Graph’

m) Click ‘Application permissions’

n) The following ‘API permissions must be checked, type a few letters in the
Search field and tick the following permissions:

Calendars.Read (application), User.Read (delegated)

o) Click ‘Add a permission’
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p) Click "Grant admin consent for *Your Company
Click ‘Yes’ to answer the question ‘Do you want to grant consent ...’
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Subscription Hub “otSubHub” Installation and Configuration Steps

1.

Unzip the installation file

Unzip the file ‘otSubHub-10.x.zip’ from the OnTime server into a temporary
folder on the Subscription Hub server. (Required when installing the
Subscription Hub on a separate machine). If you are using the same machine
for both OnTime and Subscription Hub, You may simply unzip package locally
on that machine. (For both options, see example below)

Run the installer

Go to the folder where you extracted the files and run install.cmd as
Administrator. (see example below)

The Subscription Hub service will be installed in the folder ‘c:\node\otsubhub’.
Add SSL certificates

Create a folder named ‘certs’ (under C:\node) and copy the PEM certificate
files used by your domain into the folder ‘c:\node\certs’. (see example page
169)

Edit the configuration file

Open the configuration file ‘otSubHub.json’ located in ‘C:\node\otsubhub’.
Set the certificate paths

In the configuration file ‘otSubHub.json’ update the paths for the certificate files
‘key.pem’ and ‘cert.pem’. (see example below)

Set the service URL

In the ‘URL’ field of the configuration file ‘otSubHub.json’ enter the full HTTPS
domain name where the service will run. (see example below)

Save and restart the service

Save your changes and ‘restart the Subscription Hub service’ on the server.
(see example below)

Additional Notes:

If the protocol for the ‘backendServer’ is set to https, it will automatically use
the ‘key’ and ‘cert’ from the ‘noticeServer’, unless you set them differently.
Both services can also run on the same port if required.

Log files for the Subscription Hub service are stored in the folder.
‘C:\node\otsubhub’.
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5 | otSubHub-10.3

B
_ Home Share View
(_

v 4 > ThisPC » Local Disk (C:) » install > otSubHub-10.3 »

Name
s Quick access
. license

‘ Downloads * :

. nodejs.org
-t * || otSubHub
Temp *

I Desktop install_node.cmd
node W install_node.log
siibhoh install_otsubhub.cmd

[&f install_otsubhub.js
! This PC install_service.cmd
‘ Network uninstall.cmd

upgrade.cmd

[z upgrade.log

Home  Share  View

~

~

« “ 4 | » ThisPC » Local Disk(C:) » node » certs
Name
# Quick access
Bl Desktop D cert.pem
| ] key.pem
w" Downloads

%| Documents

LR T T

[&=] Pictures

Example of the ‘otSubHub.json’ file is shown below:

"noticeServer": {
"protocol": "https",
"port": 443,

"key": "c:/node/certs/key.pem”,

“cert": "c:/node/certs/cert.pem”,

"payload": {

Date modified

20-01-2025 22:12
25-09-2025 10:32
29-09-2025 17:42
20-01-2025 20:30
25-09-2025 13:56
25-09-2025 10:32
29-09-2025 17:42
25-09-2025 13:57
23-09-2025 14:35
25-09-2025 13:55
25-09-2025 13:48
29-09-2025 12:33
29-09-2025 17:43

Date modified

13-02-2025 08:50
13-02-2025 08:56

‘URL": "https://otsubhub.example.com”,

“clientState": " osvy+WNM2JurnOc/HUEFg+tsVco="

5,

"backendServer": {

GROUP CALENDAR

Type

File folder
File folder
File folder
File folder

Windows Comma...

Windows Comma...

LOG File

Windows Comma...

JS File

Windows Comma...
Windows Comma...

Windows Comma...

LOG File

Type
PEM File
PEM File

Size

1KB
2KB
154 KB
1KB
2KB
1KB
1KB
1KB
1KB

Size

10KB
4KB
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"protocol": "http",

"port": 8443,
"secretKey": " kH7KoGfl42Wqpsf/fIKrCBJnB2l "

5

"graph": {
"expiration_min": 60,
"subscribe_threads": 3,
"renew_threads": 3,
"unsubscribe_threads": g5

5,

"ews": {
"subscribe_threads": 5

3

You may now find ‘otSubHub’ listed under Windows Services, as shown below:
o5 Services — O H
File Action Wiew Help

e |mE Q2 HE peumn

semices(ocall [T senvices loea

.

otSubHub Service MName Description Status Startup Type Lc
@Network Connections Manages o... Manual Le

Iit_eos‘tlatr::h;::::\.reice -@ Metwork Connectivity Assis.. Provides Dir... Manual (Trig... Lt
@Network List Service ldentifies th... Running  Manual Le
’-@ Metwork Location Awareness  Collects an... Running  Automatic M
Description: i ':‘:"li Metwork Setup Service The Metwor... Manual (Trig... Lt
otSubHub Service -:% Metwork Store Interface Ser..  This service ..  Running  Automatic L
’-:C:e‘fOFﬂine Files The Offline ... Disabled Le
% OpensSsH Authentication A...  Agentto ho.. Disabled Lc
@‘:‘,Optimize drives Helps the c... Manual Le

tSubHub Service otSubHukb 5... Running  Automatic

ayments and MFC/SE Man... Manages pa... Disabled Le
@Performance Counter DLL ...  Enables rem... Manual Le
@Performance Logs & Alerts Performanc... Manual Le
’-@iplug and Play Enaklesa c...  Running  Manual Le
’-@Portable Device Enumerator... Enforces gr.. Manual (Trig... Lt
’-@ipower Manages p...  Running  Automatic Le
'-:%Print Spooler This service ... Running  Automatic L
’-:%Printer Extensions and Motif... This service ... Manual Le
'-:%PrintWorkﬂow74ﬂ df Provides su... Manual (Trig... Lc
@;‘,Problem Reports Control Pa... This service ... Manual Le
PN o _a R T - = _ e Ao _a - v
< >

Extended /(\Standard/

Since the Subscription Hub server only requires HTTPS access from the internet, we
recommend applying an IP filter in the firewall. See Microsoft Graph Change
Notifications for more details.
https://learn.microsoft.com/en-us/microsoft-365/enterprise/additional-office 365-ip-
addresses-and-urls?view=0365-worldwide

See the section Microsoft Graph Change Notifications for more information

Note: ‘clientstat’ is a unique value defined in the otSubHub.json file during installation
of the otSubHub service. It represents the ‘clientState’ property included in each
change notification (max length: 128 characters) and allows the client to verify the
notification’s authenticity by matching it with the subscribed ‘clientState’ value.

Note: The ‘secretKey’ is a unique value generated in the otSubHub.json file during
otSubHub installation. It is sent from the backend server (OnTime) to the
Subscription server, defining the ‘secretKey’ property exchanged between them.

Upgrading Subscription Hub (otSubHub)
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1. Unzip the file ‘otSubHub-10.x.zip’ from the OnTime server into a temporary
folder on the Subscription Hub server. (This is needed if you are installing the
Subscription Hub on a separate machine). If you are using the same machine
for both OnTime and Subscription Hub, You may simply unzip the file locally
on that machine.

GROUP CALENDAR

2. Go to the folder where you extracted the files and run upgrade.cmd as an
administrator. The Subscription Hub will be upgraded under existing
‘C:\node\otsubhub’ (see example below)

3. Finally, make sure that ‘otSubHub’ service listed under Windows Services
after the upgrade assignment.

| =1 Manage otSubHub-10.3
Home Share Wiew Application Tools
<« AR o » ThisPC » Downloads » otSubHub-10.3 »

# Quick access

Mame

-

Date modified

Type

Size

| upgrade.crmd 29-09-2025 12:33 Windows Comma... 1KB

I Desktop b s
uninstall.crmd 25-09-2025 13:48 Windows Comma... 1KE
¥ Downloads * install_subhub.log 14-10-2025 12:42 Text Document 1KB
Documents » install_service.log 14-10-2025 12:42 Text Document 1KB
[&] Pictures * install_service.cmd 25-09-2025 12:55 Windows Comma... 1KB
etc install_otsubhub.js 23-09-2025 14:35 JavaScript File 2 KB
IntraVision install_otsubhub.cmd 25-09-2025 13:57 Windows Comma... 1 KB
otrooms install_node.log 14-10-2025 12:42 Text Document 295 KB
[ install nede.cmd 25-09-2025 10:33 Windows Comma... 2KE

Upgrade Manual

Page 35

Intrazision



@\OnTime

GROUP CALENDAR

Configuring the Subscription Hub in OnTime Admin

1. Copy Credentials
Copy the values of the ‘Client Application ID’ and ‘Client Secret Value’
from the registered Subscription Hub application into a text editor, e.g.,
Notepad

2. Navigate to the OnTime Admin Centre

3. Open ‘Domains’ Section
From the left-hand navigation bar, select Domains.

4. Configure Subscription Hub
Select the Subscription Hub tab and enter the two values from step 1
under ‘Subscription Hub App Registration’ (see example below).

5. Set Subscription Hub URL
Open the ‘otSubHub.json’ file located in ‘C:\node\otsubhub’ in a text
editor, copy the Subscription Hub URL (including the port number)
values, and paste it into the ‘Subscription Hub URL’ field (see example
below).

6. Insert Secret Key
Open the ‘otSubHub.json’ file located in ‘C:\node\otsubhub’ in a text
editor, copy the ‘secretKey’ value, and paste it into the ‘Secret
Subscription Hub Application Key’ field (see example below).

7. Enable Subscription Hub
Enable the option Enable Subscription Hub and save the changes.
(see example below).

¢ > @ @ localhost:B080/ontimegems/admin & @

OnTime"

ONTIME ADMIN CENTER
[88] oasHBoARD

£ oamaBase

DOMAINS
{8 GLOBAL SETTINGS
& UsErRs

28\ GroOUPS

i LEGEND

o1 PoLLarmTY

WP CATERING

i3 VISITOR

Save | Cancel | Register Application | Remove

ADD/EDIT DOMAIN

Domain Name exsample.com Domain Disabled
Priority 1
Domain Typ Office 365

‘/ Office 365 T Source T Field Mapping T Advanced

Subscription Hub

Enable Subscription Hub v Yes
Subscription Hub URL httpsif/otsubhub.exsample.com:B443
Secret Subscription Hub Application Key | 7.,

Trust All Subscription Hub Certificates Yes

Subscription Hub App Registration

Application (client) ID 98952ae6-2d47-443¢-5287-02141b51c630

Directary {tenant} ID insert your Directory ID

Client Secret Value TeD8...
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An example of the ‘otSubHub.json’ file is shown below.

GROUP CALENDAR

"noticeServer": {
"protocol": "https",

"port": 443,

"key": "c:/node/certs/key.pem”,
"cert": "c:/node/certs/cert.pem”,
"payload": {
'URL": "https://otsubhub.example.com"”,
“clientState": " osvy+WNM2JurnOc/HUEFg+tsVco="
}

}

backendServer": {

"protocol": "http",

"port": 8443,

"secretKey": " kH7KoGfl42Wqpsf/fIKrCBInB2l
5
"graph": {
"expiration_min": 60,
"subscribe_threads": 3,
"renew_threads": 3,
"unsubscribe_threads": 5

"ews": |
"subscribe_threads": g

8. Now by navigating to the OnTime Admin Dashboard, you may view the
status of ‘SUBHUB’ when it is running (see example below)

Licensed

OnTime’ i

ONTIME ADMIN CENTER EDIT LICENSE REFRESH

[23] DpAsHBOARD DASHBOARD
S DaraBase
Application
o
DOMAINS
= I Application: RUNNING STOP Last Status Change: 04-11-2025 11:22:37
{8 GLOBAL SETTINGS
= I Subscription for calendar changes: 7 OUT OF 7 CALENDARS STOP Last Status Change: 04-11-2025 11:22:56
‘ USERS Connection Services
I SQL Database Connection: RUNNING Last Status Change: 04-11-2025 11:22:35
B GROUPS
I Active Exchange Domains: 1 OUT OF 1 RUNNING / 1 OUT OF 1 SUBHUB
888 LEGEND
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Roll back

In case you want to roll back your OnTime to a previous version, it is possible
through a restore of the old database(s) and a reinstallation of OnTime from your old
version directory.

Step 1:
Run, as administrator, 'uninstall.cmd' from the new OnTime version directory

Step 2:

When you installed the new version of OnTime, backup database files were made.
The files by default are placed in C:\SqlServerBackups. The main OnTime database
has a filename, OnTime(Year-Month-Date-Time).Bak.

OnTime add-on products are shown as databases for Pollarity, Catering, Visitor.

The restore of the old database(s) may be made with 'SQL Server Management
Studio (SSMS)'.

Step 3:
In your old OnTime version directory, change to the directory:
C:\Program Files\IntraVision\OnTimeMS-x.x\cmd:

Run, as administrator, 'install-ontime-services-only.cmd'

Step 4.

For the OnTime add-on products you must run the appropriate 'start'-commands.
In your old OnTime version directory, change to the directory:

C:\Program Files\IntraVision\OnTimeMS-x.x

Run, as administrator, 'start-catering.cmd'

Run, as administrator, 'start-pollarity.cmd'
Run, as administrator, 'start-visitor.cmd'
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Final test

OnTime Client Web Desktop

GROUP CALENDAR

https://ontime.example.com/ontimegcms/desktop
Note: Insert your relevant URL instead of ‘ontime.example.com’.
- ‘ e & [ 1week

OnTime’

ga

15 Sat 16 Sun

18 10121416 10121416

12 Wednesday
88

13 Thursday 14 Friday

188

< K Today DI © Calendar Entry © Print
< NOVEMBER > 4 All Persons NOVEMBER 2025
- M T W T F 5 5 10 Monday OTuesday
Select All s s 1ls
F 3 4 5 6 7 8 9 Q John Smith l |
& CTo !
0@ 12131415 16 |
= 17 18 19 20 21 22 23 .Q Alex Miller .
24 25 26 27 28 29 30 ' Network Specialist I:
- @ Alfred Adler - |
DECEMBER Sales Manager
En_ MoTwWoT P s Amara Ndlove -
12 3 4 56 7 % HR Partner DE
e 8 9 10 11 12 13 14 Arla Thomson I
- 15 16 17 18 19 20 21 oHRParlnrrLS |

22 23 24 25 26 27 28 . Barbara Kruger

29 30 31 1 ! Sales Manager
o Benjamin Folcker l . |
2 Finance Manager E
& GROUPS Q

Charles Barkley
CEO
” Christian Walff
& T Developer

@ David Gergen

4 MY GROUPS
Clara Petersen
HR Manager

=2 SHARED GROUPS
2 PUBLIC GROUPS

All Persons
» By Department

Daniel Schmit
IT Manager

OnTime Client Web Mobile

https://ontime.example.com/ontimegcms/mobile

[

Ig—
L

0
(-
.
-
r
H-
I

Note: Insert your relevant URL instead of ‘ontime.example.com’.

nov. monday, 10 tuesday, 11
2025 8 10 12 14 16 188 10 12 14 16 18
3 =

Adele Vance

(¢}

Barbara Krugeé

Charles Barkle§

¢

A

Home

= c i :
Notices Roorr More
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