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OnTime GROUP CALENDAR

OnTime® for Microsoft

Installation Manual

The main audience for this manual is Microsoft administrators with proper experience in Windows
Server and Exchange on-premises / Office 365 administration. It is therefore expected that the reader
of this manual is no stranger to the Microsoft environment.

Installation Manual Page 2 I n t ra > i S i on



/@OnTime

Table of Contents

GROUP CALENDAR

About ONTIME® fOr MICIOSOFt ..viiiiiiiiiciee e 6
L@ 0 I 4T PP 7
0] = USSP 7
(O =] 11T PSSP 7
VSO e 7

Structure of the technical part of this manual ...............cccovviiii 8

Preparing the new OnTime installation ............coiiiiiiiiiiiiiii e 9

ONTIME TOPOIOGY ... 9
SEIVET TEQUITEIMENTS ...ttt 10
POrtS fOr OffiCE B85 ...t e e e ettt e e e e e e e e e eatan e e e eeees 11

Ports for EXChange ON-PremMiSES ......cccooieeoeeeeee oo 11

The ports for the Exchange server must be open for port 443...........ooovvvvvviiiiiiiiiiiiiiiiiiiiene, 11
[ =T (=T [0S (=SOSR PP P PP PPPPPPPPP 12

EXtErnal @CCESS 10 ONTIME ...uuii e et e et e e e e e e e e et e s e e e e e e e eeaaanaaaaeeees 12

USEI TEQUITEIMENTS ...t e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e aaaeas 13
SUPPOIted INEIMET DIOWSETS ... ..ttt nneenne 13
OnTime Mobile add-0N reqUIFEMENTS ........uuuiiii it e e e e e e e e e e e e e e e e eaaaennees 14

o =T LT 2= Y PP 15

ONTIME INSTAIATION ... e e e e e e e e e e e s 16

(@ 11 To] [Q T 1 v= | F= 4o o 1P 17
Installing the SQL Server EXPreSS ......ccoooiiiiiiiiiii 17
T 1Sy = | I @ T 8 T3 = PSSR 18

ManUAl INSTAITATION ...t e e e e e e e e e et e e e e e e e e eeantnaaaaeeees 20
COMMANG-TINE SCIIPLS ...ttt 20
Create the OnTime database at the SQL SEIVEr ..........eiiiiieiiiiiiiiiiee e 21
0] F= Y PP PP PP PPPPPPPPP 31
CAEEIINQ .ttt 33
Y21 1 o S 35
ONTIME SEIVET ...ttt e et e ettt a et e e e et e ettt e e e e e e e e e eeattsaaaeeaeeeeeestsnaaaaaeaaaeennnes 37
ONTIME QAUON PrOUUCTES. ... .ttt 37

ONTIME CONFIQUIALION....ciiieiiiii e e e e e e e e e e e e eeeennnnnn s 38

(@ To I ST 1 T == T £ 38

ONTIME SETUP. ..o 39

[0 F= 1Y g1 o0 = o PP 40

D= 1= Lo F= 1S PP 42
LOCAI SQL SEIVET ...ttt ettt e e e e e e e e et et e e e e e e e e e e e seta e e e e eeaaeeeettnaaaaeeaas 42
External SQL server, same WIiNdows dOmMain .............ceeeeiiiiiiieiiiiie e 43
External SQL server, outside the Windows domain............ccccoeeiviiiieiiiiiie e, 43

OIS KBY ..o 44

[T 1 0= 11 PP 45
y U 11 [T a1 (o= U1 o] o PSSR 45
Y [0 I 5 o 1 = U o PSSR 46
Register OnTime in 'Microsoft ENtra ID" .........coovviiiiiiiiiiiiiiiiieeeeeeeeeeeeeeeeeeeeee 47

Installation Manual Page 3 I n t ra > i S i on



/( :/
OnTimG GROUP CALENDAR

ON-PremisSes CONFIQUIATION.........uuuuitiiiiiiiiiieiitiei bbb ennnenne 50
Y0 10 o PP UPPTPT 53
RS0 10 | (o= 1N 15 7 A 54
L T (o 1Y = o] 11 o [P POUO PSSR 56
Add/Edit DOMain - ADVANCEM ........oooiiieeeeee e 57
SYNChIoNISAtION SELHNGS . .coiieiiiiiii e e e e e e e e e e et a e e e aaaaeeanes 57
(€1 [o] oF= 1 IRST= ] 111V PSS 58
BACKENG. ....oiiiiiiiiiiiiiiiiee et 58
[ 10 010 o o [P P PP 60
NAIME FOIMIALS ...t e ettt e e e e e e ettt e e e 69
D= = T LR Y= 1 1 o [PPSR 71
[0 ][ PP PPPPPPPPPPPP 80
L LTS PSSP PPPPTTRR PSP 83
1T 0 0] o= PP PPPPPPPPPPPP 83
AP T U SIS, .ot e et a e e e e e e e e aee 90
(@0 ] 0] o1 g T=T0 [ L Lo 1 4153 91
L] (0] U] 1P 92
(DT g=Toa (0] 4V €1 (01U o TSP PUPOP PSSR 92
)= LA [l T (o U] o PO URPPPPPRRPR 93
DYNAMIC GIOUPS .. .eiieeiiiiie e e e et e e e e e e et et e e e e e e e e e et e e e e e e e e e e e arta e e e eeaeeessstaaaaaaeaas 95
LINKEA AD GIOUPS. ...oeeeitiiiei i e e e ettt e e e e et e e e e e e e e e e et e e e e e e e e e e st b aaaeeaaeeesttaaaaaaeeaes 97
(=T 011 o o PSSP 99
[ 1= T 11T o P 101
APPEAIAINCE ...ttt e et n e e e e 102
T g o] g F=T g o = TSP PPPPPPPTRR 102
LBNQUAGES ..ottt et r e e et e 102
POIIAITEY .. 103
Configuration Of POIAITLY ..........uuuueiiiiiiiiiiiiiiii it ebbeenneeenennes 104
CaALBIING e 105
AdMINISTEINNG CALEIING ... i e e e 106
URLS for ‘Catering Manager'................cccccccii 107
Y21 1 o PP 108
ONTIME USEr — Cal@NUaAr.......uuiiii et e e e e e e 110
OnTime client Web DeSKIOP ........oooiiiiiiiii 110
ONTime clieNt Web MODIIE .......coooii e 111
F o [o R T 10 101 S o N 1Y 4= 112
Add-in fOr ONTIME IN MS TEAIMS ... .uuuuiuuuuiiiiiiiiiietaieeeeeeaeeaaaeeeeeeeeeeeeeeereeseeeeeeesessnnenssssnsnnnnnnes 113
Teams config.html at your ONTIME SEIVET..........cuuuiiiii it 114
User SetUp TOr MS TEAIMS ..o e e e e e e e 115
Add-in for ONTime iN MS TeAMS Ra@ll.........uuuuuiiiiiiiiiiiiiiiiiiiiiiiiiiiiiieieeeeeeeeeeerne e 116
User setup for MS TeaMS Fall...........iiiiieiiieei e 116
Add-ins for ONTIMe iIN OUHIOOK ........cooii e 117
ONTIME IN OULIOOK ... e e et e e e e e e e eeetta e e e e e eeeeennne 118
OnTime Pollarity - add-in iN OULIOOK. ..........uuuuiiiiiiiiiiiiiiiiiiiiiiiii e 118
Upload of add-iNS fOr ONTIME ..o 120
Integrating OnTime Group Calendar with other systems ........cccccccceeeiiieeeeeennns 122
Integrating and launching OnTime from other solutions using custom URL’s................. 122
Creating Integrations with ONTiMe DeSKIOP ......cooiiiiiiiiiiii e 124
Creating Integrations with ONTime MOobIle..........ccccoviii i, 130

Installation Manual Page 4 I n t l'a > i S i 0 n



/( :/
OnTimG GROUP CALENDAR

[0 T | 1= SRR 133

OnTime, Pollarity Catering, ViSOl LOGS ... . ouii et e e e et e e e e e et eeeeeeeneee 133
Trace COMMUNICALION .. civu et e e e e e e e e e e e s e e e e e e eaaeeeaaeeeens 134
N o =T o [ o =2 135
OnTime server compPoNents and POMS .....cccoiiiiiiiiiiie e e e e 135
REdIreCHION WHILEIISTS ...evvi ittt et e et e e et e e e et e e e s et eeaees 136
(OO T PSSP 137
SSL certificates for the ONTIMe TOMCAL SEIVEL ......ccviviiiieeiee e 138
SSL certificates for the ONTimMe AUth SEIVICE ........ciiiiiiiii e 140
SSL root certificates for the ONTIME SEIVET ......covvvieeiiiee et a e 142
ONTime AUthentiCation TOKEN........coiviiii e eeaaans 143
OnTime Domain Authentication (SSO) .....cccivviiiiiiii e 144
Browser SEtUP fOr SSO ....ccuiiiiiiii i e e e e e e a e 146
ADFS 10GIN (SSO) ittt e ettt e e e a e e e e 147

ADFS 10giN (SSO) IN AZUIE ... 147

ADFS 10giN (SSO) ON-PIreM ... 148

ADFS - At the ONTIME SEIVET .. ettt e e e e e e e e eeas 150
ATAY 1 =] ) PR 151
SQL Server network protoCol SEIUP .......covviiiiiiiiiiiii 152
EXTErnal aCCESS 10 ONTIME . .cun it e et e e e e e e e et e et eeanans 153

REVEISE PrOXY ...ttt ettt e e e et e e e e et e e e rn e e e e 154

Access to OnTime - only through the reverse ProXy ... 157
Mapping Of direCtory fIEldS ........ccooeeeeeeeeeee 158

Installation Manual Page 5 I n t ra > i S i on



@2
OnTime GROUP CALENDAR

About OnTime® for Microsoft

OnTime® for Microsoft (hereafter OnTime) provides your organisation with an
overview of where people are, what they are doing right now, and what they will be
doing in the future. Further, OnTime provides you with a rich graphical interface and
simple access.

OnTime presents other users calendar info according to the individual Exchange
access rights of the logged-in user combined with access rights granted by roles in
OnTime. If user access rights are determined by groups in Exchange, OnTime
supports non-hidden groups.

OnTime is configured and administrated through an admin web interface. A server
task allows for almost real-time updates of the group calendar when a user creates,
updates or deletes a calendar entry in the personal Outlook calendar.

We offer the following Clients and Interfaces:

e OnTime Web Desktop

e OnTime Add-in for MS Teams

e OnTime Add-in for Outlook

e OnTime API — Licensed separately for other applications than standard
OnTime

e OnTime Web Mobile — Licensed as an OnTime add-on

e OnTime Pollarity — Licensed as an OnTime add-on

e OnTime Catering — Licensed as an OnTime add-on

e OnTime Visitor — Licenced as an OnTime add-on

Note: The OnTime server must be configured with a certificate from a publicly trusted
certification authority - unless you run OnTime with an on-prem exchange server
without add-ins for Teams, Outlook etc. We highly recommend running OnTime with
secure communication.

Ref. to SSL certificates for the OnTime Auth Service

Note: Self-signed OnTime server certificates are not
supported.
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OnTime API

If you have developed calendar applications based on the OnTime API ver. 1, you
must adapt the applications to API ver. 2.

OnTime API ver. 1 is no longer supported.

Pollarity
Pollarity is an optional module which supports voting for the best suitable meeting
time.

Catering

Catering is an optional module which is the organisation’s one-stop shop for
managing catering within the organisation, in a simple and timesaving way for
everyone involved.

Visitor
Visitor, is an optional module for the organisation’s ability to register and manage
visitors within the organisation, in a simple and timesaving way for everyone involved.

Flyway database tool

An OnTime tool called ‘otdbupdate.cmd’ is used to install and update databases.
This tool is powered by the open-source tool ‘Flyway’.
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Structure of the technical part
of this manual

In the “Preparing the new OnTime installation” section we will provide you with an
overall understanding of the main technical components of the OnTime product and
what you need to have prepared before you can begin the actual install process.

We will then move on to the actual installation and configuration of your new OnTime
environment.

The actual installation process may be done as a ‘Quick installation’ or as a ‘Manual
installation’.

Quick installation
- an MSSQL server 2019 Express database server is installed at the OnTime server

Manual installation
- more details are described, including the use of an MSSQL server installed
externally to the OnTime server.

OnTime configuration

- the ‘OnTime Admin Center’ with the ‘Dashboard’ for stopping and starting the
different processes in the backend

- configuration of user synchronisation

- different types of groups of users.

OnTime clients
- Web Desktop Client, MS Teams, Web Mobile Client and an add-in for Outlook
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Preparing the new OnTime
installation

OnTime Topology

The diagram below shows the overall topology of the OnTime Group Calendar for

Microsoft.
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The following server requirements are based on our experience from several
installations. Please bear in mind that in some cases other factors such as backup,
anti-virus may affect the performance of the server and must be factored in.

OnTime must be installed running as a Windows administrator.

The OnTime installation is supported on

- Windows 2016 and 2019 with Microsoft SQL Server® 2019 Express

- Windows 2012 R2 and 2016 with Microsoft SQL Server® 2016 Express
- or Windows Server 2008 R2 with Microsoft SQL Server® 2014 Express
- we do not support Windows 2008 R2 running on Itanium CPUs

For small and medium-sized installations of OnTime, you can use Microsoft SQL
Server® 2014, 2016, 2019 Express which are free. By default, 2019 is installed. We
recommend using the full Microsoft SQL Server if your OnTime installation has more
than 2.000 users. You can read about the limitations and requirements here
https://www.microsoft.com/en-us/download/details.aspx?id=42299

Processor

Intel-compatible processor with a minimum speed of 2 GHz or a faster processor

RAM
Minimum of 4 GB Ram dedicated for the OnTime solution

If you are running OnTime on a Hyper V configuration, then you need to configure it
to use static memory for the SQL Server to perform properly.

Hard Disk Space
Minimum of 20 GB hard drive dedicated to the OnTime solution
The above specification has been tested with environments with 2000 users.

As with most software solutions, we prefer a dedicated server for the OnTime
solution. Should you, however, choose to install on a multipurpose server we have
the following minimum requirements:

Installing OnTime on a Windows Server running a Microsoft Exchange Server is not
recommended.

If you want to use an existing MS SQL Server installation, it must have TCP/IP
enabled on TCP port 1433.

The Tomcat application server must be exclusive for OnTime and can serve no other
applications.
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Ports for the OnTime server

The ports 80 and 9080 are required open for HTTP data.

The ports 443 and 9443 are required open for HTTPS data.

The port 8080 is required for the admin client, http is only supported for localhost.
The port 8443 is required for the admin client, https is supported remotely

Ref. to OnTime server components and ports.

Ports for Office 365

If OnTime configuration for Office 365, please check ports outwards through the
firewall (port 443) from the OnTime server:

https://login.microsoftonline.com
https://graph.microsoft.com
https://portal.azure.com

Ports for Exchange on-premises

The ports for the Exchange server must be open for port 443
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Prerequisites

AD domain

The OnTime server can be part of your user AD domain to ensure your OnTime
users web authentication (SSO) without providing their AD password.

An OnTime server installed in a Windows ‘Workgroup’ is supported. We expect the
Workgroup server to be dedicated to OnTime because this will be more secure. The
name of the workgroup must be descriptive. Workgroup names like "Workgroup' or
'WorkgroupO1' will not be accepted.

SQL Server 2014, 2016, 2019 Express or an existing MS SQL Server

must be available.

The SQL Server Express may be downloaded from Microsoft. It is free.
Limitations: Microsoft SQL Server Express supports 1 physical processor, 1 GB
memory, and 50 GB database storage

Create a user for OnTime in MS Exchange/Office 365
Mailbox user (minimum type 1, if in Office 365)

External access to OnTime

OnTime is most often installed on a server in the internal network. When external
access to desktop and mobile clients is required, the configuration of the firewall and
DMZ must be considered.

Solutions include VPN access or a reverse proxy server in the DMZ. Scenarios are
described in the appendix External access to OnTime.
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User requirements

Supported internet browsers

Due to the increased rate at which vendors are now releasing new versions of their
browsers, support for browser updates will only be maintained for the most recent
shipping release of OnTime. OnTime product testing on new browser versions will
continue at periodic intervals which may or may not align with the browser vendor's
release schedule. Should a problem be found when using a browser update with the
most recent release of OnTime, we will make every effort to resolve the issue. To
expedite this resolution, we recommend that you contact the browser vendor as well
as IntraVision Support about the situation.

For the desktop user:
Refer to OnTime client Web Desktop
- the following browsers are supported:

Chrome Safari Firefox Edg_e Internet Explorer
(Latest) (Latest) (Latest) el -
(Latest) (Latest)
: Not Supported
Windows Supported N/A Supported Supported anymore
macOS Supported Supported | Supported Supported N/A
For the Catering and Visitor manager clients:
- the following browsers are supported:
Chrome Safari Firefox Edge I e
(Latest) (Latest) (Latest) Chrominum Explorer 11
(Latest) (Latest)
Windows | Supported N/A Supported Supported Not supported
macOS Supported Supported Supported Supported N/A

Note: The Catering Manager and the Visitor Manager are NOT supported in the
Internet Explorer.
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For the admin client
- the following browsers are supported:

GROUP CALENDAR

. . Edge Internet
%Lhart%r:t()a (f:::;) l(:l_';?;c:;) Chrominum Explorer 11
(Latest) (Latest)
Windows | Supported Supported Supported Not supported

Only port 80 and 443 are supported for the desktop client, and the browsers need to
have cookies enabled.

OnTime Mobile add-on requirements

The OnTime Mobile add-on is a web app which uses a browser on the device. Due to
the increased rate at which vendors are now releasing new versions of their mobile
browsers, support for mobile browser updates will only be maintained for the most
recent shipping release of OnTime. OnTime product testing on new mobile browser
versions will continue at periodic intervals which may or may not align with the
browser vendor's release schedule. Should a problem be found when using a
browser update with the most recent release of OnTime, we will make every effort to
resolve the issue. To expedite this resolution, we recommend that you contact the
browser vendor as well as IntraVision Support about the situation.

Please refer to OnTime client Web Mobile
-the following browsers are supported:

Chrome Safari
(Latest) (Latest)
Android (8 and later) Supported
iOS (13.6 and later) Supported Supported

OnTime Mobile web app add-on has the following specific requirements
e A Smartphone with touch gestures

e JavaScript enabled

e Cookies enabled

Installation Manual
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e OnTime requires a license key with the required number of users enabled to
run.

e These keys are delivered directly by IntraVision or an OnTime Partner.

e Alist of OnTime Partners is available at www.ontimesuite.com.

To obtain a license key, please provide the following info:
e your Company name
e the total number of users, including rooms and equipment
e a. OnTime server in an AD domain,
check your OnTime server’'s environment by logging in as a domain user.
In a Command prompt > set (Enter) — to see your ‘USERDOMAIN’

e ddministrator: ChWYindowsh system 32 cmd.exe

THP=C:~Usersz~ADMTNI ™ ~AnpDatasLocal~Temp-2
USERDOMAIN--0NMT IHEMS DEHO
USERMAME=Administrator
USERPROFILE=C:%~lUsers~Administrator
windir=C:sWindows

C:~Program FilessIntralisionlset

b. OnTme server in a workgroup, check your Workgroup name.

Enter 'net config workstation' in a Command prompt to see your
'‘Workstation domain' (Workgroup name).

e If you are running a trial installation, a time-limited, fully functional key with all
OnTime options should have been provided for you when you downloaded the
OnTime software from www.ontimesuite.com.
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We have two options for installing OnTime, quick or manual.

Quick installation

The easy way of installing OnTime
- with a local, silent installation of the MS SQL Server 2019 at ‘C:\Program Files’

- one ‘install’ command file that in turn creates a database for OnTime, and installs
Windows services for OnTime

An MS SQL Server 2019 Express with scripts for a silent install may be downloaded
from this download link:
http://file.ontimesuite.com/SQLEXpress

The tool to inspect the databases in the Microsoft ‘SQL Server Management Studio’

(SSMS). Currently, a link to download the tool from Microsoft:
https://docs.microsoft.com/en-us/sql/ssms/download-sql-server-management-studio-ssms

Note: Run the SSMS tool as an administrator to get the proper permissions to run
gueries against the OnTime database.

Manual installation

Is applicable if you need to be able to configure custom settings for the SQL server.
Please refer to the Manual installation.
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Quick installation

Quick installation expects:
- SQL Server being installed on the same machine as the OnTime distribution
- Integrated Security is used, instead of SQL Server Security

- Port number for SQL Server is 1433

If you want to change anything of the above, you should do the manual setup of the
database.

Installing the SQL Server Express

Extract the file downloaded from http://file.ontimesuite.com/SQLExpress

~

MNarme Date modified Type Size
OnTime (silent)-M5 50L Server 11.0 01-07-2020 12:00 File folder
[;] OnTime (silent)-M5 50L Server 11.0.zip 21-05-2020 02:45 Compressed (zipp... 208.812 KB

To install the SQL server, start a Command Prompt in administrator mode in
the OnTime (silent) folder.

Run the command:
sql_express_full_setup.cmd

This command will silently install the SQL server.
A log file, ‘installLog.txt’ from the installation is created in the folder.

If you see other messages than “Installing SQL Express Server” your Windows
server probably needs some updates from Microsoft, please resolve these
prerequisites and rerun the command.

It may take 5-10 minutes to execute the installation of SQL Server Express.

Result:

The SQL Server is installed in the default path, C:\Program Files\Microsoft
SQL Server.

It is installed with 'Windows Authentication’, 'Integrated Security' is used

- and TCP/IP is enabled and listening on port 1433

Installation Manual Page 17 I n t l'a >i S i O n
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Unzip the downloaded OnTime package to a temporary location, move the
directory OnTimeMS-x.x to the recommended path:

C:\Program Files\IntraVision\

» ThisPC » Local Disk(C:) # Program Files # IntraVision » OnTimeMS-xx »

-~
Mame

admintoken

catering

crmd

jdk

ontime.ms.acs

ontime.ms.auth

otdbupdate

outlock-add-in

outlook-catering-add-in

outlock-pell-add-in

pollarity

programdata

scripts

sqlserver

teams

teams_rail

tomcat

wvisitor
command.crmd
install.cmd
Q Office365TomcatRestart.zip
start-catering.crmd
start-pollarity.crd
start-visitor.cmd
stop-catering.cmd
stop-pellarity.crmd
stop-visitor.cmd
uninstall.crmd
upgrade.cmd
upgrade.log

Date modified

06-06-2023 10:36
24-05-2023 11:34
06-06-2023 10:36
06-06-2023 10:36
06-06-2023 10:36
06-06-2023 10:36
06-06-2023 10:36
06-06-2023 10:36
06-06-2023 10:36
06-06-2023 10:36
06-06-2023 10:36
06-06-2023 10:36
06-06-2023 10:36
06-06-2023 10:36
06-06-2023 10:36
06-06-2023 10:36
06-06-2023 10:37
24-05-2023 11:34
24-05-2023 11:34
24-05-2023 11:34
24-05-2023 11:34
24-05-2023 11:34
24-05-2023 11:34
24-05-2023 11:34
24-05-2023 11:34
24-05-2023 11:34
24-03-2023 11:34
24-05-2023 11:34
24-05-2023 11:34
24-05-2023 11:33

Type

File folder
File folder
File folder
File folder
File folder
File folder
File folder
File folder
File folder
File folder
File folder
File folder
File folder
File folder
File folder
File folder
File folder
File folder

Windows Comma..
Windows Comma...
Compressed (zipp...
Windows Comma...
Windows Comma..
Windows Comma...
Windows Comma...
Windows Comma...
Windows Comma...
Windows Comma...

Windows Comma...

Text Document

Size

1KB
1KB
12 KB
1KE
1KB
1KB
1KEB
1KE
1KE
1KB
1KEB
56 KB

Right-click ‘install.cmd’ and choose ‘Run as Administrator’

This command will execute the following tasks:
1. You will be asked for a new password for the OnTime admin

Note: Special characters may make the Tomcat server unwilling to start
2. It will create the 'ontimems' database for OnTime use in the local SQL

Server

3. It will configure the user NT AUTHORITY\USER as a user in the ontimems

database with the api_role

4. It will install a Windows service ‘OnTimeMS Auth’ that offers Windows domain
logon authentication for web users, SSO — Single Sign-On

Installation Manual
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5. It will install the Tomcat server for OnTime.

Windows service — '‘Apache Tomcat x.x OnTimeTomcat'
It will create a database, 'pollarity’ for Pollarity

Note: Pollarity has an optional licence.

It will create a database, 'catering' for Catering

It will create a database, 'visitor' for Visitor

© 0N

Note: Pollarity, Catering, Visitor has each an optional licence.
Proceed to OnTime Configuration.
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Manual installation

All the components may be configured after the usual Quick Installation
completion. The only exception is the SQL Server.

This manual option is based on your installation of MS SQL Server,
locally or externally to your OnTime server.

The network protocol TCP/IP must be enabled for the SQLServer, the
default port is 1433. If you want to use another port, remember to enter
your chosen port in the OnTime Admin clients Database section.

Refer to the whitelist

In the folder C:\ProgramData\Intravision\OnTime\Microsoft\ - you may add a text file 'common.ini' to
control redirection from the OnTime server. A missing file allows any redirection.
The common.ini file controls redirection for all auth-methods.

Entries in the common.ini file can be:

REDIRECT_WHITELIST=https://examplel.com
or
REDIRECT_WHITELIST=https://ontime.examplel.com

More entries require more lines like

REDIRECT _WHITELIST=https://example2.com
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SQL Server network protocol setup.

'SQL Server Management Studio’, SSMS is used in this section.

Command-line scripts

In order to run OnTime 'otdbupdate.cmd’ scripts later in the SQL server, we need an
administrative user, 'BUILTIN\Administrators' with the database role 'db_owner'.

In SSMS right-click the SQL-servers Security section, click 'New Login'

Object Explorer > 0 x

Connect~ ¥ " = 7 & &

= @ TEST2\SCOLEXPRESS (SCL Server 15.0.2000 - TEST2\Administratc
Databases

= Security
_ O
= Mew Login
gl singlogin®s

Filter 3 inLoginds
Start PowerShell
Reports b [XPRESS
Refresh RYSSQLEXPRESS

|

Enter the login name 'BUILTIN\Administrators'

Click 'OK'

Create the OnTime database at the SQL server

At your MS SQL server create a new database with the name 'ontimems' for OnTime.
In SSMS right-click 'Databases'
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Object Explorer > 0 x

Connect~ ¥ ¥ VI

= i@ TEST\SOLEXPRESS (SOL Server 15.0.2000 - TEST\Administrator)
=

GROUP CALENDAR

Mew Database...

Attach...
Restore Database...

HEEEE

Restore Files and Filegroups...

Click 'New database'. Enter the database name 'ontimems'. Click 'OK’

Object Explorer T ® XN B NewDatabase - o X
Connect~ ¥ *¥ (Ve Eiaaer T3 -
5 i@ TEST\SQLEXPRESS (SOL Server 15.0.2000 - TEST\Administrator) ¥ Genersl oot~ @ Helo
=] Databases # Options
System Databases & Filegroups Database name: [ontimems| ]
Database Snapshots B ‘<defaun> ‘ |:|
Security
Server Objects Use fulltext indexing
Replication
PolyBose Database fies
Management Logical Name _ Fle Type _ Flegroup iital Size (M8) _ Autogrovth / Marsize B
[ XEvent Profiler oimems  ROWS. PRMARY 8l gyeamBlnimied [ C
ontimems Jog  LOG Nt Applicable 8 ByG4MB, Unlimted .| C
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In the folder: C:\Program Files\IntraVision\OnTimeMS-x.x\sqlserver\
you will find the sql-script — 'ontimems.sql'

You may open the script in “SQL Server Management Studio” or a text editor.
Check the first line of the script. The first line must be changed to

'USE [ontimems]' instead of a programmatical parameter for the database
name.

ontimems.sql - OTM...dministrator (61))" > REeIReINT T RS RN o) PLY [ T T 1 T (7))
USE [ontimems]
@0
J****** phject: DatabaseRole [api_role] Script Date: @1/86/2018 15.19.@4 ******/
CREATE ROLE [api_role
@0
J****** phject: DatabaseRole [sb_role] Script Date: 81/86/20818 15.19.@4 *****x/

CREATE ROLE [sb_role
G0

J****%% phject: Schema [adm] Script Date: @1/86/2018 15.19.@5 ******/
CREATE SCHEMA [adm

a0

GRANT EXECUTE ON SCHEMA::[adm] TO [api_rcle] AS [dbo]

G0

J****%% phject: Schema [api] Script Date: @1/86/2018 15.19.@5 ******/
CREATE SCHEMA [api

G0

GRANT EXECUTE ON SCHEMA::[api] TO [api_rcle] AS [dbo]

G0

Two methods are posssible to create the tables in the database 'ontimems', in SSMS
or in the command-line.

1. SSMS: Click 'New Query'
Copy all the text from the script, ‘'ontimems.sql’ to the new Query Window.
Click 'Execute'.

2. Alternatively run the sql script from the command-line.
C:\Program Files\IntraVision\OnTimeMS-x.x\sqlserver>
sqlcmd -S .\SQLExpress -i ontimems.sql
- here SQLEXxpress is representing your SQL server's instance.
After running the SQL-script open the database and check
that the
databas
e tables

have
been created.
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1. Inthe OnTime database’s Security section, right-click ‘Users’ and choose
‘New User’. Click the button by ‘Login name’ and click ‘Browse’
Among the possible ‘Logins’, select ‘NT AUTHORITY\SYSTEM’ as the
OnTime application user in the OnTime database. Click ‘OK’.

Additionally, add ‘NT AUTHORITY\SYSTEM’ to the ‘User name’ field.

Click ‘OK’.
Selecta page )
S Soewt - Dver
A Owned Schemas
2 Membership User type:
1A Securables |Window5 user v |
ﬁ' Bxtended Properties
User name:
[NT AUTHORITNSYSTEM [ ]
Login name:
[NT AUTHORITNSYSTEM [ ]
Defautt language:
| v|
Default schema:
Connection
Server:
OTMSQANSOLEXFRESS
Connection:
OTMSQA Administrator
L!g View connection properties
Progress
Ready
0K || Cancel
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2. Click 'Membership' and select the 'api_role'. Click 'OK'.
@ Database User - NT AUTHORITY\SYSTEM — O X
Eliect apage T Soipt + @ Help
F General
F Owned Schemas
Database role membership:
F Securables Role Members
# Extended Propeties api_role
|:| db_accessadmin
O db_backupoperator
[ db_dstareader
O db_datawriter
[ db_ddladmin
[0 db_denydatareader
[0 db_denydatawriter
[0 db_owner
[ db_securtyadmin
[0 sb_role
Connection
Server:
COTMSTUTORIALVSQLEXPRESS
Connection:
INTRAVISION \administrator
¢ View connection properties
Progress
Ready
[ ok ]| canced |

3.

4.

A configuration with the ‘NT AUTHORITY SYSTEM’ ensures that you may
choose ‘integratedSecurity=yes’ in the database configuration.

Please refer to Database in the 'OnTime Configuration' section.

Add an administrative user 'BUILT\Administrators' in the ‘ontimems'’
database's security section in the same way as above.
In the 'membership’ for 'BUILT\Administrators', tick 'db_owner' and click

'OK.
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The OnTime application user, external SQL Server, same Windows Domain

In the SQL server’s Security section, create a Login for access from the OnTime
server. Right-click ‘Logins’, select ‘New Login’.

= @ OTMSTUTORIAL\SQLEXPRESS (SCL Server 15.0.2000 - INTRA

= Databases
Systemn Databases
Database Snapshots
g catering
g ontimems
W pollarity
W visitor

= Security

SRl coin: |

H MNew Login... iglogin®s

1. As ‘Login name’ you manually enter your OnTime servers hostname in the
format: DOMAINNAME\HOSTNAME$
- remember the ‘$’ character at the end of the server’s hostname.
In the SQL server, this name is for authenticating your OnTime server.
Note: Searching for the hostname is not possible — the name entered cannot

be verified.
Example:
B Login Properties - INTRAVISION\OTMSCONNS O X
Selectapage E'ScripthHelp
F General
F Server Roles
& User Mapping Login name: INTRAVISION\OTMSCONNS Search...
J Securables o
& Status Windows authentication
SQL Server authertication
Password:
Confirm password:
[ Specify old password
rd expiration
sword at next login
Mapped to certificate ~
Connection Mapped to asymmetric key ~
Server: Map to Credential
OTMSTUTORIALWSQLEXPRESS L] Wep - Gid
Connection: Mapped Credertials Credertial Provider
INTRAVISION \administrator
¢ Miew connection properties
Progress Remaove
Ready Default database: |maﬂer ¥ |
Default language: | English e |
oK || Cancel
- -
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2. In the Security section of your new OnTime database, right-click Users,
choose ‘New User’.

GROUP CALENDAR

2 @ OTMSTUTORIALNSOLEXPRESS (SOL Server 15.0.2000 - INTRAY
= Databases
System Databases
Database Snapshots
g catering
= g ontimems

Database Diagrams
Tables
Views
External Resources
Synonyms
Programmability
Service Broker
Storage
= Security
o T
Mew User...

Click the button at ‘Login name’, click ‘Browse’ and choose the server Login entry you
entered above.

Copy the 'Login name' to the field 'User name'. Click OK

3. The server Login entry must have the role "api_role'

@ Database User - INTRAVISION\OTMSCONNS _ O e

R — T Seipt ~ © Help

F# General

K Owned Schemas

& Membership Database role membership:

K Securables

F Exended Properties
|:| " db_accessadmin
[ db_backupoperator
[ db_datareader
[0 db_datawriter
[ db_ddiadmin
[ db_denydatareader
[ db_demydatawriter
[ db_owner
[ db_securtyadmin
[ sb_role

Click 'OK'

4. Add an administrative user 'BUILT\Administrators' in the 'ontimems'
database's security section in the same way as above.
In the 'membership’ for 'BUILT\Administrators', tick 'db_owner' and click 'OK'".

5. The database is now ready for access with 'Integrated Security' from the
OnTime server within the same domain.
Please refer to Database in the 'OnTime Configuration' section.
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The OnTime application user, external SQL Server, outside the Windows Domain

The SQL server must be enabled for 'SQL Server and Windows Authentication'.
If you have installed with "Windows Authentication’, you may change the
authentication mode:

https://docs.microsoft.com/en-us/sgl/database-engine/configure-windows/change-
server-authentication-mode?view=saql-server-verl5

1. Inthe SQL server’s Security section, create a Login for access from the
OnTime server. Right-click ‘Logins’, select ‘New Login’.
Enter a login name 'OnTimeApp'. Choose 'SQL Server authentication. Enter a
password twice. Take a note of the password. Click 'OK'

B Login - New

— O x
Selecta page HS:}'iDTVQHeIp
& General
& Server Roles
& User Mapping Login name: |On'|"|me!\pp | Search...
K Securables o
F Status (C) Windows authentication
(® SQL Server authentication
Password: |ooo.oo.ooooo |
Confim passwaord: |.Oo.oo.oooo. |
Specify old password
Old password:
Enforce password policy
Enforce password expiration
User must change password at next login
(O) Mapped to cedificate w
Connection (C) Mapped to asymmetric key w
Server: ] Map to Credertial V n
OTMSTUTORIALVSQLEXFRESS i
Connedion: Mapped Credertials Credertial Provider
INTRAVISION administrator
¢ View connection properies
Progress Remove
Ready Defautt database: |ma5ter i |
Defautt language: |<defau|t> e |
ok || Ccancel
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2. In the Security section of your new OnTime database, right-click Users,
choose ‘New User’.

At 'Login Name' click the button with the 3 dots. Click 'Browse'. Choose the

OnTimeApp user. Click 'OK'. Copy the login name 'OnTimeApp' to the 'User
name' field. Click 'OK’

W Database User - Ne O *

Selectapage O Seipt ~ @ Help
F General
K Owned Schemas
& Membership Usertype:
& Securables SQL user with login A
# Exdended Properties
User name:
Login name:
Default sg O Select Login

Select these object types:

Logins Object Types...
Connection
Sarver: Enter the object names to select (examples):
OTMSTUTORIALNSGQLEXPRESS
Connection:
INTRAVISION \administrator e I
ﬁ View connection properties
P Browse for Objects x
I}
Pr 14 objects were found matching the types you selected.
Ready Matching objects:
MName Type »
O [NT Service \MSSQLSSQLEXPRESS] Lo...
O [NT SERVICE\SGLTELEMETRYSSQLEXPRESS] Lo...
O [NT SERVICE\SQLWriter] Lo...
O [NT SERVICE\Winmgmt] Lo...
[OnTimeApp] Lo...
O [za] Lo...
]
corea || b
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3. Right-click your your new user 'OnTimeApp', choose properties.
In the section 'Membership' select the api_role and the db_owner. Click 'OK’

W Database User - OnTimelpp

GROUP CALENDAR

- O x

Select a page
& General

IT Scipt = @ Help

J Owned Schemas
& Membership

& Securables

& Extended Properties

Database role membership:

OoROOOO0000g

Role Members
{ api_role

db_accessadmin
db_backupoperataor
db_datareader
db_datawriter
db_ddladmin
db_denydatareader
db_denydatawriter
db_owner
db_securityadmin
sb_role

4. The database is now ready for access with 'SQL Server Authentication' from

the OnTime server.

Please refer to Database in the 'OnTime Configuration' section.
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Update the OnTime database using ‘otdbupdate.cmd’

From the folder C:\Program Files\IntraVision\OnTimeMS-x.x. open a command
window as Administrator.

Otdbupdate.cmd requires an environment variable for JAVA_HOME in your
OnTime installation files.

Set the environment variable for JAVA_HOME by running the command:
set JAVA_HOME=C:\Program Files\IntraVision\OnTimeMS-x.x\jdk

Set the environment variable for Path by running the command:
set PATH=%JAVA_HOME%\bin;%PATH%

Navigate to C:\Program Files\IntraVision\OnTimeMs-x.x\otdbupdate

Run this command, if you are using integratedSecurity:

otdbupdate.cmd -skipDefaultCallbacks=true
-url=jdbc:sqglserver://localhost:1433;databaseName=ontimems;
encrypt=true;trustServerCertificate=true;
integratedSecurity=true migrate

All in one line!

This command, if you are using a specific database user:

otdbupdate.cmd -skipDefaultCallbacks=true
-url=jdbc:sqglserver://localhost:1433;databaseName=ontimems;
encrypt=true;trustServerCertificate=true;

-user=0nTimeApp -password=xxxx migrate

All in one line!
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Pollarity

Pollarity requires a database and the installation of an application on the Tomcat
OnTime server.

Pollarity database

Depending on you setup of the SQL server, local or external to the OnTime server
the process is similar to the section Create the OnTime database.

=

Create a database named 'pollarity' in the SQL Server.

In the database's security section add a database user, the same as the
database user of the ‘ontimems' database.

Double-click the database user, select 'Membership’, tick db_owner, click 'OK’

Update the Pollarity database using ‘otdbupdate.cmd’

From the folder C:\Program Files\IntraVision\OnTimeMS-x.x. open a command
prompt as administrator.

Otdbupdate.cmd requires an environment variable for JAVA_HOME in your
OnTime installation files.

Set the environment variable for JAVA_HOME by running the command:
set JAVA_HOME=C:\Program Files\IntraVision\OnTimeMS-x.x\jdk

Set the environment variable for Path by running the command:
set PATH=%JAVA_HOME%\bin ; %PATH%

Navigate to C:\Program Files\IntraVision\OnTimeMS-x.x\pollarity\otdbupdate

Depending on your setup use ‘integratedSecurity’ or ‘SQL server
authentication'.:
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Run this command, if you prefer ‘integratedSecurity’ in your SQL server:

otdbupdate.cmd -skipDefaultCallbacks=true
-url=jdbc:sqlserver://localhost:1433;databaseName=pollarity;
encrypt=true;trustServerCertificate=true;integratedSecurity=true migrate

All in one line!

This command, if you prefer 'SQL Server authentication':

otdbupdate.cmd -skipDefaultCallbacks=true
-url=jdbc:sqlserver://localhost:1433;databaseName=pollarity;
encrypt=true;trustServerCertificate=true;

-user=0nTimeApp -password=xxxx migrate

All in one line!

Pollarity application

1. Copy Pollarity files to the Tomcat server. This is accomplished by running the
command ‘start-pollarity.cmd’ in the directory:
C:\Program Files\IntraVision\OnTimeMS-x.x\pollarity\cmd\

2. Restart the Tomcat service ‘Apache Tomcat 9.0 OnTimeTomcat'.
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Catering

Catering requires a database and the installation of an application on the Tomcat
OnTime server.

Catering database

Depending on you setup of the SQL server, local or external to the OnTime server
the process is similar like the section Create the OnTime database.

=

Create a database named 'catering' in the SQL Server.

In the database's security section add a database user, the same as the
database user of the ‘ontimems' database.

Double-click the database user, select 'Membership’, tick db_owner, click 'OK’

Update the Catering database using ‘otdbupdate.cmd’

From the folder C:\Program Files\IntraVision\OnTimeMS-x.x. open a command
window as Administrator.

Otdbupdate.cmd requires an environment variable for JAVA_HOME in your
OnTime installation files.

Set the environment variable for JAVA_HOME by running the command:
set JAVA_HOME=C:\Program Files\IntraVision\OnTimeMS-x.x\jdk

Set the environment variable for Path by running the command:
set PATH=%JAVA_HOME%\bin ;%PATH%

Nenﬂgale to C:\Program Files\IntraVision\OnTimeMS-x.x\catering\otdbupdate

Depending of your setup use ‘integratedSecurity’ or ‘SQL server
authentication'.:
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Run this command, if you prefer ‘integratedSecurity’ in your SQL server:

otdbupdate.cmd -skipDefaultCallbacks=true
-url=jdbc:sqlserver://localhost:1433;databaseName=catering;
encrypt=true;trustServerCertificate=true;
integratedSecurity=true migrate

All in one line!

This command, if you prefer 'SQL Server authentication':

otdbupdate.cmd -skipDefaultCallbacks=true
-url=jdbc:sqlserver://localhost:1433;databaseName=catering;
encrypt=true;trustServerCertificate=true;

-user=0nTimeApp -password=xxxx migrate

All in one line!

Catering application

1. Copy Catering files to the Tomcat server. This is accomplished by running the
command ‘setup-catering.cmd’ in the directory:

C:\Program Files\IntraVision\OnTimeMS-x.x\catering\cmd\

2. Restart the Tomcat service ‘Apache Tomcat 9.0 OnTimeTomcat'.
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Visitor

Catering requires a database and the installation of an application on the Tomcat
OnTime server.

Visitor database

Depending on you setup of the SQL server, local or external to the OnTime server
the process is similar to the section Create the OnTime database.

=

Create a database named 'visitor' in the SQL Server.

In the database's security section add a database user, the same as the
database user of the ‘ontimems' database.

Double-click the database user, select 'Membership’, tick db_owner, click 'OK’

Update the Visitor database using ‘otdbupdate.cmd’

From the folder C:\Program Files\IntraVision\OnTimeMS-x.x. open a command
window as Administrator.

Otdbupdate.cmd requires an environment variable for JAVA_HOME in your
OnTime installation files.

Set the environment variable for JAVA_HOME by running the command:
set JAVA_HOME=C:\Program Files\IntraVision\OnTimeMS-x.x\jdk

Set the environment variable for Path by running the command:
set PATH=%JAVA_HOME%\bin ;%PATH%

Nenﬂgale to C:\Program Files\IntraVision\OnTimeMS-x.x\visitor\otdbupdate

Depending on your setup use ‘integratedSecurity’ or ‘SQL server
authentication'.:
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Run this command, if you prefer ‘integratedSecurity’ in your SQL server:

otdbupdate.cmd -skipDefaultCallbacks=true »
-url=jdbc:sqlserver://localhost:1433;databaseName=visitor;
encrypt=true;trustServerCertificate=true;integratedSecurity=true migrate

All in one line!

This command, if you prefer 'SQL Server authentication':

otdbupdate.cmd -skipDefaultCallbacks=true "
-url=jdbc:sqlserver://localhost:1433;databaseName=visitor;
encrypt=true;trustServerCertificate=true;
-user=0nTimeApp -password=xxxx migrate

All in one line!

Visitor application

1. Copy the Visitor files to the Tomcat server. This is accomplished by running
the command ‘setup-visitor.cmd’ in the directory:

C:\Program Files\IntraVision\OnTimeMS-x.x\visitor\cmd\

2. Restart the Tomcat service ‘Apache Tomcat 9.0 OnTimeTomcat'.
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OnTime Server

In the folder C:\Program Files\IntraVision\OnTimeMS-x.x\cmd - you will find the
command ‘install-ontime-services.cmd’

Run it as ‘administrator’ to install the Tomcat server and the 'OnTimeMS Auth'
service.

The Tomcat service for OnTime is now running within Windows Services as '‘Apache
Tomcat 9.0 OnTimeTomcat'.

The Auth service for OnTime is now running within Windows Services as 'OnTimeMS
Auth'.

OnTime addon products

If you have licenses for the OnTime addon products, Catering, Pollarity, Visitor you
may run the scripts below to enable the applications.

In the folder C:\Program Files\IntraVision\OnTimeMS-x.x - you will find the
commands:

start-catering.cmd
start-pollarity.cmd

start-visitor
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Office 365 threads

If you are going to synchronise calendar information from “Office 365" it is
recommended to restart the Tomcat webserver service regularly or even once every
night. It helps to reduce the number of threads collected, referencing mailboxes that
may be moved by Microsoft between different Exchange servers in the cloud.

Note - This is not necessary with Exchange servers “on-premises”.

XML scripts for the Windows ‘Task Scheduler’ are included in the install package to
help you with the scheduled restart.

g » This PC » Local Disk (C:) * Program Files » IntraVision » OnTimeMS5-xx » Office3&5TomcatRestart.zip

s

Mame Type Compressed size Password ... | Size
|£ TermcatStartxml XML Docurment 4KE Mo
|Z] TemcatStartMenitorxml AML Document 5KB Mo
/£ TemcatStop.axml XML Decurmnent 4KE Mo
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OnTime Setup

From a browser - Open the administration URL —
https://ontime.example.com:8443/ontimegcms/admin
- or only on localhost, at the OnTime server!
http://127.0.0.1:8080/ontimegcms/admin

Note: Please insert your relevant URL instead of ‘ontime.example.com’.

If you try administration remotely, http and port 8080, to the OnTime server you will
get a yellow warning: ‘Caution: Opening the admin interface on port 8080 is not
recommended ...’

¢ C A Notsecure | otmstutorialintravision.dk:8080/ontimegcms/admin a2 x 0@

_ Licensed to OnTime Inc.
OnTime” CAUTION: OPENING THE ADMIN INTERFACE ON PORT 8080 ON YOUR DESKTOP IS NOT RECOMMENDED. FROM YOUR DESKTOP WE RECOMMEND USING HTTPS USING PORT 8443. 128 of 2500 U

ONTIME ADMIN CENTER EDITLICENSE  REFRESH
[E8] oasHBoARD DASHBOARD

£ DATABASE

Administrator: admin (beware of the casing, no capitals)
Password: FrkRE (your password from the OnTime installation phase)

Reset of password, if it is lost:

In the folder C:\Program Files\IntraVision\OnTimeMS-x.x\cmd

- you will find the command ‘change-tomcat-password.cmd’.

Run it as an administrator to reset the admin password.

Note: Special characters may make the Tomcat service unwilling to start

e . @ http://localhost:2080/ontimegems/admin O + X || O localhost

Windows Security *

iexplore.exe

The server localhost is asking for your user name and
password. The server reports that it is from
OnTimeGCMSAdmin.

Warning: Your user name and password will be sent using
basic authentication on a connection that isn't secure.

‘ admin ‘

........Il| o

[] remember my credentials

0K Cancel
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Dashboard

The main page of the OnTime Admin Center is the Dashboard. This page presents
an overview of the processes in OnTime. When you change the values in the other
pages, you must restart the OnTime application by clicking “Stop/Start” in the
corresponding section.

OnTime’

EDITLICENSE  REFRESH

ONTIME ADMIN CENTER
[E3] DpasHBOARD DASHBOARD
£ DATABASE

Application
B= DOMAINS

I Application: RUNNING STOP Last Status Change: Tue Mar 08 11:36:30 CET 2022
P
{8 GLOBAL SETTINGS

] subscription for calendar changes: RUNNING STOP Last Status Change: Tue Mar 08 11:27:02 CET 2022

& USErs Connection Services
I SQL Database Connection: RUNNING Last Status Change: Tue Mar 08 11:36:26 CET 2022
A\ GROUPS

I Active Exchange Domains: 3 0UT OF 3 RUNNING
882 LEGEND

It POLLARITY Scheduled Services
[l
Directory Synchronisation: SCHEDULED TO RUN 02:00 START Last Status Change: Tue Mar 08 11:58:21 CET 2022

B CATERING
User & Group Synchronisation: SCHEDULED TO RUN 02:00 START Last Status Change: Tue Mar 08 11:58:25 CET 2022

pig VISITOR
Photo Synchronisation: SCHEDULED TO RUN 02:00 START Last Status Change: Tue Mar 08 11:58:13 CET 2022

Permission Synchrenisation: SCHEDULED TO RUN 02:00 START Last Status Change: Tue Mar 08 11:38:47 CET 2022

Event Synchronisation: SCHEDULED TO RUN TOMORROW 02:00 START Last Status Change: Tue Mar 08 11:58:32 CET 2022

The section Persistent shows the status of the OnTime Application and the
automatic subscription of calendar changes. Both should be running within normal
production.

The section Connection shows the status of the connections to the OnTime SQL
database and the Exchange service(s). Both should be running/green within normal
production.

The section Scheduled normally shows the time when the services will be started
automatically. The time can be configured in the Global -> Backend settings.

Five services within this section can be started on-demand to reflect changes at once.
Directory Sync takes care of updating users/groups from Exchange.

User & Group Sync synchronises the Exchange users/groups onto the
OnTime SQL tables (starts automatically whenever Directory Sync finishes)

Photo Sync imports the users’ photos/avatars from the Exchange 2013 server

Permission Sync updates the users’ permissions to update other users’
calendars

Event Sync is synchronising all users calendar entries and may take a
considerable amount of time.
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Administration of OnTime in Japanese is supported

- the settings in the upper right corner of the dashboard allow for the change of the
preferred language in the OnTime Admin Center.

Licensed to OnTime Inc. demo (LS)
115 of 2500 Users in use

OﬂTi m@l Perpetual

ONTIME ADMIN CENTER EDIT LICENSE REFRESH Save | Cancel About X
[88] pasHEOARD DASHBOARD Language Engish (er)
English (en)
& DaTABASE B j2)
Application
— TS | Application: RUNNING
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Local SQL server

In the web admin interface, “OnTime Admin Center”, click “Database”.

If you have followed the ‘Quick installation path’ the fields are already populated with
Server, ‘localhost’ and 'Integrated Security’, ticked.

Click “Test” in the upper menu line to test the database connection.
Upon the response “OK Connection to Database is working” click “Back”.
Click Save.

OnTime’

ONTIME ADMIN CENTER TEST SAVE RESET

[25] DAsHBOARD DATABASE SETTINGS

-

& DATABASE

Nt Server localhost
E DOMAINS Integrated Security v

OK

Connection to Database is working

{8 GLOBAL SETTINGS
v
A USERs

Back
R\ GRrROUPS

If you have the SQL server external to you OnTime server we have two cases:
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External SQL server, same Windows domain

You have to reference the SQL server and eventually and optionally a port number

TEST SAVE RESET

DATABASE SETTINGS
Server sql.example.local: 1433
Integrated Security v

External SQL server, outside the Windows domain

Enter the reference to the SQL server and optionally a port number

Deselect the 'Integrated security' setting.

Enter the database name ‘ontimems’

Enter username, OnTimeApp and the corresponding password
TEST SAVE RESET

DATABASE SETTINGS

Server sgl.example.com:1433
Integrated Security

Database name ontimems

Username OnTimeApp

Password
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License key

Click ‘Dashboard’

— Enter your license key by clicking ‘License’ in the upper right corner of the

dashboard. Click ‘Save’
OnTime’ B

REFRESH

EDIT LICENSE

ONTIME ADMIN CENTER

[ pAsHBOARD DASHEOARD
-
S DATABASE
Application
B oMAINS Company OnTime Inc. demo (LS)
- | Aeplication: User Domain INTRAVISION Last Status Change: Tue Mar 08 11:36:30 CET 2022
. Appl. IDs Admin, Desktop, Mobile, Pollarity, Catering, Visitor
4{# GLOBAL SETTINGS
ez | Subscription for ¢ Users 11572500 Last Status Change: Tue Mar 08 11:37:02 CET 2022
Trial Expires: Never
& UsERs Connection Serv License Key

] sQt Database Col Last Status Change: Tue Mar 08 11:36:26 CET 2022

A\ GROUPS
| Active Exchange [
835 LEGEND

servil
sl PoLLARTTY CANCEL SAVE

Directory Synchre Last Status Change: Tue Mar 08 11:58:21 CET 2022

WP CATERING
User & Group Synchronisation: SCHEDULED TO RUN 02:00 START Last Status Change: Tue Mar 08 11:58:25 CET 2022

In the ‘Dashboard’ click ‘Start’ at ‘Subscription’ — the state colour should change into
green.

OnTime"

REFRESH

'ONTIME ADMIN CENTER EDIT LICENSE

[E5 pasHeOARD DASHBOARD

£ DaTazASE
Application
I Application: STOPPED START Last Status Change: Tue Jan 05 15:32:25 CET 2021
I Subscription for calendar changes: STOPPED START Last Status Change: Tue Jan 05 13:32:21 CET 2021

Connection Services

| 5at patabase Connection: STOPPED Last Status Change: Tue Jan 05 15:32:10 CET 2021

I Active Exchange Domains: 0 OUT OF 0 RUNNING

Note: When you see the Connection Services/SQL Database Connection -
“Running” (green), press 'F5' to refresh the whole web page from the database.
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Domains

Click “Domains” to configure the directory settings.

OnTime’

ONTIME ADMIN CENTER

CREATE NEW

[E8] pastBoARD DOMAINS

DATABASE ontime.local Last Status Change: Thu Mar 10 16:20:01 CET 2022
RUNNING
BEOF5D93-757B-41BD-9498-3A90DES019EA

B= DOMAINS
- Qkom Modern Method (OAuth - Impersonation User)

RUNNING Last Status Change: Thu Mar 10 16:20:04 CET 2022
ie:. GLOBAL SETTINGS CF843EEE-BIBA-4166-AAA3-FBAB32D237CB
Office 365 Users Meodern Method (OAuth - Impersonation User)
‘ USERS RUNNING Last Status Change: Thu Mar 10 16:20:02 CET 2022
9F8003D4-C00C-4EB0-BF1F-EBF18D3C7BE0
OnTime EXDEMO Last Status Change: Thu Mar 10 16:20:01 CET 2022
"‘" GROUPS NOT_STARTED
12102207-B85C-4D83-A078-38D3ED7948FE
s
223 LEGEND test Legacy Method used, consider changing to modern in the near future
NOT_STARTED Last Status Change: Thu Mar 10 16:20:01 CET 2022

Il POLLARITY 8F2E27C3-14F7-4763-AEF2-7FF52C28CEED
]

If you are upgrading from an OnTime version from before 2.8 you will see an entry
‘Imported Domain’, it represents the single domain configuration from before the
upgrade.

Authentication

OnTime supports three authentication method in Office 365:
1. OAuth — Client Credentials
2. Oauth — Impersonation User
3. Basic authentication.

If you connect to MS Exchange Online, Microsoft Office 365, you should choose
OAuth, Microsoft recommends 'OAuth — Client Credentials' authentication — it
supports multifactor authentication.

OnTime does not support multifactor authentication for the ‘Oauth - Impersonation
user', in Office 365.

Basic authentication is deprecated by Microsoft.

Note: Basic authentication/Form Based — Pass-through with multifactor
authentication in Office 365 is not supported.

Notes: MS Teams configuration works only with OAuth authentication.
Ref. Add-ins for OnTime.

Note: If you choose Authentication type — Legacy Method (Basic) — you will miss
details for rooms — like 'Capacity’ and 'Floor' in OnTime.
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Prerequisites
For getting data from Office 365, Azure, Graph we need access from the OnTime
server to the internet - with the following url's:

https://login.microsoftonline.com

GROUP CALENDAR

https://graph.microsoft.com

https://portal.azure.com

Note: The secure connection from the OnTime server to these Microsoft sites has
been an issue for one customer. Please check appendix SSL root certificates for
the OnTime server

Click ‘Create New’ to add a domain. If you already have a domain configured you
may click the domain name to ‘Edit’.

Add Domain

OnTime’

ONTIME ADMIN CENTER

(28] DAsHBOARD

£ oatABASE
= DOMAINS

{8 GLOBAL SETTINGS
L

A UsErs

save | Cancel | Register Application

ADD/EDIT DOMAIN

Domain Disabled

Office 365

T Field Mapping T Advanced ]

[Modern Method (OAuth - Client Credentials)
Legacy Method (Basic)

Modern Method (QAuth - Impersonation User)
Modern Metheod (QAuth - Client Credentials)

8\ GrOUPS
2 LeGEND Proxy
ol PoLLARITY

WP CATERING

53 VISITOR

Domain Name - is a text field for naming your domain setup.

Domain Disabled — ‘ticked’ is used when you are working on setup, not ready for
production.

Priority - is for prioritising the users in OnTime. Priority ‘1’ is the highest priority.

If a users' email address is found in more than one domain, the one from the domain
with the highest priority will be synchronised into OnTime.

Domain Type — choose between a configuration for 'Office 365' or 'On-Premises'

Authentication Type: choose between ; Modern Method (Oauth — Client
Credentials), Modern Method (Oauth — Impersonation User), Legacy Method (Basic)
authentication.

Security User - This user is used by OnTime to read and edit all users calendars.
Normally this username is written as an email address (UPN name). The user is
created in MS Exchange/Office 365 as a mailbox user (minimum type 1, in Office
365)

Intrazision
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Impersonation User: is the user in Exchange that has the role
“Applicationimpersonation”. This user is used by OnTime to read and edit all users
calendars.

Proxy
If the Exchange server is behind a proxy server, you may enter DNS name (or IP)
and a port number for access from the OnTime server.

The three values, for Application (client) ID, Directory (tenant) ID, Client Secret Value
- are obtained from Microsoft Azure Portal, look below.

Missing permissions in the Azure configuration, will be listed in red characters.

Register OnTime in 'Microsoft Entra ID'

The Oauth registering of the OnTime application in ‘Microsoft Entra ID' is relevant for

Modern Method (Oauth — Client Credentials)
- and
Modern Method (Oauth — Impersonation User)

Note: We suggest Notepad as a media in-between for copying values to OnTime.

a) Login to https://portal.azure.com

b) Click view 'Manage Microsoft Entra ID'
c) Click 'App registrations'.
d) Click 'New registration'.

e) Enter a 'Name' for the application.
Choose 'Accounts in this organizational directory only - Single tenant'.
Populate 'Redirect URI', insert https://localhost:8443/ontimegcms/code.html
- this field cannot be empty.
Select a Platform 'Web'
Click 'Register'.

f) On next page (Overview) Copy the values [Application (client) ID] and
[Directory (tenant) ID] into a text editor e.g. Notepad.
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g) Click 'Add a certificate or secret'

h) Click '+ New client secret'

1) Add a description, such as 'OnTime Client Secret'
j) Choose expiration. Click Add

k) Copy the value of the secret ID into the text editor.

[) Click 'Authentication’ tab. Tick 'Access Tokens'. Click 'Save'.

m) Copy the three values from 'Microsoft Entra ID' in the text editor into the page
'OnTime Admin Center' —
'‘Domains Add/Edit Domain/Authentication'.

n) Click 'API permissions' tab. Click '‘Add a permission'.

0) Click 'Microsoft Graph'

p) Click 'Application permissions'

gq) The following ‘API permissions’ have to be ticked, type a few letters in the
Search field and tick the five permissions:
Calendars.ReadWrite, Directory.Read.All,
MailboxSettings.ReadWrite, People.Read.All, Place.Read.All,
User.Read.All,
You may remove 'User.Read’, if already selected.

r) Click 'Add a permission'.

s) Click 'Microsoft Graph'

t) Click 'Delegated permissions'

u) Search for EWS, tick:
EWS.AccessAsUser.All

v) Click 'Add a permission’
w) Click 'APIs my organization uses'

X) In the field for search, enter 'Office'
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y) Click 'Office 365 Exchange Online
z) Click '‘Application permissions'
aa)Tick 'full-access_as_app'

bb)Click '‘Add permissions'

cc) Click 'Grant admin consent for "your company”
Click 'Yes' to answer the question ' Do you want to grant consent ...'

dd) If it is a configuration update of ‘Microsoft Entra ID' for your OnTime server —
remember to stop/start the OnTime application.

ee) All done ;-)

Description of OnTime functionality by 'Microsoft Entra ID' permissions

Calendars.ReadWrite - get Online Meeting event, build Online Meeting event or add
to existing event.

Directory.Read.All - used for get members for MS Teams group, get Office Location
for room, get and validate current application permissions.

MailboxSettings.ReadWrite - used for automaticRepliesSetting and make it possible
to get and update AutoReply for mailboxes.

User.Read.All - translate event Ids between MS Graph and MS Outlook API’s.
Place.Read.All - get room extended information like capacity.
People.Read.All — used for Advanced Search.

EWS.AccessAsUser.All - Delegated permissions used for OAuth authentication
functionality
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On-Premises configuration

The example below is with a local ‘On-premises’ Exchange server:
Note: The Exchange server has to be configured for '‘Basic Authentication'.

Licensed to OnTime Inc. demo (LS)

. & 120 of 2500 Users in use
OnTime Perpetial

ONTIME ADMIN CENTE Save | Cancel | Register Application | Remove X
E DASHBOARD ADD/EDIT DOMAIN
Demain Name ontime.local Domain Disabled
£ pamBasE .
Priority 1
E DOMAINS Domain Type

On-premises

{i} GLOBAL SETTING! souce | FielsMopping | Asvanced |

Impersonation User ius@ontime.local

& UsErs
Password

8\ GROUPS
Domain

sns

152 LEGEND Server

POLLARITY

'll WS URL https:/{otms-exh.ontime.local

WP CATERING Autadiscaver URL https://otms-exh.ontime.local
Domain Type Exch 2013

E VISITOR xchange. or newer

Proxy

Hestname

Port

| Test Connection |

Use Teams No

Domain Name - is a text field for naming your domain setup.

Domain Disabled — ‘ticked’ is used when you are working on setup, not ready for
production.

Priority - is for prioritising the users in OnTime. Priority ‘1’ is the highest priority.
If a users' email address is found in more than one domain, the one from the domain
with the highest priority will be synchronised into OnTime.

Impersonation User - is the user in Exchange that has the role
“‘Applicationlmpersonation”. This user is used by OnTime to read and edit all users
calendars. Normally this username is written as an email address (UPN name), then
the domain name is not required.

Password — OnTime supports passwords with numbers, letters (uppercase and
lowercase). Special characters tested :.;,- *=@'#%&/()?'+[]{}\£$€.

If you change the password, please stop/start the OnTime application in the OnTime
Dashboard.
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Server

The “Server URLs” are preconfigured for Office 365, the URLs must be changed
accordingly, if the Exchange backend is ‘on-prem’.

‘Exchange Version’

e ‘Exchange2013 or newer’ is chosen for Exchange 2013 or newer, including
Office 365

e ‘Exchange2010_SP2'’is chosen for Exchange 2010 SP2 or newer
ServicePack.

o limited support for avatars/pictures and description fields
o no support for Show As “Working Elsewhere”.

Proxy

If the Exchange server is behind a proxy server, you may enter DNS name (or IP)
and a port number for access from the OnTime server.

Teams

Use Teams — choose 'Yes' to configure Teams.
In this section it is possible to configure parameters for MS Teams

Use Teams

Application (client) ID 5
Directory (tenant) ID d .
Client Secret Value

Missing parameters

Get the values from the section below. | case you see a value in the field 'Missing
parameters' you will have to recheck your parameters from 'Microsoft Entra ID' portal.

Teams registering the OnTime application in 'MS Entra ID' Portal

Note: We suggest Notepad as a media in-between for copying values to OnTime.

a) Login to https://portal.azure.com

b) Click 'View' at 'Manage Microsoft Entra ID'
c) Click 'App registrations'.

d) Click 'New registration'.
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Enter a 'Name' for the application.

Choose 'Accounts in this organizational directory only - Single tenant'.
Populate 'Redirect URI', example https://localhost:8443/ontimegcms/code.html
Click 'Register".

On next page (Overview) Copy the values [Application (client) ID] and
[Directory (tenant) ID]

Click 'Authentication’ tab. Tick 'Access Tokens'. Click 'Save'.

Click 'API permissions' tab. Click 'Add a permission'.

Click 'Microsoft Graph'

Click 'Application permissions'

The following API permission have to be ticked, type a few letters in the
Search field and tick the permission

Directory.Read.All

At the bottom click 'Add permissions'.

m) Click '‘Grant admin consent for "your company"

n)
0)
p)

Q)

Click 'Yes' to answer the question ' Do you want to grant consent ...'
Click the 'Certificate & secrets' tab

Click 'New client secret'

Copy the value.

Copy the three values from 'Microsoft Entra ID' into the page 'OnTime Admin
Center' —

'‘Domains Add/Edit Domain/Teams'.

Click Overview - in the Microsoft Entra ID portal,

Copy the values 'Application (client) ID' and Directory (tenant) ID to the
according fields in 'Domains Add/Edit Domain/Authentication' page.

Click 'Save and Consent Domain'. You will get a list of the permissions accepted for
your organization. Click 'Accept'.

Description of OnTime functionality by '‘Microsoft Entra ID' permission

Directory.Read.All — is used to get members for MS Teams group, get Office
Location for room, get and validate current application permissions.
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Source

In this section, the users included in the OnTime Calendar are configured.
The users in the OnTime Calendar may be included in two ways

1. Distribution groups from the Exchange server (EWS, Exchange Web Services)
2. Via LDAP lookup from Active Directory.

For LDAP setup please refer to Source, LDAP.

Untick 'Enable LDAP' to include users from the 'Exchange distribution groups'.

Source Field Mapping T Advanced W

LDAFP Enable LDAP

Persons allpersons@ontime.local
Rooms allrooms@ontime.local
Shared Desks allsharedDesks@ontime.local
Equipment allEquipment@ontime.local

The section describes the Persons, Rooms, Shared Desks, Equipment groups that
can be seen in the OnTime group calendar. The email addresses of these distribution
groups are entered into the fields. More groups or individuals can be added,
separated by commas.

The configuration for 'Exchange distribution groups' means that the lookup is done
from the Exchange server using 'EWS', Exchange Web Services.

Click ‘Save’ to save your Domain Settings.

To reflect your new domain settings go to the Dashboard - Stop and Start the
Application. Then check that the “Database Service” and “Exchange Service” both
show “Running”.
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Source, LDAP
Tick 'Enable LDAP (Save) to use LDAP/LDAPS as the source of users in OnTime.

With this configuration for LDAP, the lookup of all types of OnTime users (persons,
rooms, shared desks, equipment) are received via the LDAP service from a domain
controller.

The OnTime backend will figure out what is rooms/shared desks, equipment or
persons.

In the ‘Source’ section a domain controller is referenced, the URL states the LDAP or
the LDAPS protocol.

We recommend to use 'LDAPS' to ensure a secure connection to Active Directory.
This way you also support if the domain controller is setup for 'LDAP Signing'. The
non-secure 'LDAP' setup is meant for testing or initial setup for OnTime.

The LDAP authentication (bind) user’s name is written in the distinguished name
format.

Username and password is required if the LDAP service does not accept
‘Anonymous’ access. Press the “Test” button to check that you have access to the
LDAP service. The response should show “Connections to LDAP is working”. Click
Back to clear the popup box.

Source Field Mapping T Adwvanced W

LDAP + |Enable LDAP
URL Idap://10.10.10.33
User CN=Impersonation User,CN=Users, DC=ontime, DC=local
Password s
Test
Ease OU=0nTimeGC,DC=ontime, DC=local
Scope SUB_TREE
Filter [CN=All Persons)
Shared Desk Yes

| Test
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In the ‘Base’ section, the distinguished name format is used as a base for searching
the AD. The scope One_Level will only find members within the base mentioned
above, not from OUs below this base. The scope Sub_Tree will add members also
from OUs below the base.

Shared Desk are included by including a Base reference to a group, like 'All Shared
Desks' an ticking 'Shared Desk 'Yes'.'

Example 1:
All mail users from the OU ‘Test’ including mail users from OUs below.

Base: OU=Test,DC=ontime,DC=local
Scope: SUB_TREE

Filter: (mail=*)

Example 2:

Finding all members of a certain group, with canonical name:
CN=Test_grp,OU=Test,DC=ontime,DC=local

Base: OU=Test,DC=ontime,DC=local
Scope: ONE_LEVEL
Filter: (cn=Test_grp)

Press the “Test” button to check your search entries — a good response could be
“Connection to LDAP is working, Matches found: 23”.

More base entries are possible, to add different parts of the AD tree to the search.

Click ‘Save’ to save your Domain settings.
To reflect your new settings go to the Dashboard - Stop and Start the Application.

Then check that the “Database Service” and “Exchange Service” both show
“Running”.
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Here you may configure parameters included in the business card.

OnTime’

ONTIME ADMIN CENTER

[23] DasHBOARD

S DATABASE

B= DOMAINS

{W} GLOBAL SETTINGS
& Ustrs

2\ GRrROUPS

888 LEGEND

oli PoLLARITY

WP CATERING

[ VISITOR

Save | Cancel | Register Application | Remove

ADD/EDIT DOMAIN
Domain Name ontime.local

Priority 1

Domain Type On-premises

( On-premises T Source Field Mapping Advanced

People

Department ExtensionAttributel
Office Location ExtensionAttribute2
Office Phene - Default Value -
Mahbile Phone ExtensionAttributed
JobTitle } Defaule Value -

- Default Value -
Department
Rooms/Equipment/Shared Di officelocation

BusinessPhone

Office Location MabilePhone
JobTitle
Office Phone ExtensionAttribute]

ExtensionAtribute2
Building ExtensionAtribute3
ExtensionAttributed
ExtensionAttribute3
ExtensionAttributef

ExtensionAttribute?

Domain Disabled

Parameters for the business card includes values from the AD like

Department
Office Location
Office Phone
Mobile Phone

Job Title

Values may be fetched from AD Extension attributes.

Note: if you make changes here, remember to run 'User and Group Synchronization'

in the Dashboard.
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Add/Edit Domain - Advanced

( Or-premises T Source T Field Mapping

Trace Communication Be aware that enabling Trace will increase sync time substantially

Syncronisation Settings

Streaming subscription start-up threads (7) -

Streaming synchrenisation threads (7)

Ln

These default settings should not be changed normally.

Trace Communication - may be enabled in case of trouble-shooting the OnTime
service.
Please refer to Trace Communication

Synchronisation settings

Streaming subscription start-up threads — ‘5’ is the minimum.

Streaming synchronisation threads — ‘5’ is the minimum.
Recommendations are 5 threads for 1000 users, 25 threads for 8000 users.

Installation Manual Page 58 I n t l'a >i S i O n



g\
2

OnTime

Global Settings

Global settings for the OnTime application

Backend

GROUP CALENDAR

Click “Global/Backend” to enter the “Global Settings-Backend” page.

OnTime’

ONTIME ADMIN CENTER

[£8] DasHBOARD

DATABASE
&= DOMAINS

{8 GLOBALSETTINGS
Backend
Frontend
Mame Formats
Default Settings

Roles
& UsErs
8% GROUPS
8 LEGEND
oy POLLARTTY
B cateriNG

i VISITOR

SAVE

RESET

GLOBAL SETTINGS - BACKEND

Synchronisation Time Interval

Past events synchronisation period

Sync Forward

QOvernight Maintenance Tasks

Mumber of threads for scheduled event synchrenisation

Time ta start maintenance

Days te perform

Photo syncranization
Permission syncronization

Event syncronization

Enabling of Services at Server Startup

Enable Subscription for Calendar Changes at Startup

Qut of Office

Keep requests for & years

Logging

Log level
Max. combined OnTime log size (each file is SOME)
Send out of license info

Send mails from

Send mails 1o

If less than this number of uzers avsilable

If less than this number of days left

Tomcat Heap Memory on Windows
Initial memory pool

Maximum memary pool

Synchronisation Time Interval

0 Days

e Months [Be sware that the tots! time span synchronised cannot be more than 4 years in total)

02:00
! Tue Wed Thu Fri
- - v -
- v v - v -
- v v - v -
v v v v
YES
2 ¥
INFO
00 MB
100
30
2048 MB
4096 MB

Here you set the number of days for synchronising the past calendar events.
The total synchronisation time frame is 4 years from your choice of days.
The maximum value for ‘Past events synchronisation period’ is 180 days.
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Overnight Maintenance Tasks

Number of threads for scheduled event synchronisation — Minimum value is 5.
Time to start maintenance tasks — Specify time from 0 to 24 — server’s time.

Weekdays to perform event synchronisation

You may choose to tick certain weekdays to run the event synchronisations.

Out of Office

Time to keep requests in the OnTime database for # years — default is 2 years.

Enabling of Services

The setting ‘ticked’ loads the synchronisation service every time you start the Tomcat
service. Normally you set it to “No” while you do your installation. When everything
has been confirmed and OK, change it to ‘ticked’.

Click ‘Save’ and go to the Dashboard. Stop/Start the Application.

Logging

Here you can decide the level of logging for troubleshooting purposes and limiting of
the log file size in MBs.

Logging

Log level INFO

Max. combined OnTime log size (each file is 50ME) 300 MB

Refer to the Logfiles section for references to the log files.

Send out of license info
Send mails from — OnTime user that is mentioned as sender in a license info mail
Send mail to — any internet mail user, eventually more addressees

If less than this number of users available — warning threshold of users left within
the OnTime license limit

If less than this number of days left — warning threshold of days before the
OnTime license expiry
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Dependent on your setup and amount of users you may increase the memory for the
Tomcat server.

When user installs/upgrades OnTimeGCMS and the Tomcat memory settings has
not been configured, then the memory will be configured automatically.

By default that would be Initial Memory Pool of 2 Gb and Maximum Memory Pool of 4
Gb.

If the server has more than than 8Gb of RAM then the Initial Memory Pool will be 3
Gb and the Maximum Memory Pool of 6 Gb

Frontend

Click “Global Settings/Frontend” to enter the “Global Settings - Frontend” page.

OnTime’

ONTIME ADMIN CENTER SAVE RESET

[28] opasHBoARD

£ DatABASE GLOBAL SETTINGS - FRONTEND
= DOMAINS
Branding T Business Card TMarkasMyPerscnalT Reom Display ]
{8} GLOBAL SETTINGS
Backend Calendar Access Override Options
Frontend

Disregard Permissons
Name Formats

‘ Default permissions spans across domains "
Default Settings
How many days of past unanswered notifications
geles should be displayed in the notification area 3| Days
& UsErs
Enforce HTTPS
s GRrROUPS Allow Conflicts on Rooms
Hide Subjects on Invitations until Responded
I LEGEND ! : e
||| POLLARITY Authentication Services
Desktep/Teams Authentication method HTTPS Mail Auth
WP CATERING
Mobile Authentication method HTTPS Mail Auth
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Settings

In Exchange/Outlook, the default permissions granted by a user does not span to
other domains. In OnTime we allow the administrator to set that these default
permissions should span across domains. It is, for example, useful if your
organisation has two domains and you want the users to have the experience as if
they were all within the same domain from a permissions perspective without using a
federated domain.

Default permissions span across domains = Unticked, default permissions set on
users are ignored across domains.

Default permissions span across domains = Ticked, default permissions set on
users are included in the permissions across domains. If set to “Yes’ your personal
level of ‘Organizational permissions’ in Exchange/Outlook is used for all users across
all the domains.

How many days of past unanswered notifications should be displayed in the
notification area — Number of days unanswered invitations are kept in OnTime.
Enforce HTTPS — web clients with http are redirected to https (port 443)

Allow conflicts on Rooms — tick to allow calendar conflicts on rooms.

Hide Subjects on Invitations until Responded - tick to enable

Authentication Services

OnTime’

ONTIME ADMIN CENTER SAVE RESET

E DASHEBOARD Hide Subjects on Invitations until Responded v
& DATABASE icati i
— Authentication Services
— Desktop/Teams Authentication method HTTPS Mail Auth
o= DOMAINS
Meobile Authentication method HTTPS Mail Auth
£y
{®} GLOBAL SETTINGS
Mailauth Timeout in minutes 15
Backend
Fennrend Outlook mail authentication YES
Name Formats Token expiry 50 Days

Default Settings

This section describes different methods for users to obtain an OnTime
authentication token for access to OnTime calendar data.
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More details about the token in the section OnTime Authentication Token.

Desktop/Teams login methods in OnTime:

Authentication Services

DesklogTeams Aulhentication method Furm Based - Pass-thraugh
Oty

Mobile Authentication rmethad Farm Based - Pass-through
HTTF Darmain (5500

Outlaak rmail authentication HTTF kiail Auth
HTTPS ADFS (S50)

Taken expiry .

HTTPS Didarian (S50
HTTPS Mail Auth

Note: Basic Authentication/Form Based — Pass-through with multifactor
authentication in ‘Office 365’ is not supported.

— a drop-down menu shows the different choices for authentication.

Form-Based — Pass-through - authentication is only supported when the domain
Windows AD has the ‘userPrincipalName’ value the same as the ‘mail’ address.

HTTP(S) Domain (SSO) The choice of HTTP may be preferable instead of HTTPS in
the OnTime setup phase when you have not yet acquired a certificate for your
OnTime server, to ensure secure connections to your OnTime server. This choice
relies on the 'OnTimeMS Auth' (NTLM) service.

Ref. to OnTime Domain Authentication (SSO)

Note: The choice of HTTP(S) Domain (SSO) is not supported with the reverse proxy
server for external access from the internet. Ref. External access to OnTime.
It is only supported if you provide a VPN-solution for external access from desktops.

Ref. Browser setup for SSO for the browser to trust your OnTime server.

HTTPS ADFS (SSO) - is described further in the appendix Browser setup for SSO

In organizations a trusted OnTime server in the ‘Local intranet’ is configured by a
‘Group Policy’ at the domain level.

Individual user configuration:
For the Microsoft IE browser, go to Internet Options/Security/Local intranet.
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Click “Sites” and “Advanced” to add your OnTime server.

Internet Options ? X

GROUP CALENDAR

General Security Privacy Content Connections Programs Advanced

Selecta zone to view or change security settings.

@ ¢ v O

Internet  Localintranet Trustedsites  Restricted
sites

iyl
This zone is for all websites that are

found on you

Local intranet *
Security level for thi Use the s_ettings below to define which websites are induded in
the local intranet zone.
Custom Automatically detect intranet network
Custon "
Toch Indude all local {intranet) siteq Local intranet %

-Tous Indude all sites that bypass th

Include all network paths (NG * You can add and remove websites from this zone. All websites in

[JEnable Protect this zone will use the zone's security settings.

What are intranet settings?
Add this website to the zone:

| Reset all zones to default level | | | Add

Websites:

https: /fontime.example.com Remaove

[require server verification {https:) for all sites in this zone

The Chrome and Edge browsers trust your OnTime server because of the setup you
made in Internet Explorer.

The Firefox browser is treated differently. In an empty tab of Firefox enter
‘about:config’ as the URL.
Accept the risk and Continue.

In the search field, enter: network.negotiate-auth.trusted-uris

Click Edit and enter the name of your server — e.g. ‘ontime.example.com’

ADFS login (SSO)

HTTP(S) Mail Auth — OnTime supports authentication by email. A request with an
email address is sent from the user, and OnTime responds with an email containing a
link for the user to click. The link is valid for 15 minutes.

Custom — In case you have a special setup, you can select custom and type in your
customised Authentication URL.
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Mobile Authentication Method

Authentication Services

DesklepTeams Authentication method Farm Based - Pass-thraugh
Mobile Authemtication methad F.lrlrl Based - Pass-thraugh

Farm Based - Pass-through
Outlaak rhail authentication HTTE bail Auth

HTTPS ADFE (S50}

Takan expiry
HTTFS Mail Auth

— a drop-down menu shows the different choices for Mobile authentication.

Form-Based — Pass-through - authentication is only supported when the Windows
AD has the ‘userPrincipalName’ value the same as the ‘mail’ address.

HTTP(S) Mail Auth — OnTime supports authentication by email. A request with an
email address is sent from the user, and OnTime responds with an email containing a
link for the user to click. The link is valid for 15 minutes.

HTTPS ADFS (SSO) - is described further in the appendix ADES login (SSO)

Mailauth Timeout in minutes

-default 15 minutes timeout for Mail authentication

Outlook Mail Authentication

— enables the Outlook mail authentication in the ‘Outlook add-in’. Set to ‘Yes’, when
you are authenticating through ADFS, otherwise, it is optional.

Please refer to the appendix ADES login (SSO).

Token expiry
— the OnTime user’s authentication token lifetime in days. Which means how long the
users can remain idle in OnTime before they need to log in again.

Default is 7 days. The minimum value is 1 day.
For details about the OnTime token see the section OnTime Authentication Token.

Click ‘Save’ and go to the Dashboard.
Stop/Start the Application.
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Branding

OnTime

ONTIME ADMIN CENTER SAVE  RESET

[ pasHBoARD

S oaTABASE GLOBAL SETTINGS - FRONTEND
B= DOMAINS
B Cors | Markas My Persanal | Room Gisplay
{8 GLOBAL SETTINGS
Backend Use Campany Branding
Frontend
Name Formats
Default Settings Internal External
Roles Sackground Color sone Sackground Color sone [l
& usees Tet Color SFFFFRF Text Color SFFFFFF
Berder Bomam Coler #0742 - Berder Bettom Calor #1074C2
R\ GrouPs L
Loge Image (Max 2 ME) dlick or drag the LogaTmage (Max 2 M@ dlick or drag the
ey i e 2 8 i
i LecenD
Link Tidle
Wy PoLLARITY “ Lk UL
B CATERING
g vismor

The tab ‘Branding’ is used for customizing the look and feel of the OnTime.

The lefthand column ‘Internal’ is for the Desktop.
The righthand __column ‘External’ is for applications like ‘Pollarity’

Use Company Branding — tick to enable.

Background Color — tick the arrow to choose the background color.
Text Color - tick the arrow to choose the background color.

Border Bottom Color - tick the arrow to choose the Border Bottom color.
Logo Image (Max 2 MB) — click or drag the logo to the field.

Links in the Column ‘External’ are for Pollarity only — used for customizing the
form for Pollarity. You may enter ‘Link Title’ and the ‘Link URL".
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Business Card

The display of information in the business cards may be configured here.
Business cards specifies individual data for People, Rooms, Equipment, Shared
Desks.

The column with numbers specifies the line numbers in the business card. In the
righthand column you may specify if data is displayed.
Choice of 'Only When data’, 'Always', 'Never'.

Licensed to IntraVision - OTMSQA

OnT Ime 73 of 30000 Users in use

Subscription | Expires in 816 Days

ONTIME ADMIN CENTER SAVE RESET

[25] pasHsoaRD

S pamsase GLOBAL SETTINGS - FRONTEND
B= DOMAINS
( Settings T Branding Mark as My Persanal T Room Display ]
48> GLOBAL SETTINGS
v
Backend People
Frontend Department 1 Pnly When Data
Name Formats Always
Office 3 Never
Default Settings Only When Data
Business Phone 4 Urny vnen bats
Roles
Mobile Phone 5 Only When Data
& UsErRs
Email 6 Only When Data
B\ GrOUPS
. Rooms/Equipment/Shard Desks
222 LEGEND
Office 2 Only When Data
o1 PoLLARITY Business Phone 3 Only When Data
B CATERING Capacity 4 Only When Data
Building 5 Only When Data
Fig VISITOR
Floor 6 Only When Data
Tags 7 Only When Data
Audio Device Name 8 Only When Data
Video Device Name 9 Only When Data
Display Device Name 10 Only When Data
Is Wheelchair Accessible 1 Only When Data
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Mark as My Personal

The setup in this section is used to restrict other users from viewing calendar entries
which are “My Personal”.

Licensed to IntraVision - OTMSQA

Example:
OnTime’ 73 0f 30000 Users in use
Subscription | Expires in 816 Days

ONTIME ADMIN CENTER SAVE RESET

[28] oasHsoARD

SETTINGS SAVED

£ DpaTABASE GLOBAL SETTINGS - FRONTEND
BE= DOMAINS
{8} GLOBAL SETTINGS
tH
Backend Mark as My Personal
Rlouieng ADD MARK PERSONAL SETTING

Name Formats

Default Settings Subjects: Confidential

Roles

Click 'Add Mark Personal Setting' to setup.
Sensitivity is the levels as in Outlook.

All the parameters in the 'Mark As My Personal' section have to be true to take effect.

The calendar 'Event categories' are configured within the Legend section.

Sensitivity:
Save | Cancel

MARK AS MY PERSONAL

Event categories

Sensitivity
Private
Show As Personal
Confidential
Subjects

Installation Manual Page 68 I n t l'a > i S i O n



O
‘ OnTime GROUP CALENDAR

Show As:

Save | Cancel
MARK AS MY PERSOMNAL

Event categories

Sensitivity Personal
Show As
Away
Subjects Busy
Tentative
Free

Working Elsewhere

Click ‘Save’ and 'Save'. Go to the Dashboard. Click Stop/Start the Application.

Room Display

OnTime’

ONTIME ADMIN CENTER SAVE RESET

[E5] DAsHBOARD

g DATABASE GLOBAL SETTINGS - FRONTEND
= DOMAINS
( Settings T Branding T Business Card T Mark as My Persanal
{8} GLOBAL SETTINGS
Eerlal Api User (only AP Users with On Behalf Of set to yes) Rooms for Room Display selution (Maximum: 10}
CnTimeRoomDisplay
Frontend
Name Formats (] B-2323
Default Settings B-7788
Roles
(] Green Room
& UsErs

Choose an Api User, with ‘On Behalf Of set to yes.

Add rooms with Room Display solution. The Maximum value shows your licenses for
‘Rooms Display Solution’ — allowed number of Rooms in the list.

Click ‘Save’ — and restart the OnTime application in the Dashboard.
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Name Formats

Click “Global — Name Formats” to work with the display of names etc.

Licensed to OnTime Inc. demo (LS)

. ] 115 of 2500 Users in use
OnTlmG Perpetual

ONTIME ADMIN CENTER CREATE NEW

[E8] pAsHBOARD NAME FORMATS

w— DATABASE First Name Last Name Persons: First Name Last Name, Email, Department
- Rooms: Display Name, Office Location, Capacity

Shared Desks: Display Name, Building, Floor

E DOMAINS Equipment: Display Name, Office Location, Business, Cou...

Last Name, First Name Persons: Last Name, First Name, Job Title, Department
Rooms: Display Name, Department, Office Location
i‘} GLOBAL SETTINGS Shared Desks: Display Name, Department, Office Location
- Equipment: Display Name, Department, Office Location
Backend
Frontend

Name Formats
Default Settings

Roles

Click “Create New” or click an existing entry to edit. The dropdown menus let you
choose the content of Linel, Line 2, Line 3 for Persons, Rooms, Shared Desks,
Equipment.

OnTime’

OMTIME ADMIN CENTER Save | Cancel | Remove

E DASHBOARD NAME FORMATS
5 DATABASE Name First Mame Last Mame
E= DOMAINS Persons
ié; GLOBAL SETTIMNGS Line1 First Mame Last Name
Backend
Line 2 Job Title
Frontend
Name Formats Line 3 Business, Country Or Region
Default Settings
First Name Last Name
Roles Rooms Last Mame First Name
Last Name, First Name
‘ USERS Line 1 First Name
Display Name
Line 2 Last Name
m GROUPS Department
) Jokb Title
EEE LEGEND tine 3 Business,CF:untryOr Region
Office Location
Cffice Phone
ol POLLARITY Shared Desks Makbile Phone
Ernail
Line 1 -Advanced-
! CATERING Extension Attribute 1
Line 2 Extension Attribute 2
E VISITOR Extension Attribute 3
Line3 Extension Attribute 4
ne Extension Attribute 5
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Name Formats/Advanced

If you choose 'Advanced' in the dropdown menus you can have more information in
each line. You may add more parameters to the field in the middle column. The
parameters are enclosed with '%' characters. To avoid misspelling click ‘Copy' and
'Paste’ into the field in the middle column. You may add text/characters in between
the parameters.

Example of field in the middle column:
$FirstName$ %$LastName$ Email: $Email$
Line 1 may display as:

FirstName Lastname Email: email@example.com

NAME FORMATS
Name First Name Last Name
Persons Test Ds
e P RSN H NS ETE eI First Name Last Name SFirstNamet ShLastNamelh Copy

Last Name First Name ShLastNamesh %FirstNames Copy
Line 2 Job Title

Last Name, First Name Y%LastName%. %FirstName% Copy
Line 3 Business, Country Or Region

First Name %FirstName Copy
Rooms Display Name %DisplayMameh Copy

Last Name sLastNamesh Copy
Line 1 Display Name

Department %Department¥% Copy
Line 2 Office Location

Job Title SjobTited Copy
Line 3

Capacity Business, Country Or Region  %BusinessCountryOrRegion%  Copy

Office Location %OfficeLocation Copy
Shared Desks

Office Phone %BusinessPhoned Copy
Line 1 Display Name

Mobile Phone %MobilePhonel Copy
Line 2 Building

Email %Emaildh Copy
Hine 3 Floor Building %Building% Copy

Click 'Save' to save your configuration
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Default Settings

Click 'Default Settings'.

OnTime"

ONTIME ADMIN CENTER

[22] DASHBOARD

CREATE NEW

CREATE DEFAULT

USERS DEFAULT SETTINGS

= DATABASE Default Language: English (en)
— Date/Time Format: English {en)
= DOMAINS
{;:b GLOBAL SETTINGS
.
Backend
Frontend

Name Formats

Default Settings

Roles

Click ‘Create New’, or chose an existing entry, to change the OnTime User's Default

Settings.

Save | Cancel

USERS DEFALILT SETTINGS
Branding T Working Hours T Sorting T Search T Shared Dezk T Ot of Office T Zalesforce ]
Name Default
Languags Englizh {en)
Date/Time Format Englizh {=n)
Help Link (7)
Row Height 2
Vigwer Show Hours 9 17
Online Meeting Type MS Teams
Add Online Meating by default + |Yes
iew Display Format First Mame Last Name
Visiter Display Format First Mame Last Name
isitor Name Order First Name - Last Mame
Categories Clients » || TimeOff x || Travel x | Projects Mo Zorting
Support HomeOffice InOffice
Training Education Wacation OnCall
Natify Grgznizer Default On
) - -
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Name - Name of the Setting.

Regional settings, like Language and Date/Time Format may be chosen.

Help Link(?) - Reference to customized help.

Row Height — number of lines per user

Viewer Show Hours — time span for showing the users appointments/meetings.
Online Meeting Type — choose between 'MS Teams' or 'Skype for Business'.

Add OnLine Meeting by Default — ticked by the administrator, the user may
individually choose to untick Online meetings as default

View Display Format — order of 'First Name', 'Last Name’
Visitor Display Format — order of 'First Name', ‘Last Name'
Visitor Name order - order of 'First Name', 'Last Name'

The Categories entered will be visible as options when the user creates a calendar
event. The Categories origins from the Legends defined in the Legends section.
Please refer to

Members

If you create 'Default Settings' other than 'Default’ you may work with members,
include and eventually exclude persons for this particular '‘Default Setting'

Save | Cancel | Remove

USERS DEFAULT SETTINGS
Members T granding TowrgHoursT Sorting T — T Shared Desk T Qut of Office T Salzsforre ]

Name “My Company” staff

Friority 1
Englizh (2n)
Englizh (en)
Help Link (7)

Raw Height 3

Viewer Show Hours 8 - 17

Online Meeting Type MS Teams

Add Online Mesting by defsult (v |Ves

Vigwi Dizplay Format First Name Last Hame
Visitor Dispiay Format First Name Last Name
visitar Name Order

First Name - Last Name

Categaries Vacation * | Education || Training Mo Sorting
InOffice | HomaOffice | | Projacts

Notify Organizer Default On
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The tab ‘Branding’ is used for customizing the look and feel of the OnTime.

Save | Cancel

USERS DEFAULT SETTINGS

Branding Working Heurs T Sorting T Search T Shared Desk T Out of Office T Salesforce W

P \
G
Q. OnTime GROUP CALENDAR

Overwrite Company Branding

Internal External

Background Calor #1074C2 [ | Background Calor #00FFD0 [ ]
Text Color pr— Text Color pr—
Border Bottom Color #074C2 [ | Border Battom Color #1074C2 [ |

Loge Image (Max 2 MB) click or drag the Loge Image (Max 2 MB) click or drag the

Link Title: Link URL

For the users you may overwrite the ‘Company Branding’ chosen in ‘Global
Settings/Frontend’. The user settings have priority over ‘Company Branding'.

The lefthand column ‘Internal’ is for the Desktop.
The righthand column ‘External’ is for applications like ‘Pollarity’

Overwrite Company Branding — tick to overwrite

Background Color — tick the arrow to choose the background color
Text Color - tick the arrow to choose the background color

Border Bottom Color - tick the arrow to choose the Border Bottom color
Logo Image (Max 2 MB) — click or drag the logo to the field

Links in the Column ‘External’ are for Pollarity only — used for customizing the

form for Pollarity. You may enter ‘Link Title’ and the ‘Link URL’.
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Working Hours

GROUP CALENDAR

— in the section ‘Working Hours’ you may configure the Time Zone and the working

hours each day.

Save | Cancel

USERS DEFAULT SETTINGS

( Setings T Branding Working Hours

Time Zone
~|  Monday
v Tuesday

v Wednesdsy

v Thursday

+  Friday
Saturday
Sunday

Brussels, Copenhagen, Madrid, Paris

(Example: 09:00 - 12:00. 12:30- 17:00)

09:00

09:00 -

09:00 -

08:00 -

09:00 -

- 12:00, 12:30 -

12:00, 12:30 -
12:00, 12:30 -
12:00, 12:30 -

12:00, 12:30 -

17:00|
17:00
17:00
17:00

17:00

Sorting T

T Shared Desk T Out of Office T Salesforce W
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Sorting

— in the section, ‘Sorting’ you may determine the sort order of Persons, Rooms,
Shared Desks, Equipment. Tick 'Sort by Type'.

Save | Cancel

USERS DEFAULT SETTINGS

( Settings T Branding T Working Hours Search T Shared Desk T Qut of Office T Salesforce ]
<

Sort by Type o Ve

1. Persons

Level 1 JobTide Sort order 1 CEQ.CFO.HR,Developer

Level 2 Department Sort order 2 Headquarter

Level 4 Sort order 4
Level 5 Sort order 5

3. Shared Desks

Level 1 Sort order 1

Sorting of persons, rooms, shared desks, equipment is done alphabetically upon their
names.

When you activate the "Sort by Type" feature in the "Sorting" tab, the desktop views
will be organized based on user types.

Specifically, individuals (Persons) will be prioritized first, followed by Rooms, and so forth.
If both Level and Sort orders are specified, the configuration might look like this:
Level 1: JobTitle
Sort order 1: CEO, CFO, HR, Developer
Level 2: Department
Sort order 2: Headquarter

As a result, the desktop views will display people sorted by their job titles, with CEOs
appearing first, followed by CFOs, HR personnel, and Developers.

In cases where multiple individuals share the same job title, a secondary sorting will

be applied based on the Department, placing those from the Headquarter at the forefront.
If there are still multiple people with identical job titles and departments, the final sorting
criterion will be alphabetical, based on their name format.
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Search

Save | Cancel | Remove

USERS DEFAULT SETTINGS

( Settings T Members T Branding T'\'\'crkir;HoursT Sorting Shared Deszk T Out of Office T Salesforce 1

Freetime Search Max Users 200

Number of Search Results 50
Search in My Contacts
Search in Exchange Directory

Search in my 150 most relevant
contacts

Search in Visitors

Search in Pollarity Usars

Freetime Search Max Users: This performance parameter limits the time spent
searching Freetime in a view with many users.

Number of Search Results: This number limits the number of persons and rooms
shown in the list when the user types characters to search for people and rooms.

Search in My Contacts — 'tick' to avoid search in the private Contacts.
Search in Exchange Directory —tick to enable

Search in my 150 most relevant contacts — tick to enable

Search in Visitors — tick to enable

Search in Pollarity Users - tick to enable

Installation Manual Page 77 I n t l'a >i S i O n



@2
OnTime GROUP CALENDAR

Shared Desk

Save | Cancel | Remove

USERS DEFALLT SETTINGS

r Settings T Members T Branding T ‘Working Hours T Serting T Search

Show Create Shared Desk Action + |Yes

Qut of Office T Salesforce ]

Shared Diesk Defzult Show As Eree

Shared Desk Defzult Categories

Show Create Shared Desk Action — tick 'Yes' to show the action button in the
user's desktop

Shared Desk Default Show As — The availability shown for user reserving a Shared
Desk.

Shared Desk Default Categories — The legend (color) shown for the user reserving
a Shared Desk.
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Out of Office

Save | Cancel | Remove
USERS DEFAULT SETTINGS
r Sattings T Members T Branding T ‘Working Hours T Sorting T Search T Shared Desk Out of Office
Enable Qut of Office v Yes
Approvers List of Approvers

List of Approvers
List of Approvers + manager from AD
All OnTime Usars

Buszy: “Show A=" will always be marked 2z "Busy”
Ot of Office: “Show As" will always be marked as "0Qut of Office”

U=er chooses: "Show As” allows user to choose between “Free”, “Busy”, "Warking
Elsewhere” and "Out of Office”. Default is "Free"

Busy
Out of Office

User Chooses

Enable Out of Office: Tick 'Yes' to enable.

Approvers: Choose 'List of Approvers', '+ manager from Active Directory', 'All
OnTime Users'.

In the 'Add' field type a few letters to search for people.

Enter categories available in 'Out of Office' for the user.

If the categories correspond to your definitions of legends, they will be colored
according to the legends in the user interface.

Busy: 'Show As' will be marked as 'Busy’
Out of Office: 'Show as' will be marked as '‘Busy’
User Chooses: The user may decide Busy/Available
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Salesforce

Search in Salesforce contacts is supported in OnTime.

OnTime
ONTIME ADMIN CENTER Save | Cancel
E DASHBOARD USERS DEFAULT SETTINGS
f Settings T Branding T Warking Hours T Sorting T Search T Shared Desk T Qut of Office m
= DaTABASE
Search in Salesforce contacts
&= DOMAINS
e My Domain URL ..my.salesforce.com
i GLOBAL SETTINGS
Client ID
Backend AN S
Frontend Secret D07....]
Name Formats
Get Contacts Query SELECT Id, Name, Email FROM Contact WHERE Email != null AND (Email LIKE '3%<PATTERN=3' OR Name LIKE '%<PATTERN=3%") AND Owner.Em
Default Settings
Roles

Search in Salesforce contacts — tick to enable.

My Domain URL — Your domain registered with Salesforce
Client ID — Your Salesforce Client ID

Secret — The secret for accessing your Salesforce account

Get Contacts Query — Example: ‘SELECT Id, Name, Email FROM Contact WHERE
Email !'= null AND (Email LIKE '%<PATTERN>%'" OR Name LIKE '%<PATTERN>%)
AND Owner.Email = '<USER_EMAIL>' LIMIT 20’
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Roles

In Exchange/Outlook the access to the users’ calendar is configured as permissions
like 'Busy/Available’, 'View Titles and Locations', 'View all details' and 'Edit'.

In the OnTime Calendar, a system with Roles has been added to override the
individual settings of calendar permissions. With Roles, the administrator may give
certain users a level of access to the users’ calendars, which are different from the
configured permissions in Exchange/Outlook. The permissions will be the cumulated
value of the Exchange/Outlook permissions and the role setup, which means that the
roles setup cannot be used to lower the permissions.

Dynamic Distribution Groups from Office 365 are supported.

Click “Global Settings — Roles” to Create/Edit the users’ roles.

OnTime
ONTIME ADMIN CENTER CREATE NEW
[E] oasHBOARD ROLES
Effective access rights are the accumulative sum of permission from Exchange and permission granted by roles. Rales can only add to permissions granted from Exchange.
-
£ oamaBase
B= DOMAINS IT Ledelsen

an
{8 GLOBAL SETTINGS
JAL

Backend

Frontend
Jeannie role

Name Formats
Default Settings

10D Rooms
Roles

Click ‘Create New’ to create a role.

Enter a ‘Role Name’.

Licensed to OnTime Inc. demo (L5)

- 122 of 2500 Users in use
OﬂTlmG Perpetual

Save | Cancel | Remove

ONTIME ADMIN CENTER

[E5 oasHBOARD ROLES
5 DATABASE Role Name Tesﬂ
DOMAINS Role Members Role memkers can do the following T Set Automated Reply on ]
{8 GLOBAL SETTINGS
R Role Members ADD/REMOVE
Backend Included Excluded
Frontend [Mone) (None)
Name Formats
Default Settings
Roles
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Click 'Add/Remove’ at ‘Role Members’ to configure the selection of users in this role.
Enter characters to look up persons or groups from the directory. Click the persons to

include them in the ‘Role Members’. Click ‘OK’ to save the list.

Licensed to OnTime Inc. demo (L5)
127 of 250

OnTime’

ONTIME ADN

Save | Cancel | Remove

oK | Cancel X
[5] pasHBOARD

ROLE MEMBERS

S paTaBASE
Included Excluded
B= DOMAINS add
Adam Warner
""i:. GLOBAL SETTINGS i awa@ontimecalendar.com
John Adams
Backend jad@ontime.local
Frontend

Name Formats
Default Settings

Roles

Click ‘Role members can do the following’ and ‘Add/Remove’ to select the role
members’ access to the group or the users’ details.

OnTime’

ONTIME ADMIN CENTER Save | Cancel | Remove
[#8] opasHBoARD ROLES
g DATABASE Role Mame
E DOMAINS Role members can do the following Sy A PR R ETEE]
ey
] .
3 ELIsLEAnLIEE Role members can do the following
Backend
Frontend Create, Edit and Delete on (?) ADD/REMOVE
Name Formats Included Excluded
{None) (None)
Default Settings
Author (7) ADD/REMOVE
Roles
Included Excluded
{None) (None)
& UsErs
View Full Details on (7) ADD/REMOVE
& GROUPS Included Excluded
(None) (Mone)
EEE LEGEND View Titles & Location on (?) ADD/REMOVE
Included Excluded
o1 PoLLArITY (None) {None)
View Availability Only on (7) ADD/REMOVE
! CAmEE Included Excluded
{None) (None)
Pl VISITOR
- -
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There are five different levels of what Role menbers can do to Calendar entries in OnTime.

Access level Description

This level allows users to Read, Create, Edit and Delete entries for the

Create, Edit and Delete people that the users have been granted this access for

Private appointments still have all information hidden by default.

This level allows users to Read, Create, Edit and Delete entries for the
Author people that the users have been granted this access for. The Author
may only edit their own entries.

Private appointments still have all information hidden by default

View full details This level allows users access to read all details of a calendar entry.
Private appointments still have all information hidden by default.

This level allows users access view Titles/Subjects and Locations

View Titles & Location Private appointments still have all information hidden by default.

View Availabilty Only View Availability/Busytime information is the lowest level of access to
calendar entries a user can be granted.

Users can see whether the individuals are busy but not the subject of
the meeting.

Users can see Type and Category (Legend colour) of calendar entries.

Automated Reply
Click ‘Set Automated Reply on’ to select groups or users. The Role member may
enter ‘Out of Office’ information for the users included.

OnTime’

ONTIME ADMIN CENTER save | Cancel | Remove

ROLES

[58] pasHBOARD

DATABASE Role Name WA

E DOMAINS ( Role Members T Role members can do the following [t CE LS L]

q!E GLOBAL SETTINGS

Set Automated Reply on (?) ADD/REMOVE

Backend Included Excluded

Frontend Adam Warner (Office 365 Test users) {None)
Barbara Amiel (ontime01 - Ex2016(Idaps))
Name Formats

Default Settings

Roles

When done editing permissions, click ‘Save’ on the roles document.

The new configuration of roles is designed to be working after a few seconds.
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Users

GROUP CALENDAR

Members

Click 'Users/Members' to see the list of available users in OnTime.

OnTime’

ONTIME ADMIN CENTER SHOW STATISTICS EXPORT USERS EXPORT SYNCHRONISATION STATISTICS

MANAGE FIELDS ON SELECTED SYNC SELECTED USERS

[#3] DpasHBOARD MEMBERS SELECTION

129 licenses out of 2300 is in use
£ DamaBASE
&= DOMAINS

{8 GLOBAL SETTINGS
SHOWALL SHOW ERRORS ONLY SHOW INACTIVE USERS

‘ USERS. Users Last logged in Sync info
Members Adele Vance 08-06-2023 14:13:18 Last event synced: 30-10-2023 15:05:02
& adele@3vyxDb.onmicrosoft.com
API Users 3vyx0b.onmicrosoft.com

Combined Rooms Administrator Last event synced: 31-10-2023 01:01:16
Bl Administrator@ontime.local
ontime.ocal
8% GRrouPs )
Alex Miller
& emi@ontime.local
§if LEGEND ontime.local

Last event synced: 31-10-2023 08:01:42

The 'Filter Box' may be used to reduce the scope of searching — just add a few
characters.

Click 'Show Statistics' at the top to view statistics about the 'Monthly Unique Users'

OnTime
ONTIME ADMIN CENTER
E DASHBOARD MONTHLY UNIQUE USERS

£ DpaTABASE 2021

Jan Feb Mar Apr May Jun Jul Aug Sep Oct Nov Dec
E DOMAINS N/A N/A N/A N/A N/A 1 7 9 8 9 8 9
2022
jan Feb Mar Apr Ma un ul Au Se Oct Nov Dec

{8 GLOBAL SETTINGS ! : v | ! ¢ ?
J [ ] 7
A UsErs

Members

API Users

Combined Rooms

The N/A — not applicable, means no data available for the month.
Blank fields are for the months in the future.
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You may export a list of OnTime users in a comma-separated file by clicking 'Export

Users'.

You may export statistics from OnTime in a comma-separated file by clicking 'Export

Statistics'.

The button ‘Manage Fields on Selected’ — is used for changing values in editable
fields for the resources selected:

OnTime®

ONTIME ADMIN CENTER

[£8] pasHBOARD MEMBERS SELECTION Update Field Capacity
& oamaeas 119 licenses out of 2500 is in use To this value 14
B= DOMAINS reem
e
{8} GLOBAL SETTINGS
SHOWALL ~ SHOWERRORS ONLY  SHOW INACTIVE USERS
‘ USERS Users Last legged in
M b Room 123
Embers Bl Roomi23@ontimelocal
API Users ortime.locsl
Combined Rooms Roomilal
v (gl Room40i@ontime local

2B\ GROUPS

888 LEGEND

SHOW STATISTICS

EXPORT USERS EXPORT STATISTICS

MANAGE FIELDS ON SELECTED

ontime.local
Room 402
room402@cntime.local

ontime.local

Sync info

0K

Last event synced: 13-12-2022

Last event synced: 13-12-2022

Last event synced: 13-12-2022

If the result box shows fewer updates than you expected — some of the resources do
not have editable fields in their ‘Business Card’.

You may Sync selected users Events and Permissions by clicking ‘Sync Selected

Users'.

OnTime"

ONTIME ADMIN CENTER

[25] DAsHBOARD

£ DATABASE
B DOMAINS
GLOBAL SETTINGS

& UsErRs
Members
API Users

Combined Rooms

8\ GRrOUPS

888 LEGEND

SHOW STATISTICS EXPORT USERS

MEMBERS SELECTION

120 licenses out of 2500 is in use

otmstutorial.intravision.dk:8443 says

MNow Syncronizing Users Events and Permissions.

This might take a few minutes,

SHOW INACTIVE USERS
Last logged in

08-06-2023 14:13:18

SHOW ALL SHOW ERRORS ONLY
Users
Adele Vance
v A adele@3vyx0b.onmicrosoft.com

3wyx0b.cnmicrosoft.com

Administrator

Bl Administrator@ontime.local

ontime.local
Alex Miller
ami@ontime.local

ontime.local

ED SYNC SELECTED USERS

Sync info

Last event synced: 31-10-2023 14:11:59
Last event synced: 31-10-2023 14:11:02

Last event synced: 31-10-2023 14:11:58
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If a user is shown in red in the list of users, it means there is a synchronisation error
for that user. Click it to see the error and refer to the log for more info.

GROUP CALENDAR

MEMBERS SELECTION

48 licenses out of 50000 is in use

SHOW ALL SHOW ERRORS ONLY SHOW INACTIVE USERS

Alex Miller Sync Errar:

ami@ontime01.dk java.sgl.BatchUpdateException: Violation of PRIMARY KEY constraint
ontime01-Exchange2019 Last event synced: dec. 11, 2019

Alphonse Allais Sync Error:

aal@ontime01.dk java.sql.BatchUpdateException: Violation of PRIMARY KEY constraint
ontime01-Exchange2013 Last event synced: dec. 11, 2019

Charles Barkley Sync Error:

chba@ontime01.dk java.sql.BatchUpdateException: Violation of PRIMARY KEY constraint
ontime01-Exchange2012 Last event synced: dec. 11, 2019

“Show Inactive Users” tab shows information about the users who are currently not
active in the system. These users can be permanently removed by clicking on them
and invoking action “Purge User”
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For details choose a user.
We have four types of users:
Person, Room, Equipment, Shared Desk.

GROUP CALENDAR

The screenshot below is relevant for persons.

Values coming from the Active Directory are shown without a frame — and they are
not editable from ‘OnTime Admin Center’.

Basic

Save | Invalidate Token

Business Card T Custom Attributes T Show Permissons T Manage Images ]

Name Adam Warner

E-mail awa@ontimecalendar.com

Last event synced 13-12-2022

Last logged in 09-12-2022

Default Settings Default

Domain Office 385 Users

Type Person

User ID 184597F3-C7D3-4680-B895-DACGAEDFFCI2
Manager Name Roman Narepekha

Manager UserID CB95F3D9-38CB-4A07-AF43-535C0F24648AC

The action button at the top - ‘Invalidate Token’ is used to invalidate the user’s
OnTimeToken.

The next login from the user requires a new authentication.

For details see the section OnTime Authentication Token
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Booking Options

GROUP CALENDAR

This tab is only relevant for the three user types — Room, Equipment, SharedDesk —
not for the user type, person.

save | Invalidate Token

Basic Booking Options Business Card T Custom Attributes T Show Permissons T Manage Images W

Booking Window 12 Days

Maximum Duration 24 Hours

Booking Window — Number of days it is possible to book ahead of time.
Maximum Duration — Number of hours it is possible to book this resource.

Business Card

Click 'Business Card', to see details — for a person

save | Invalidate Token

Business Card Custom Attributes T Show Permissons T Manage Images 1

Job Title Account Manager
City Hersholm
Country or Region Denmark

State Danmark
Company Name OnTimeCalendar
Department Sales DK

Office Location Hersholm
Business Phone +45 58 2569 99
Mobile Phone +45 223366 99
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Custom Attributes
Click 'Custom Attributes' to see extension attributes from Active Directory

Save | Invalidate Token

( Basic T Business Card ShowPermissnnsT Managelmages]

Phonetic Display Name

Extension Attribute 1 OnTime/CA

Extension Attribute 2 ExtensionAttribute2
Extension Attribute 3 ExtensionAttribute3
Extension Attribute 4 ExtensionAttributed
Extension Attribute 5 ExtensionAttributed
Extension Attribute 6 ExtensionAttributed

Extension Attribute 7

More details about the fields and their mappings to the user, EWS or Active Directory
(LDAP) may be seen in the appendix Mapping of directory fields.

Show Permissions

Save | Invalidate Token

( Basic T Business Card T [WIESPSG Nl Show Permissons Manage Images

SHOW PERMISSONS

Mame Adam Warner (awa@ontimecalendar.com)
Select Permission type Show permissions other peaple have for the calendar of this person

Can at least Can Create Events and Edit events

Filter Search Results

Name Email Permission level

Jehnny Arentz jal@ontimecalendar.com Can Create Events and Edit events
Lars Scharling Is@ontimecalendar.com Can Create Events and Edit events
Loreena McKennitt Imc@ontime.local Can Create Events and Edit events
Michael Damm md@ontimecalendar.com Can Create Events and Edit events
Mira Rune mpr@ontimecalendar.com Can Create Events and Edit events
Tobias Balderlou thj@ontimecalendar.com Can Create Events and Edit events
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'Show Permissions' is used to get an overview of the calendar permissions for the
specific user. Two selections of permission types are possible, permissions for other

users to this person's calendar, and permissions that this user has to other user's
calendars.

GROUP CALENDAR

‘Show permissions other people have for the calendar of this person’
‘Can at least’ - ‘Can Create Events and Edit events’
‘View availability only’

‘Show permissions this person has for other people’s calendar’
‘Can at least’ — ‘Can Create Events and Edit events’
‘View Full Details’
‘View availability only’

Manage Images

For upload of images — max. 10 images of max. 2MB each:
save | Invalidate Token

( Basic T Business Card T Custom Artributes T Show Permissons Manage Images

MAMNAGE IMAGES

You can have a maximum of 10 images and each image can only be 2ZMB

Upload Images Click or drag your
image(s) here
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API Users

The API user is used for developing your own external applications using the OnTime
API.

A special “APIUser” license key is required to enable this functionality.

Click 'Users/API Users'
OnTime’

ONTIME ADMIN CENTER ADD APTUSER

[23] DpasHBOARD API USERS

& |\ TABASE test-api-user Act on Behalf of: Yes

- Application ID: 12355-abcdefaoooono TWO3ShMgn7RLaMPACOVUVT 24V C5Ixa0wo7Z8Bnz9rhvE/Dv150¢
E DOMAINS

an
am»
"

> GLOBAL SETTINGS

A UsErs

Members
API Users

Combined Rooms

Click 'Add API User' to create a new OnTime API User.

Save | Cancel

API USERS

Name mns

Expiration Date Sat 11-12-2021

Application ID

Token @
Act on Behalf of O

Roles
Create on Jocal
Create on ontime01
Default
Denmark Users

Name — enter a name of the API User.

Expiration Date — enter the expiration date for this API User

Application ID - license acquired

Token — when you click 'Save' a token is generated in the OnTime back-end.

Act on Behalf of — ticked, means that the API User acts with the individual rights of
all users (bypasses Roles)

Roles — the API User acts according to the role defined in Global\Roles.
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Combined Rooms

Click 'Users/Combined Rooms' to view or create rooms that are combinations of two
or more rooms.

OnTime®

ONTIME ADMIN CENTER CREATE NEW
[28] pAsHBOARD COMBINED ROOMS
DATABASE

DOMAINS

Y

@ GLOBAL SETTINGS Room 123

A Users
Rooms B-7654 & B-2323
Members

API Users

Combined Rooms

Click 'Create New' or edit an existing ‘Combined Room':

save | Cancel | Remove

COMBINED ROOM

Combined Room Name Rooms B-7654 & B-2323 Pisabled
Combined Room Location Berlin

Combined Room Building Building B

Combined Room Floor 1

Combined Room Capacity 100

Combined Rooms

BE-7654

B-2323
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Groups

Four variants of groups are available, Directory groups, Static Groups, Dynamic
groups and Linked AD Groups.

Directory Groups

Click “Groups/Directory” to see a list of Directory groups from the AD, included in the
OnTime calendar.

OnTime’

ONTIME ADMIN CENTER

[#8] DasHeoarD DIRECTORY GROUPS

& oapncE Groups Settings
—

Show Directory Groups in Clients {Application restart required after change)

= DOMAINS

{8 GLOBAL SETTINGS

‘ USERS All Persons AZ60409A-73B7-44DD-9703-6F127BA4C46F
ontime.local
&% GROUPS
All Rooms BB826819-A18C-49E7-AA20-DEBEO7756ESE
Directory ontime.local
Static
Denmark_All 87955B84-4EB1-4F04-BFBF-5A5FFDG2C34B
Dynamic entime.local

Linked AD Groups
Denmark_IT Denmark 3C82E04F-A53D-4037-9005-679EF8F17B3A
ontime.local

828 LEGEND

To show these groups in the OnTime client, tick 'Show Directory Groups in Clients'
and "Save”.

If you change your groups in Active Directory
- go to the Dashboard and click “Start” at “Directory Sync”.
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Static Groups

GROUP CALENDAR

Click 'Groups/Static' and 'Create New' for groups within OnTime.

OnTime’

ONTIME ADMIN CENTER CREATE NEW
[25] DASHBOARD STATIC GROUPS
-

S oamease

&= DOMAINS

{8 GLOBAL SETTINGS All Persons
A UsErs
By Mail Platform\Exchange Users
48\ GROUPS
Directory By Mail Platform\Exchange Users
Static
Dynamic By Mail Platform\0365 Users

Linked AD Groups

Here you can administrate an OnTime group structure that will be displayed for all
users. It could be an organisational structure or maybe different projects. You can
assign both Exchange groups, Persons, Rooms, and Equipment as members of your
Static Groups.

Changes in the static Groups must be followed by clicking “Start” at “User & Group
Sync” in the Dashboard

Click “Create New” to create a new Static group. You may search elements by
entering a few characters, click to add members to the group.

OnTime’

ONTIME ADMIN CENTER save | Cancel | Remove
E DASHBOARD MEMBERS SELECTION
S patasase Group Name Group Diszbled
—
= DOMAINS Group Members Manual Sorting
m Visible For
i v Al
{® GLOBAL SETTINGS
A All Persons Group Members
Custom
& UsErs
&\ GroOUPS
Directory
Static
Dynamic

Linked AD Groups
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Group Name — Enter a name for the group

GROUP CALENDAR

Group Disabled - tick, to hide it from the user interface

Manual Sorting

- ‘Tick'. Hold’ the grey buttons at the left-hand side of an element and drag to
the position you want it.

- Click ‘Save’.

The visibility of the static group may be chosen for ‘All’ persons, only ‘Group
Members’ or selected users/groups in ‘Custom’.

Save | Cancel | Remove
MEMBERS SELECTION
Group Name All test users Office 365 O Group Disabled
Group Members Manual Sorting
Visible For
[ an
‘ André Bazin [ Group Members

Custom
"‘ OnTime Rooms

!“ Test users

‘ André Bazin

Click “Save” to save your group.

Changes in the static groups must be followed by clicking ‘Start’ at ‘User & Group
Sync’ in the Dashboard.
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Dynamic Groups

Click Groups/Dynamic to configure your dynamic groups. These groups depend on
the users’ attributes in ‘Active Directory/Exchange’.

Dynamic Distribution Groups from Office 365 are supported.

Click “Create New” to configure a new dynamic group
- or chose an existing entry to edit.

OnTime’

ONTIME ADMIN CENTER CREATE NEW

[28] DasHeOARD DYNAMIC GROUPS
£ patasase Al
All
o
DOMAINS
= By Company CompanyMame
All
AAN
4®r GLOBAL SETTINGS
vr
By Department BusinessCountryOrRegion/BusinessCity/Department
A UsErs Al
"\ GROUPS g‘:‘};’ Department BusinessCountryOrRegion
Directory
Static Disp 1 ExtensionAttribute1/ExtensionAttribute2
All
Dynamic
Linked AD Groups Disp 2 ExtensianAttribute] 2/ExtensionAttribute13
All

Click 'Create New' or select an existing Dynamic Group.

OnTime’

ONTIME ADMIN CENTER Save | Cancel

5 oAsHBOARD EDIT GROUP
& Damease Group Name By Company Group Disabled
2= pomans Category By Company|
Domain Al
i
im} GLOBAL SETTINGS
v
Show all frem demain selection
& users
Directory Groups
B\ GROUPS
: Show enly groups and subgroups,
Directory that are formed from values
. defined in the levels section for this
Static ser.
Dynamic
Level 1
Linked AD Groups BusinessCountryOrRegion
Level 2 BusinessCity
255 LEGEND Level 3 Department
Level 4
ol pouLa Level 5
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You may design a tree hierarchy for showing the users filtered by Department, Job
Title, and so on.

You can decide if you want the groups created for a single domain or all domains.
Click ‘Save’.

After making changes in the dynamic groups, click ‘Start’ at ‘User & Group Sync’ in
the Dashboard.

It is possible to add a “Show All” group for the OnTime clients, by adding a group and
tick “Show All”. This group will contain all members in OnTime.
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Linked AD Groups

This is only possible if Domain configuration is using ldap.

The scope of users included in the OnTime calendar is defined in the section
‘Domains/Synchronisation Source’. If you want to relate to groups outside the main
scope of users in OnTime, it is possible with a definition of a Linked AD Group.

Click Groups/Linked AD Groups to configure your Linked AD Group, click ‘Create
New’ or choose a group to edit.

OnTime’

ONTIME ADMIN CENTER

CREATE NEW

[E5 pasHBoARD LINKED AD GROUPS

= DATABASE Partial Group from M&M CN=0OnTimeGCUsers,0U=M&M,0U=Test,DC=ontime,DC=local
= ontime.local

&= DOMAINS

!‘l‘b GLOBAL SETTINGS
w7

& Users

78\ GROUPS
Directory
Static
Dynamic

Linked AD Groups

An example:

save | Cancel | Resolve | Remove

LINKED AD GROUPS

Display Mame Partial Group from MEM

Demain ontime.local

AD Lockup Name CHN=0nTimeGCUsers, OU=MEM,OU=Test,DC=ontime
Group visible in clients o
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If you click ‘Resolve’ a result of users belonging to the scope of OnTime users will be
shown:

Save | Cancel | Resolve | Remove

LINKED AD GROUPS

Display Name Partial Group from ME&M

Domain Demao users by AD (Disabled)

AD Lookup Name CN=0nTimeGCUsers,0U=M & M, OU=Test,DC=ontim
Group visible in dients

Matches Found: 0, Out of a total number of AD Users: 3

Installation Manual Page 99 I n t l'a >i S i O n



(7
“Q OnTime GROUP CALENDAR
Legend

Click “Legend”.

You may configure OnTime to display different types of calendar entries in different
colours, based on a set of criteria. This feature provides the user of the calendar
interfaces with a better overview of colleagues’ appointments and an ability to visually
filter by type.

The color coding of the categories will show in the user’s calendar overview.

OnTime"

ONTIME ADMIN CENTER CREATE NEW MAKE DEFAULT SET

[E8] DASHBOARD LEGEND

& DATABASE Legend is based on Any of the critirias:
— 1

B= DOMAINS

Legend is based on Any of the critirias:

{83 GLOBAL SETTINGS

Legend is based on Any of the critirias:  Event Categories: InOffice
& ustrs 3 In the Office

"‘ GROUPS 3 Legend is based on Any of the critirias: Event Categories: HomeOffice,Home Office

Working from Home

ses
383 LEGEND Legend is based on Any of the critirias:  Event Categories: Projects
4 Projects

i PoLLARITY

egend is based on Any of the critirias: Event Categories: Conference.
Conference
WP CATERING

Legend is based on Any of the critirias: ~ Event Categories: Travel

g VvisIToR 6

Legend is based on Any of the critirias:  Event Categories: TimeOff
7 Other Time-Off

Legend is based on Any of the critirias: ~ Event Categories: Clients

0 Default

=

2
H
3
2
)
s

l
2

~
H

The button “Create New” is for adding a new legend to the list of legends.

To remove a legend, click the legend and the button “Remove”.

“Create Default” is utilised if you have removed the default legend and you want it
back.

The button “Make Default Set” creates eight standard legends, as shown above.
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Click the Legend name to see the details:

save | Cancel | Remove

LEGEND CONFIGURATION

Legend Mame Client meetings

Definition

Legend is based on Any of the criteria below
Event Categories Clients
Subjects

Show As

Appearance

Background Celour #CEDOOD -

Text Example

Text Colour #FFFFFF

Include in Time Off O

Importance

Priority 1

Sort Order 1

Languages

Dansk (da)

Deutsch (de)

English (en)

GROUP CALENDAR
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Definition

GROUP CALENDAR

The Legend is based on — Any of the criteria below, or All criteria below. The
criteria are “Event Categories”, “Subjects” (written in one of the ways listed) and a
calendar event selection of “Show As”. If All criteria below is chosen, all the three
criteria have to be fulfilled to fire the chosen background colour. If only one or two

criteria are fulfilled the event will be shown with the default colouring.

save | Cancel | Remove

LEGEND CONFIGURATION

Legend Name Client meetings

Definition

Legend is based on Any of the criteria below

Event Categories Clients

Subjects Client Meeting Kundemade Kunde
Client

Show As Busy

The subjects mentioned below lets the user write one of the possibilities in the list, in
his subject for the meeting.
Show As determines how the appointment is shown in the calendar.

LEGEND CONFIGURATION
Legend Name Client meetings
Definition
Legend is based on Any of the criteria below
Event Categories Clients
Subjects Client Meeting Kundemeade Kunde
Client

Show As Busy

Away

Tentative
Appearance Free

Working Elsewhere
Background Celour #CEQDDD

Text Example
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Appearance

Background Colour, Text Colour and the setting of whether to include this legend in
the users “Time Off view” can be set.

Importance

Priority — determines the winning legend type in case of overlapping definitions —
most likely if the Legend is based on — Any of the criteria below. “1” is the highest
priority.

Sort order - determines the occurrence of the different legend types when the user
creates a calendar event.

Languages

Translations of the Legend Name can be entered in the different languages
supported.

The translations are utilised in the left-hand navigation for the user interface when
Legend is chosen.

Changes in the “Legend Configuration” only requires clicking “Save”, no further
actions in the Dashboard are necessary.
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Pollarity

GROUP CALENDAR

The OnTime licensed option, Pollarity means that voting for meeting times is possible.

If Pollarity is used in OnTime with users external to the environment, a reverse proxy
solution in the DMZ is required.
Ref. to Reverse Proxy.

When licensed for Pollarity, the admin dashboard shows Pollarity for configuration
and status.

OnTime’

'ONTIME ADMIN CENTER EDIT LICENSE REFRESH

[E5 DpasHBOARD DASHBOARD
£ DATABASE

Application
&= DOMAINS
- | #epiication: RUNNING STOP Last Status Change: Thu Mar 10 16:20:04 CET 2022
I
4@ GLOBAL SETTINGS
e I Subscription for calendar changes: RUNNING STOP Last Status Change: Thu Mar 10 16:20:13 CET 2022
A UsErRs Connection Services

I SQL Database Connection: RUNNING Last 5tatus Change: Thu Mar 10 16:20:00 CET 2022
R\ GROUPS

I Active Exchange Domains: 3 OUT OF 3 RUNNING

88 LEGEND

scheduled Services

sl POLLARITY
Directory Synchronisation: SCHEDULED TO RUN 02:00 START Last Status Change: Mon Mar 14 02:00:19 CET 2022
BB CATERING
User & Group Synchrenisation: SCHEDULED TO RUN 02:00 START Last Status Change: Mon Mar 14 02:00:23 CET 2022
[ig VISITOR
Pheto Synchronisation: SCHEDULED TO RUN 02:00 START Last Status Change: Mon Mar 14 02:01:17 CET 2022
Permission Synchronisation: SCHEDULED TO RUN 02:00 START Last Status Change: Mon Mar 14 02:01:08 CET 2022
Event Synchronisation: SCHEDULED TO RUN TOMORROW 02:00 START Last Status Change: Mon Mar 14 02:01:19 CET 2022

Pollarity Services

| Application: RUNNING

| S0L Database Connection: oK
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Configuration of Pollarity

In the ‘OnTime Admin Center’ click ‘Pollarity’.

OnTime’

ONTIME ADMIN CENTER

SAVE CANCEL
[25] pAsHBOARD POLLARITY

& DATABASE

—
Pollarity Available for Desktop v
&= DOMAINS
e Pallarity Url https:/fotmstuterial.intravision.dk/ontime/pollarity
«mr GLOBAL SETTINGS
vr
Pall Subject POLL:
& UsErs
Pall Subject Draft POLL DRAFT:
"‘ GROUPS Poll Show As

Free

s8% LEGEND

o1 PoLLARITY

Pollarity Available for Desktop: tick, to choose availability to the users.

Pollarity URL: This is the link sent to invitees for voting in Pollarity.

Poll Subject: This text is automatically inserted in the mail message subject field

Poll Subject Draft: In case a ‘poll owner’ saves a draft instead of sending the mail

this text will be inserted in the subject of the placeholder document

Poll Show As: Determines if placeholder documents will be shown as ‘Busy’,
‘Tentative’ or ‘Free’.
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Catering

The OnTime licensed option, Catering means that ordering of for example food and
beverages for meetings can be arranged. Three roles for OnTime Catering are
described in the following table:

System Admin | Canteen Manager | Canteen Staff

Create Canteen Yes No No

Edit Canteen Yes Yes No

Remove Canteen | Yes No No

Maintain No Yes No

Menu item

Create Orders No Yes Yes

Edit Order No Yes Yes

Remove Order No Yes No

The role 'System Admin' is to create/remove/edit canteens in the 'Catering Manager'.

The role 'Canteen Manager' is to administer orders, add items for consumption and
edit info about an existing canteen.

The role 'Canteen' Staff' is to administer orders.
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Administering Catering

Click 'Catering’ in the 'OnTime Admin Center' to administer the persons involved in
Catering.

OnTime’

ONTIME ADMIN CENTER SAVE CANCEL

[8] pastBOARD CATERING
System Admins
-
= DamaBAsE
E DOMAINS Adam Warner
Alfred Adler
aan Fy
{8} GLOBALSETTINGS
v
lamas Norrh
& UsErs
"" LS Keep orders for # days 265
82 LEGEND Members Excluded
ali  PoLLARITY
2 Adam Warner

WP CATERING
- Alfred Adler

Catering 'System Admins'
Add Catering 'System Admins' by entering characters and selecting persons or
OnTime 'Directory Groups' in the 'Add" box.

Keep orders for # days
Enter number of days that canteen orders are kept in the system after being served.
Default value is 365.

Catering 'Members'

Add Catering 'Members' by entering characters and selecting persons or OnTime
‘Directory Groups' in the 'Add’ box.

The members in the list are dedicated to the two roles '‘Canteen Managers' and
'‘Canteen Staff' in the 'Catering Manager'

Catering 'Excluded’
Person or directory groups that are excluded from a group in the Members list

Catering 'Members' have a button for '‘Catering Order' when creating a meeting in
Ontime.

Members have an overview with 'My Orders' in the lefthand navigation of the desktop
client
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URLs for ‘Catering Manager’

The 'Catering Manager' is accessed by the URLSs:
https://ontime.example.com/cateringdesktop

or

https://ontime.example.com/cateringmobile

- for the touchscreen client

Note: Please insert your relevant URL instead of ‘ontime.example.com’.
- and it is further described in a tutorial video at www.ontimesuite.com
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Visitor

The OnTime licensed option, Visitor, enables registering and managing visitors within
the organisation.

Three roles for OnTime Visitor are described in the following table:

System Admin | Visitor Manager Visitor Staff

Create Location Yes No No

Edit Location Yes Yes No

Remove Location | Yes No No

Maintain No Yes No
Locations

Check in Visitor No Yes Yes

Edit Visitor No Yes Yes

Check out Visitor | No Yes Yes

The role 'System Admin' is to create/edit/remove locations in the 'Visitor Manager'.
The role 'Visitor Manager' is to edit locations - and administer visitors.

The role 'Visitor' Staff' is to administer visitors.

The 'Visitor Manager' is accessed by the URL:

https://ontime.example.com/visitormanager
Note: Please insert your relevant URL instead of ‘ontime.example.com’.

- and it is further described in a tutorial video at www.ontimesuite.com
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Click 'Visitor' in the 'OnTime Admin Center' to administer the persons involved in the
Visitor module.

OnTime’

ONTIME ADMIN CENTER SAVE

CANCEL

[E8] pasHBoARD VISITOR
System Admins

£ DATABASE
E CENETE Adam Warner

(] Administrator
-
‘:!:' GLOBAL SETTINGS

” Alfred Adler
& USERs
"‘ TGS Keep visitors for # days 30
853 LEGEND Members Excluded

Wi POLLARITY

s Adam Warner
WP CATERING )

a Alex Miller

m VISITOR a Barbara Amiel

Visitor 'System Admins'
Add Visitor 'System Admins' by entering characters and selecting persons or OnTime
‘Directory Groups' in the 'Add’ box.

Keep visitors for # days
Enter number of days that the visitors are kept in the system after the visit.
Default value is 365.

Visitor ‘Members'

Add Visitor 'Members' by entering characters and selecting persons or OnTime
‘Directory Groups' in the 'Add’ box.

The members in the list are dedicated to the two roles 'Visitor Managers' and 'Visitor
Staff' in the 'Visitor Manager":
https://ontime.example.com/ontimegcms/visitormanger

Note: Please insert your relevant URL instead of ‘ontime.example.com’.

Visitor 'Excluded’

Person or directory groups that are excluded from a group in the Members list
Visitor ‘'Members' have a button for 'Visitor registration' when creating a meeting in
Ontime.
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OnTime User — Calendar

OnTime client Web Desktop

From a browser - Open the user URL -
https://ontime.example.com/ontimegcms/desktop

Note: Please insert your relevant URL instead of ‘ontime.example.com’.

9 Today ¢ > 4 - 10.april2022 de & [ 1week
1
April 2022 8 © tvent @ OutOfOffice @ Shared Desk @ Print , + =
Mo Tu We Th Fr Sa Su R
o e a4 Monday 4. april Tuesday 5. april Wednesday 6. april Thursday 7. april Friday 8. april Sa. 09-04 Su.10-04

23 Select All 5 101112131415 16 | 9 10111213 1415 16 | 8 10111213 121516 | 8 10111212 141516 | 5 1011 1213 14 15 16 (& 12 178 12 1
4@56 7 890 s Barbara Kruger E
11 12 13 14 15 16 17 a bkr@ontime.local

Sales
18 1920 21 22 23 24

25 26 27 28 29 30 1 s Adam Warner | H]] E | | | |
R R awa@ontimecalendar....

2 3456

Sales
& GROUPS © 'g Alex Miller U
local

All Persons amie

> MY GROUPS
Alfred Adler

? SHARED GROUPS 3 aad@ontime.local
~PUBLIC GROUPS sz

All Persons Alphonse Allais i -
> By Department local :

> By Mail Platform [T France
(@ André Bazin [

B NOTICES Bl aba@ontime.local

Sales France
a1 MEETING POLLS [+

Annette Kimrsgaard Jo...
B ouT oF OFFICE [+) AK) akj@ontimecalendar.c..
# ecenD ToDAY ¢ Apr 12 3 4 5 6 7 & 9 10111213 1415 16 17 18 19 20 21 22 23 24 25 26 27 28 20 20 Aoy
foh omome omowe ™o fF @ omome oW owe b F @ o ome owmowe ;o fFomowome mowe ;o fom
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OnTime client Web Mobile

From a browser - Open the user URL —

https://ontime.example.com/ontimegcms/mobile

GROUP CALENDAR

Note: Please insert your relevant URL instead of ‘ontime.example.com’.

Note: The ‘OnTime Mobile Client’ requires a separate license.

MYTEAM v & [}

Mar. Tuesday, 15
2022 B 10 12 14 16 1B
BG

Adam Warner

P

Alphonse Allais

l
Barbara Kruger

02:00
12:00

a 1 @ B

Home Folls Out of O... Search
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You have the option to include the OnTime calendar inside MS Teams and MS
Outlook.

Now while using Teams integration you will have the possibility to create Online
Meetings based on Teams meeting provider or Skype for business.

If you are using multiple domains, you need to register an OnTime application for
each of the domains you want to use in MS Teams or create online meetings by
users from the domain. If you have users from the same Microsoft domain in different
OnTime domains, you can use the same credentials for different domains.

Note: MS Teams, and Outlook require a secure connection, only https is allowed,
and the OnTime server must be configured with a certificate from a publicly trusted
certification authority.

The users must authenticate to the OnTime server using https.

Note:

Registering of OnTime in Office 365 is described in the section Upload of add-ins
for OnTime
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Add-in for OnTime in MS Teams

Note: MS Teams requires a secure connection, only https is allowed, and the
OnTime server must be configured with a certificate from a publicly trusted
certification authority.

The users must authenticate to the OnTime server using https.

To create the application that can be used in MS Teams, a .json file needs to be
edited and zipped together with some images.

In the install package a ‘manifest.json’ file can be found in the folder:
C:\Program Files\IntraVision\OnTimeMS-x.x\teams.

Edit the manifest.json file and change the following to fit your setup.
In the bottom of the file, look for:

"validDomains": [
"*.ontimecalendar.com”,
"*.ontimesuite.com",
"*.intravision.dk"

1,

"configurableTabs": [

{

"configurationUrl": "https://ontime.example.com/teams/config.html",
"scopes”: ['team”]
}
]

In the ‘validDomains’ area, replace the existing with your domains in the same
manner.

In the ‘configurableTabs’ area, replace ‘ontime.example.com’ with your DNS name
for the OnTime server.

Save the json file and zip it together with the img folder. The name of the zip file is for
you to decide.

Note:
Upload of the zip-file is described in the section Upload of add-ins for OnTime
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Teams config.html at your OnTime server

In your OnTime installation files you will find a .cmd file ‘add-url-config.cmd’
in the folder \teams

- Run it as ‘Administrator’

- you will be asked to enter the name (URL) of your OnTime server

- in the resulting config.html file you see your resulting server name as
example: https://ontime.example.com/ontimegcms/teams

- the .cmd file also copies config.html to the webservers teams folder:
C:\Program Files\Intravision\OnTimeMS-x.x\tomcat\webapps\teams
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User setup for MS Teams

When you are signed into Teams at https://teams.microsoft.com, you may click the ‘+’
sign in one of the Teams menus.

Click at the OnTime app.
Click ‘Use these settings’ and ‘Save’.

Click ‘OnTime’ in the Teams menu to see the OnTime calendar for your team.

Microsoft Teams & Search or type a command _

H OnTime for Team Test > General **

Faverites

Bl orrime for Team Test This team has guests

B oot

Conversations Files Wiki Meeting Notes  OnTime ~ =+

IDAG < > 19 - 25.november 2018 i&® 4 | 2DAGE~ 1UGE~
November B Nybegivenhed | ThisTeam | Create Teams Meeting Seg
Ma Ti On To Fr Lo Se
Ma. 18-11 Ti20-11 on.21-11 To.22-11
[ Vaelg alle os 12 1eos 12 tees 12 g8 1z g0
78 8 1011 T Test Testesen ;

12 13 12 15 18 17 18 tst2@ontime local
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Add-in for OnTime in MS Teams Rail

In MS Teams it is possible to add OnTime to the lefthand navigation in MS Teams
— the Rail

To create the OnTime rail-application that can be used in MS Teams, go to the
OnTime servers install files C:\Program Files\IntraVision\OnTimeMS-x.x\teams_rail

1. Run the cmdlet build_manifest.cmd as Administrator.

2. You will be asked to enter the name (DNS name - with https!) of your OnTime
server e.g. https://ontime.example.com. A manifest.json file will be created. Refresh
the folder if you do not see it.

3. Zip the three files: color.png, outline.png, and manifest.json into a file
'teams_rail.zip'

Note:
Upload of the zip-file is described in the section Upload of add-ins for OnTime

User setup for MS Teams rail

On the Notification Rail sidebar, you will see a new OnTime add-in tab, move it up to
make it more useful.

* If you want only to check how it is working, it is easy to uninstall after, right-click -
uninstall.

Installation Manual Page 117 I n t ra >i S i on



@2
OnTime GROUP CALENDAR

Add-ins for OnTime in Outlook

Installation

Note: MS Outlook requires a secure connection, only https is allowed, and the
OnTime server must be configured with a certificate from a publicly trusted
certification authority.

The users must authenticate to the OnTime server using https.

To get the add-in to work, you need to create a manifest file. You can do this from the
C:/Program Files/IntraVision/OnTimeMS-x.x/outlook-add-in folder.

FS

Mame Date modified Type Size
| add-url-add-in.cmd 04-06-2018 0522 Windows Comma... 2EKB
| | outlook-ms-manifest.template (4-06-2018 0923 TEMPLATE File & KB

Right-click the ‘add-url-add-in.cmd’ file and choose ‘Run as administrator’ to start up
the process.

Here you type in your OnTime server name (DNS Name — with https!) and the
manifest file will be created.

The generated file ‘ontime-outlook-manifest.xml’ lets you deploy on the admin Office
365 account. Remember to choose “add from file” in the selection, when adding.

Note:
Upload of the zip-file is described in the section Upload of add-ins for OnTime

For more information:

https://support.office.com/en-us/article/Manage-deployment-of-Office-365-add-
ins-in-the-Office-365-admin-center-737e8c86-be63-44d7-bf02-492fa7cd9c 3f
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OnTime in Outlook

GROUP CALENDAR

In Outlook click “OnTime” to see your OnTime Calendar.

If you do not see the OnTime button, you might have to adjust your settings for the
bottom menu line, click the three dots - default is only four items in the menu.

%] Today € > 4 - 10.april 2022

April 2022 l © Event © OutOfOffice @ Shared Desk © Print !
Mo Tu We Th Fr S= Su

pR—
Monday 4. april Tuesday 5. april Wednesday 6. april Thursday 7. april

e stz 3 Select All 9 101112131215 16 | 5 1011 12 13 14 15 16
1@5 7890 s Borbara Kruger :
112 13 14 15 16 17 a bkr@ontime.ocal
Sales
18 19 20 21 22 23 24

25 26 27 28 29 30 1 & Adam Warner | H]D E | | |
. . awa@ontimecalendar. 1
2345678 o :

Friday 8. april Sa.09-04 5u.10-04

51011 1213 141518 3 12 178 12 1

& GROUPS o @ Alex Miller "7 D
local
All Persons amie
> MY GROUPS
Alfred Adler
? SHARED GROUPS 3 aad@ontime.local
~ PUBLIC GROUPS Sales

All Persons

g Alphonse Allais ; -
> By Department ime.local |
IT France :

> By Mail Platform

Co...
NOTICES
o1 MEETING POLLS [+
Annette Kjrsgaard Jo...
B out oF OFFICE [+ AK) akj@ontimecalendar.c...
£ LEGEND TODAY

¢ Apr 1 2 3 4 5 6 7 8 9 1011 12 13 14 15 16 17 18 19 20 21 22 23 24 25 26 27 28 29 30 Apr oy

OnTime Pollarity - add-in in Outlook

Installation

To get the add-in to work, you need to create a manifest file. You can do this from the
'C:/Program Files/IntraVision/OnTimeMS-x.x/outlook-poll-add-in' folder.

Mame Date modified Type Size
add-url-add-in.cmd 27-08-2021 15:35 Windows Cormma... 2 KB
D outlock-poll-manifest.template 27-08-2021 15:35 TEMPLATE File TKE

Right-click the ‘add-url-add-in.cmd’ file and choose ‘Run as administrator’ to start up
the process.

Here you type in your OnTime server name (DNS Name — with https!) and the
manifest file will be created.
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The generated file ‘ontime-outlook-poll-manifest.xml’ lets you deploy on the admin
Office 365 account. Remember to choose “add from file” in the selection, when
adding.

Note:
Upload of the zip-file is described in the section Upload of add-ins for OnTime

For more information:

https://support.office.com/en-us/article/Manage-deployment-of-Office-365-add-
ins-in-the-Office-365-admin-center-737e8c86-be63-44d7-bf02-492fa7cd9c 3f

Your Outlook, with OnTime Poll-add-in

- visible when you open an incoming mail

tester - Message (HTML)

File Message Help Q  Tell me what you want to do
o | Bl Moveto:? - &2 Mark Unread ) x
n 18 28 B | & o Me- B2 SR 0 sk @y
2 To Manager —' B8 Categorize~ | =&~
Q. Delete Archive | Reply Reply Foward b _ | Shareto | o 5 Move [, | Assign Read Immersi ve | Translate | Zoom | Sendto
Al Teams | | leam Emal - Policy + [ FollowUp~ | [+ v | Aloud Reader - OneNote
Delete Respond Teams. Quick Steps. 5] Move Tags | Editing Immersive Language | Zoom | OneNote [Pollari ~
tester
Johnny Arentz ‘ ) Feply ‘ € Reply Al | 2 Forward ‘E‘
I\: To Bue Gyldenkame ma 06-09-2021 10:52

Dfette er en test
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Upload of add-ins for OnTime

To add the OnTime add-in to MS Teams or Outlook, login as “Teams Admin’ into
https://admin.teams.microsoft.com

In the ‘Microsoft Teams admin center’ choose ‘Teams apps/Manage apps’ in the
lefthand navigation:

1<

Microsoft Teams admin center & Search - Preview

Dashboard

anage apps 1

Control which apps are available to users in your crganization by allowing and blocking apps. You can also upload and

Teams

Users v approve custom apps. After managing apps on this page, you can use app permissicn and app setup policies to configure
what apps are available for specific users in your organization’s app store. Learn more
Teams devices

Teams apps

Pending approval [ p—
Manage apps

< Bright Poll
Permission policies 0 0 Post polls, gather feedback, and votes within

Teams chat or channel.
Submitted custom apps  Updated custom apps
Setup policies

Customize store

MTiEs All apps All subscriptions

Messaging policies Browseby  Everything

Voice

+ Upload new app 1874 items Q_ Search by name @

W Ucload new app

Locations

vt ses TR T ~ Name T Publisher Publishing status () Status Customapp | >

Click ‘Upload new app’ and click ‘Upload’
Select the zip file you made.

Microsoft Teams admin center £ Search - Preview -

Manage apps \, OnTime
Dashboard
235 Teams e OnTime
IntraVision
Users
Teams devices Stats () New version
) ‘:) Allowed T Upload file

Teams apps

w
Published version
101

By using this app, you and your users agree te the Privacy policy and Terms of use.

Manage apps

Pemission policies

Setup pol
Permissions
Customize store
Meetings s Details
Messaging palicies
Ml Short name Categories Certification (i)
Voice ~ OnTime
Locations Short description Scope Admin can install in meetings
Opens OnTime calendar with current Team No
Enhanced encryption p... team members.
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To allow or designate users to the OnTime application, a Teams Admin has to setup
‘Permission policies’ and ‘Setup policies’ for the OnTime application.

In the section ‘Permission policies’ you designate the users for the application.

In the section ‘Setup policies’ you configure the position of OnTime in the ‘Rail’ — the
lefthand navigation in Teams.

For help regarding details of managing OnTime in Teams and Outlook, please refer
to:
https://www.youtube.com/watch?v=CI2vHsSN5XPk

- and of course the official Microsoft documentation:
https://learn.microsoft.com/en-us/microsoftteams/teams-overview
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Integrating OnTime Group
Calendar with other systems

OnTime provides two different ways of integrating with your business solutions.

1. Launching the OnTime interface from your business solution using custom
URLs

2. Integration on the data level by using the OnTime Open Api (add-on module)

Integrating and launching OnTime from other solutions using
custom URL’s

A powerful way to use the graphical interfaces of the OnTime Desktop and Mobile
client for integration with other systems like CRM, HRM or other solutions, is to use
custom url’s. In the following sections we will show examples from the OnTime
Desktop and Mobile client.

Note: Some systems require the parameters as 'URL encoded'.

Parameters:
user =" < value>"
value:email
example: user="abc@example.com”

users = [ <value> |
value:email
example: users=["abc@example.com","def@example.com”]
group =" <value>"
value:groupname
example: group="Copenhagen”

openitem = {key:value, key2:value2}

Key Value Description

"Email" "Email" Open existing item

"EventID" "EventID" The EventID may be obtained from an API call (an
APIUser license key is required)
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newitem = {key:value, keyN:valueN}

Key Value Description

"required" "Email" Persons required

"subject” "Subject” Text

"location" "Location" Text

"categories” "Categories" Text

"start" "Start time" Coded in ISO 8601 format, (UTC-GMT)
"end" "End time" Coded in ISO 8601 format, (UTC-GMT)
"body" "Body" Text

"showas" "Busy" "Free"

newpoll = {"emails":["Emaill","Email2","EmailN"],"subject"}

view = {keyl:.value,keyN:valueN}

Key Value Description

"view" "days" Group view
"weeks" Group view
“000” Time off view
“list” List view
“day” Person view
“week” Person view

"starthour" 0-23

"endhour” 1-24

"units" 1 -9 weeks, 1 — 14 days

"offhours” true/false

"weekends" true/false

"rowheight" 1-9

viewstart =" <value>"
value:date (yyyymmdd)
example: viewstart="20240501"
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Open the desktop client with a specified user selected.

https://otmsdemo.intravision.dk/ontimegcms/desktop?user="bkr@ontime.local"

Be 4 [ 1week

April 2022 f O Event © Outofoffice @ Shared Desk @ Print -
Mo T

2 03 1 2 32 5 1011 12 13 14 15 16 5 101112 13 12 15 16 5 101112 13 14 15 18 5 101112 13 14 15 16
4+ @56 7 8 9 10

s WM IEAISE B 12 17 W
s Barbara Kruger : E
1112 13 14 15 16 17 bkr@ontime local

Monday 4. april Tuesday 5. april Wednesday 6. april Thursday 7. april Friday 8. april 520904  Su.10-04
Select All 12

Sales

18 19 20 21 22 23 24

25 26 27 28 29 30 1 & Adam Warner | H:I:D | | | |
S a s awa@ontimecalendar... :

Sales
& GROUPS o 'Q Alex Miller - U
Jlocal
All Persons T
> MY GROUPS
Alfred Adler
» SHARED GROUPS B “acgortimeioca ‘
~PUBLIC GROUPS Sales g
All Persons Alphonse Allais : -
> By Department ime.local |
* By Mail Platform HFrance :
> OfficeDemot @ AndréBazin
* Projects B ava@ontime.local
N Sales France
Rooms
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Open the desktop client with a set of users selected in a temporary group
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https://otmsdemo.intravision.dk/ontimegcms/desktop?users=["ami@ontime.local","aad@ontime.local"]

List of ‘users’ mail addresses.

e & [ 1Week

< Kl Today Pl

JANUARY 2024
Mo Tu We Th Fr
12 3 4 5
s @ n 2
15 16 17 18 19
22 23 24 25 26
29 20 31

FEBRUARY 2024
Mo Tu We Th Fr

12
567 8 9
12 13 14 15 16
19 20 21 22 23
26 27 28 29 1

@ shared Desk Booking

Select All

. Kruger, Barbara

¥ Sales DE
bkr@antime local

© New Mail

JANUARY 2024

8 Monday

05 10 1 12 12 14 5 18

@ Print

o Tuesday

05 10 11 12 73 14 15 8

10 Wednesday
03 0 M 12 13 145 18

11 Thursday
03 10 11 12 13 14 15 6

12 Friday
03 0 M 12 13 145 18

Per...

Adler, Alfred
Sales DE
aad@ontime local

Ia
¥

Miller, Alex
ITUK

ami@ontime local

Software update

Open the desktop client with a public group selected

https://otmsdemo.intravision.dk/ontimegcms/desktop?group="All Persons"

e & B 1week

] . f - =
< K Today DI @ Shared Desk Booking @ Print + | A =
JANUARY 2024 &> JANUARY 2024
W MoTuWeTh FrSa Su 8 Monday © Tuesday 10 Wednesday 11 Thursday 12 Friday
1 2 3 45 6 7 Select All 9 0 11 12 12 4 13 I8 05 0 11 12 7% 4 15 18 03 10 11 12 12 14 15 18 03 0 11 12 13 14 15 18 9 10 11 12 12 1413 18
L e @01 1213 14 s Kruger, Barbara 3 o
15 16 17 18 19 20 21 Jl Sales DE
bkr@ontime.local
= 2 23 24 25 26 27 28
29 30 31 Acs, Jane
II Sales DE
U FEBRUARY 2024 jac@ontime local
w MoTuWeTh FrSa Su Adams, John - Lo
- 12 3 4 Sales US
5892000 jad@entime.local
12 13 14 15 16 17 18 Adler, Alfred
1920 21 22 23 24 25 SETIE
o2 8 ae o aad@ontime local
2 3
Agens, Keiko gn
- KA ) Marketing é
* GROUPS o ake@ontime local
All Persons o AiToa
> MY GROUPS Sales DE
tal@ontime.local
» SHARED GROUPS
Allais, Alphonse I Design Warkshop Installa...
~PUBLIC GROUPS l s
All Persons aal@ontime local
D =
5 s BA ) Sales DE
Resources bam@ontime.local
- -
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OnTime

Open the desktop client with an existing Entry Selected

GROUP CALENDAR

Example:

https://otmsdemo.intravision.dk/ontimegcms/desktop?openitem={"Email": "user@user.dk", "EventID" :
"<EventID>"}

Open the desktop client creating a new entry
Example:

https://otmsdemo.intravision.dk/ontimegcms/desktop?newitem={"required":["bh@ontimecalendar.com"
], "subject":"Prep of annual staff ratings"”, "location":"Miami", "categories":["Projects"], "start":"2025-01-
13T14:00:00Z", "end":"2025-01-13T15:00:00Z", "body":"desc","showas":"Busy"}

He & B 1Week
< K Today B © Calendar Entry @ Shared Desk Booking & ‘1 Send | Checkfor Conflicts | Cancel x
JANUARY2024 <3 JANUARY 2024 Scheduler Catering Order
W woTuweTh Frossosu 29 Monday Event Prs ol annwe] staff ratings
HRERENTERCRT R O ssex A s o n B3 s Mon 13-01-2025 <z >
» B 9 10 11 12 13 14 ’ ple Miller |sam~mupum Loeation - Q@ Resource L]
J 15 16 17 18 19 20 21
Alfred Adler
4 7 . -
. Yt 1 Requied B e Visor regiration
FEBRUARY 2024 IT France Optianal
! Mo Tu We Th Fr Sa Su André Bazin n
123 4 SalesFR start Men 13012025 ~ | 15:00 All day event
B 567 891001 ga) Barbara Amiel . 1 hour Find Free time. e
31 B3 1 5 0 B o) Sales DE End Mon 13012025 ~ | 16:00
.. 19 20 21 22 23 24 25 Barbara Kruger n
£ - Sales DE fopen
6272820 1 2 3
Ejérk Guamundsdattir m I
- IT Germany
Reming
i GROUPS [+] . Charles Barkley s et
Al Persons Board
S MY GROUPS S Show as. Busy Mark 35 private il
SHARED GROUPS tanre
> SHA i
Cestion ot Category Projects
~PUBLIC GROUPS. W) Marketing
All Persons David Gergen
> By Department Marketing USA Calendar for @ Alex Miller N
» Projects David Sedaris
Resources Sales UK
Description
Bzl Dietrich Banhosffer m
» Shared Desks IT Germany X : K
Test ind Shared mailbox Edmund Hillary B I U-> oA A & = & ]
EH Marketing dese
£ Edwin Armstrang n
Marketing s
Elk Black
Sales DE 15:00- 16:00
£p) Eugéne Delacroix
Marketing France 16
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Open the desktop client creating a poll

GROUP CALENDAR

https://otmsdemo.intravision.dk/ontimegcms/desktop?newpoll={"emails"

mar@example.com

jac@e

xample.com"],"subject":"My Test Subject"}

OnTime"

< K Today DI © Calendar Entry @ Shared Desk Booking © OPlj | Save as Draft Add Voters | Customise email to voters X
JANUARY 2024 <m > JANUARY 2024
W MoTuweTh FroSoosu @ Toesday 17 subje My Test Subjec] Duration 1 houls) | 0 |minute(s)
120345 6 7 Selecz Al 08 09 10 11 1§ 13 14 15 16 | 02 09 10
B clg o501 1213 Alex Miller Description Location
. ‘ Department Manager
" s @ 1819 20 2 United Kingdom Time zone Brussels, Copenhagen, Madrid, Paris
422 23 24 25 26 27 28
529 30 3  Adam Warner Vote Before Sun21/01/2024 10:00
m Account Manager
D k
FEBRUARY 2024 Enman Email Language English #
B Mo Tu We Th Fr Sa Su -
12 3 4 Retail Manager PinCode
56905 900 United States
7|12 13 14 15 16 17 18 Alex Wilber Local time
19 20 21 22 23 24 25 L i Add Time
United States
227282 1 2 3 Alex Miller
Alfred Adler ami@ontime.local
~ a Sales Manager
s GROUPS ] = Jac@erample.com
l Alphonse Allais
» MY GROUPS TSR mar@example com
France :
» SHARED GROUPS. X (&) Add Person
André Bazin =
v PUBLIC GROUPS
All Persons France
By D
> By Deparument Barbara Amiel
> By Mail Platform BA) Account Manager
Jens Germany
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\

7 OnTime GROUP CALENDAR

Open the desktop client in a view

Examples:

Person view:
https://otmstutorial.intravision.dk/ontimegcms/desktop?view={"view":"day","rowheight":5}&user="nkr@
ontime.local"

OnTime® W ed [B pays

< K Today Bl @ Shared Desk Booking © New Mail @ Print - <

JANUARY 2024 <@
Mo Tu We Th Fr Sa Su o 10 n iz 3 1 15 s i
12 3 4 5 68 7
8 9 10 1 12 13 14
15 @ 17 18 19 20 21
22 23 24 35 26 27 28
29 30 3

2 iy » E

JANUARY 2024
e
=

Ef

wed
FEBRUARY 2024
Mo Tu We Th Fr Sz Su
12 3 4
567 8 910N
12 13 14 15 16 17 18 18 Thu
1920 21 22 23 24 25
2272829 1 2 3

WK Nikita Kruschehev
Nikita Kruschchev

NK

Germany

Alex Miller
@ S |0 52
United Kingdom

21 Sun

Group view:
https://otmstutorial.intravision.dk/ontimegcms/desktop?view={"view":"days","rowheight":5}&users=["nkr
@ontime.local","bkr@

) ) s . o
K Today B © Calendar Entry @ shared Desk Booking @ Print - cerorrooo + AW =
JANUARY2024 < @ > JANUARY 2024
W voTuweTh Frosa s @ ruesday 17 Wednesday 18 Thursday 19 Friday 20 Saturday
12 3 45 5 7 Select All 65 0 1 12 13 18 15 6 17 5 0 1 12 13 8 15 6 17 5 10 M 12 3 @ s 1 1 05 10 1 12 13 15 6 W o 1
p
B 59012130 ‘Q Alex Miller 7
Department Manager 7
* 15 @17 18 19 20 21 Unied Kingdom
22 23 24 25 26 27 28
29 30 31
i
Mo Tu We Th Fr Sa su 7 sales Manager
B Germany
12 3 4 2
5678 9100
1213 14 15 16 17 18
1920 21 22 23 24 25 i) ik Keuschche -
26272829 1 2 3
Germany
& GROUPS ©
- Startup -
> MY GROUPS

> SHARED GROUPS
¥ PUBLIC GROUPS
All Persons

» By Department

https://otmstutorial.intravision.dk/ontimegcms/desktop?view={"view":"days","rowheight":3,"units":10,"w
eekends":truel&users=["nkr@ontime.local","bkr@ontime.local"]

e & [ 10Days

< W Today bi © shared Desk Booking @ NewMall @ Print B - . A <
JANUARY204 <@ > JANUARY 2024

W woTuwe @ ruesaay 17 wadnesday 18 Thursday 19 Friday 22 Monday 23 Tuesday 24 Wednesday 25 Thursday
12345 6 7 | SeeaAn 69101112 13 14 1516 | 99101112 13 14156 | 0810 1112 13 141896 0810112 13 1435 16 o dos et G118 oo 11 a8 M8 16 | 09101112 1314 15 18

‘ & 9 10 11 12 13 4 ‘a Alex Miller |
e Qrmremn anage I
2BUBBIR "
el m 1 = o
1234 (N 3

29 30 3 B
] P:

FEBRUARY 2024

5678 90N

1213 14 15 16 17 18
920 M 223 M5
% 27 28 29

& GROUPS [+]
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https://otmstutorial.intravision.dk/ontimegcms/desktop?view=%7b%22view%22:%22days%22,%22rowheight%22:3,%22units%22:10,%22weekends%22:true%7d&users=%5b%22nkr@ontime.local%22,%22bkr@ontime.local%22%5d

OnTime

GROUP CALENDAR

Open the desktop client a certain date with 'viewstart'

Example:

https://otmstutorial.intravision.dk/ontimegcms/desktop?viewstart="20240501"

The view opens with the group recently viewed.

L4 K Today Bi
MAY 2024 <@
W oTuweTh Frosasu
11 2 3 45
L 6 7 8 9 101 12

w 12 14 15 16 17 18 19
20 21 22 23 24 25 26

27 28 29 30 3

U]
JUNE 2024
E Mo Tu We Th Fr Sa 5u
12
- 3456789

10 11 12 13 14 15 16
17 18 19 20 21 22 23
24 25 26 27 28 29 30

18 GROUPS (+]

> Sales DK
> MY GROUPS
*SHARED GROUPS

© Calendar Entry @ Shared Desk Booking

Select All

Alex Miller
Department Manager
United Kingdom

Adam Warner
W' Account Manager
Denmark

© print - e +
MAY 2024

1 Wednesday
w10 n] iz 13 14 15 16

2 Thursday
09 10 M o1z 13115 16

3 Friday
0 0 Moz 13t 15 16

6 Monday
oo N om 13w s e

7 Tuesday
0 M1z 13 s s
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/Cy/OnTime

GROUP CALENDAR

Creating Integrations with OnTime Mobile

Open the mobile client with a set of users selected in a temporary group

https://otmsdemo.intravision.dk/ontimegcms/mobile?users=["ami@ontime.local","aad @ontime.local"]

STARTUP ¥
Jan. Tuesday, 9 Wednesday, 10
2024 8 10 12 14 16 8 10 12 14 16
3
Adler, Alfred
Miller, Alex

.Q 0

) o

Home Polls

@,
Search
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/C’/OnTime

Open the mobile client with a selected group

GROUP CALENDAR

https://otmsdemao.intravision.dk/ontimegcms/mobile?group="By Department\\France\\Paris\\Sales Fr"

Note: The backslashes have to be preceded by another backslash as an ‘escape’ character.

ORGANISATION ¥

Sales FR

Jan. Tuesday, 9
2024 8 10 12 14 16 8 10 12

Wednesday, 10

14 16

Pho...

Bazin, André

“d

Chevalier, Maurice

9

Ferron, Marcelle

@

Paterson, Isabel

D

') /]

@,
Home Palls

Search

Open the mobile client with an existing Entry Selected

Example:

https://otmsdemo.intravision.dk/ontimegcms/mobile? openitem={"Email": "user@user.dk", "EventID" :

"<EventID>"}
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Open the mobile client creating a new entry
Example:

https://otmsdemo.intravision.dk/ontimegcms/mobile?newitem={"required":["bh@ontimecalendar.com"],

"subject":"Prep of annual staff ratings", "location":"Miami", "categories":["Projects"], "start":"2025-01-
13T14:00:00Z", "end":"2025-01-13T15:00:00Z", "body":"desc","showas":"Busy"

Times are coded in 1ISO 8601 format, UTC (GMT)

< Cancel MEETING

a Barbara Kruger

bkr@ontime.local
Sales

Prep of annual staff ratings

Miami

Start Wed, 13. jan. 2021 15:00
Ends Wed, 13. jan. 2021  16:00
All Day

Invitees 1 Person
Rooms None
Equipment None
Categories Projects
Private

Show As Busy
desc
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Logfiles

OnTime, Pollarity Catering, Visitor Logs:

C:\Program Files\IntraVision\OnTimeMS-x.x\tomcat\logs

- in the \logs directory the newest log file from the OnTime application:
ontimegcms.log

- in the \tomcat\logs directory look for ‘pollarity.log’, ‘catering.log’, 'visitor.log'.

- in the\logs\dev directory you will find logfiles for Support from IntraVision

There are many other log files in the tomcat\1logs folder. Some of them are Tomcat
generated.

commons-daemon, ontimetomcat-stderr and ontimetomcat-stdout are the log
files generated by the Tomcat Service. Because Tomcat runs as a service, there is
no opened output console, and the ontimetomcat-stderr and ontimetomcat-
stdout are the files, which capture the console output and they may contain
interesting information, especially the ontimetomcat-stderr, which captures errors.
The commons-daemon is the logger specially for Tomcat Service and does not contain
anything interesting for us.

The following log files are provided by Tomcat by default:

catalina - Tomcat output, similar to ontimetomcat-stderr and ontimetomcat-
stdout

localhost - Usually of no interest, only when something is really wrong this file may
help. ServletAppender logs go here.

localhost_access_log - All requests to the server are logged here
manager - Log for the manager application which is shipped with Tomcat by default

host-manager - Log for the host-manager application which is shipped with Tomcat
by default
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Trace Communication

A deeper level of error tracing in OnTime can be obtained in the “OnTime Admin
Center” — click “Domains”, choose your domain for tracing.

In the ‘Advanced’ section 'Tick’ at “Trace Communication’, click ‘Save’.

Licensed to OnTime Inc. demo [LS)

- (1] 115 of 2500 Users in use
OnTime e

ONTIME ADMIN CENTER Save | Cancel | Register Application | Remove X
E DASHEOARD ADD/EDIT DOMAIN

Domnain Name Office 365 Users Domain Disabled
S DaTABASE

Priority 3
E DOMAINS Domain Type Office 365
U:EE GLOBAL SETTINGS ( Office 363 T Source T Proxy T Field Mapping
‘ USERS Trace Communication + Be aware that enabling Trace will increase sync time substantially
&ﬂ GROUPS Syncronisation Settings

5t i bscription start-up threads (7
EEE LEGEND reaming subscription start-up threads 7) 6

Streaming synchronisation threads (?) =
ol) POLLARITY 5

Restart the OnTime Application from the Dashboard.
Remember to untick ‘Trace Communication’, — click ‘Save’ and restart the OnTime
application when you have obtained the required info. Tracing communication will

increase the sync time substantially.

In the C:\Program Files\IntraVision\OnTimeMS-x.x\tomcat\logs directory the trace log
is found as the filename starting with ontimetomcat-stdout (current date).

- like

ontimetomcat-stdout.2021-xx-xx.log
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Appendices

OnTime server components and ports

OnTime Server

host:
ontime.example.com

http:80 Tomcat )
httpPSUSO'-""//, Server Defined in the
iy Tomcat serverxml file
__https:443

7 hitps:8443

Web .
= WinHTTP .
Client [ n - SSL Certificate
| http:9080 /,,/‘
~{_ Auth
\““\t]ttps-9443 i Jontime/auth.html| i Through the Windows
\“ key store tools
http: 9080
https:9443 | ACS (ADFS)
Jontime/acs.html|

o /
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Configure the whitelist to prevent malicious URL redirection

Using malicious redirects is a risk that we recommend organisations take very
seriously. OnTime for Microsoft normally only needs to allow for redirection to a very
limited number of URLSs.

If whitelist is configured, the authentication token will be passed only to the URLs
which match the whitelist. If any other redirect URL is passed to the authentication
service, the token will not be issued.

In the folder Programdata\intravision\OnTime\Microsoft you create a file called
‘common.ini* and enter your whitelist configuration.

" | C\ProgramDatatIntraVision\OnTime\Microsofy V|
MName Date modified Type Size
| .services-configuration 02-01-2020 09:28 SERVICES-CONFIG... DKE
£ | commeoen.ini Configuration sett... TKE
i ontime.ms.acs.ini Configuration sett... TKBE
# | ontime.ms.auth.ini Configuration sett.., 1KB

The REDIRECT_WHITELIST is used as a prefix. If a redirection starts with a URL
from REDIRECT_WHITELIST, then it is allowed.

It means that if common.ini has a single property like this:

REDIRECT _WHITELIST=
- it means that all URLs are allowed.

REDIRECT_WHITELIST=https://
- this will allow all https redirects:

If no REDIRECT_WHITELIST is provided in the .ini files, then the Auth services
behave exactly as they do now - allow any redirect to happen.

However, these are the misconfigurations.
A correct configuration example could be:
REDIRECT_WHITELIST=https://ontime.example.com/

Note: Please insert your relevant URL instead of ‘ontime.example.com’

You may add multiple lines with REDIRECT_WHITELIST=
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CORS

In case an external application is accessing the OnTime server from a browser,
standard CORS (Cross-Origin Resource Sharing) rules will apply. To allow these
'third party' requests at the OnTime server a change in the configuration of the
Tomcat server is required.

In the folder C:\Program Files\IntraVision\OnTimeMS-x.x/tomcat/conf
the configuration is made in the file ‘web.xml".

In the filter section add a 'CorsFilter'. The example below is wide open, should only
be used in a development scenario:

<filter>
<filter-name>CorsFilter</filter-name>
<filter-class>org.apache.catalina.filters.CorsFilter</filter-class>
<init-param>
<param-name>cors.allowed.origins</param-name>
<param-value>*</param-value>
</init-param>
</filter>
<filter-mapping>
<filter-name>CorsFilter</filter-name>
<url-pattern>/*</url-pattern>
</filter-mapping>

Further information:
https://tomcat.apache.org/tomcat-10.0-doc/config/filter.html#CORS Filter
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SSL certificates for the OnTime Tomcat Server

If the OnTimeTomcat server is required to run on SSL then three certificate files are
needed for the Tomcat server.

1. ontime-rsa-key.pem
2. ontime-rsa-cert.pem
3. ontime-rsa-chain.pem

The three files mentioned are in .pem’' format (base64 encoded). The first file
contains the server's private key. The second file contains the servers ssl-certificate.
The third file contains the signing chain certificates from the ‘Root CA’ and the
‘Intermediate CA'.

In the OnTime installation the three files are mentioned in the server.xml file, placed
in: C:\Program Files\IntraVision\Ontime.x.x\tomcat\conf\

Depending on the system where you obtained the SSLcertificate you might get the
SSL certificate as a .pfx or .p12 (pkcsl2 format) file for the OnTime server.

Generating the OnTime .pem files from the certificate file:

Install the OpenSSL ‘command line’ tool
- may be found from https://wiki.openssl.org/index.php/Binaries

Retrieve the private key:
C:\OpenSSL-Win32\bin\temp>

..\openssl pkcsl2 -nodes -nocerts -in certs.pfx -out private.pem

If you have not made an openssl.cfg file, you will see a warning, not important.
Enter Import Password: ***** (Enter)

A private password protected .pem file is generated with the private key.

1. Remove the password from the private.pem file:

C:\OpenSSL-Win32\bin\temp>
..\openssl rsa -in private.pem -out ontime-rsa-key.pem

The OnTime-rsa-key.pem file contains the private key without a password.
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Example:

HMITEowIBARFCRAQERI45] sEhoxMMBUIES €555 ZHHIMMECAz kOJETE L 403 FnbMill=
RlunTVLOVikbCxdBraVEyEY2DbiBnwamHtBx e PEXVmk 48 tohoMUWRa JWex0HE fxa
TozdezwnkauSns04AFEPEFLE2Y D/ HbevtUexhbEEWs jge ke QSHF6BErumISuTx
EETZSnS+z2NL+FmFuwdinjal JEETFgYSII1054E2pleY 3Rz SHUbxESQsvPmEL ST
D/ NEmM4 sdFYVTeglagUjuevY SHRgEids 3Fcpen4 B HH A Twn S yekIyQip3ZernSvn
HDVugvinxeVind4hEeSo22eTEhS4NERQH ) sd2 /wIDRAQRBAGIBAHZ € 50w ) ol HH

Retrieve the server's certificate:

C:\OpenSSL-Win32\bin\temp>
..\openssl pkcsl2 -in certs.pfx -clcerts -nokeys -out ontime-rsa-cert.pem

Option:

Depending on the certificate supplier you may get this file
as ‘ssl certificate.crt’. Rename it to ‘ontime-rsa-cert.pem’

Example:

MITGELeCCEBRegiwIBAgIQCEyplwEEDTvWyBEy ] LsocDRANBEgkghkiGowiBADsFADBe
MO swCoYDVOOCEwIVI=zEVHBMGA 1 UEChMMREGInalUN 1 cnQgSWS MR kwFwYDVOOLExB3
d3cuZElnaWNlonfuY 2 StMRIwEwYDVRODExRSYXBp ZFNTTCEBSUIEgQOEgH j 20Dk e
Fwlx0TAOMDEWMDAWHDBaFwl yMTA=MzExM ) AwMDBaMBgxF] AUBgHVBAMMDSoukb250
aWl11MDEuZGEswggEiMROECSgE5 I3 DOEBAOTTARS TBIwAWwggEFACIBAOCLInWxeF=E

Extract the certificate chain, in the command prompt:

C:\OpenSSL-Win32\bin\temp>
..\openssl pkcsl2 -nokeys -in certs.pfx -out ontime-rsa-chain.pem

An ontime-rsa-chain.pem file is generated with the certificate chain, Root CA and
Intermediate CA, base64 encoded.

Option:
If you copy this file into a .crt extension - you may double-click/Open the file to

check your ‘Certification Path’.

The three OnTime .pem files are placed in the folder as referenced in the
server.xml file:

C:\ProgramData\IntraVision\OnTimeGCMS\keys\

4. After the update of the key files, restart the Apache Tomcat service
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SSL certificates for the OnTime Auth Service

If SSL (https) communication is required for the OnTimeMS Auth service, you must
install a certificate at the Windows server. Acquire an SSL certificate pfx or p12
(pkcs12 format) file for the OnTime server.

1. Open a command prompt in administrator mode:

Run >certlm

- to open the Microsoft Certificates application for ‘Local Computer’.

Right-click ‘Personal’, choose ‘All Tasks/Import’.

Click ‘Next’.

Browse for your SSL certificate file, searching in — Personal Information Exchange

(*.pfx,*.p12) files — click ‘Open’ — click ‘Next’.

Enter the password for your SSL certificate file, click ‘Next” and click ‘Finish’.

Upon the message ‘The Import was successful’ — click ‘OK’.

Check the imported certificates — click ‘Personal/Certificates’ in the Certificates

application.

2. Acquire the thumbprint of the certificate.

Expand ‘Certificates’ — ‘Personal’ — ‘Certificates’.

Open the certificate for your server.
Choose details — and thumbprint.

g | Certificate

General Detalls  Certification Path

Show: |<AJI>

e |

Field

{5 cRL Distribution Points
Certificate Polices

Key Usage

Basic Constraints
Thumbprint algorithm
Thumbprint

Friendly name

Value

[1]CRL Distribution Point: Distr...
[1]Certificate Policy:Policy Ide...
Digital Signature, Key Encipher. ..
Subject Type=End Entity, Pat...

shal

5f20 7291 9ce6 63 718a 0f ...

= intravision.dk

v

05 32 d1 =d 04

Bf 20 72 91 9c ek 63 71 Ba 0f &7 fe 72 7d 51

EditProperties... | | Copy to File...
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Copy the thumbprint characters into a text editor fx. Notepad.
Remove the spaces in between the characters.
Copy the characters to the clipboard for use as ‘certhash’ in the next section.

4. Open a command prompt in administrator mode:

Run ‘netsh’ with parameters, substitute the value of ‘certhash’ with your own
value. The ‘appid’ is just a dummy value (needed).

Note: Run the following three lines as one line in the command prompt:

netsh http add sslcert ipport=0.0.0.0:9443
certhash=5£2072919ce663718a0f57fe7a7d510532d1cd04
appid={00112233-4455-6677-8899-AABBCCDDEEFF'}

The response text should show:
SSL Certificate successfully added

At this stage, you have enabled the SSL communication for all Windows web
services that need it.

In case you want to change the certificate, run:

netsh http delete sslcert ipport=0.0.0.0:9443
- and rerun the ‘netsh http add’ command above with new parameters.

In case you want to show the certificate(s), run:

netsh http show sslcert ipport=0.0.0.0:9443

Installation Manual Page 142 I n t ra > i S i on



K

P \
G
Q. OnTime GROUP CALENDAR

SSL root certificates for the OnTime server

One customer has reported issues with the secure connection from the OnTime
server to the Microsoft sites that provide access to the cloud:

https://login.microsoftonline.com
https://graph.microsoft.com
https://portal.azure.com

The issue turned out to be a missing trusted root certificate in common between the
Microsoft site and the Apache Tomcat server used in OnTime.

Example with https://graph.microsoft.com

Obtain the root certificate

Open the site https://graph.microsoft.com

in a web browser

In the URL bar, click the padlock to display the SSL certificate information.

Check the root certificate in the 'Certification path' — 'Digicert Baltimore Root'
Export the root certificate into a file, C:\tmp\baltimoreca.cer in 'Base-64 encoded
X.509' format.

In a text editor check the content of the file — should include 'BEGIN CERTIFICATE'
and 'END CERTIFICATE' at the top and bottom.

Import the root certificate
In OnTime's Apache Tomcat server import the root certificate to the java root
certificate store, the file 'cacerts'. The tool 'keytool.exe' is used for the import.

In your current OnTime installation open a command prompt as administrator in the
directory

C:\Program Files\Intravision\OnTimeMS-x.x\jdk\lib\security.

Adapt the following command to your requirement, all in one line:

..\..\bin\keytool.exe -import -keystore cacerts -noprompt -storepass
'changeit' -trustcacerts -alias 'baltimoretrustedca' -file
C:\tmp\baltimoreca.cer

List the entries of the certificate store:
..\..\bin\keytool.exe -list -cacerts

The password to the file ‘cacerts' is by default ‘changeit'.

Installation Manual Page 143 I n t ra >i S i on


https://login.microsoftonline.com/
https://graph.microsoft.com/
https://portal.azure.com/
https://graph.microsoft.com/
https://graph.microsoft.com/

//
u OnTime GROUP CALENDAR

OnTime uses a token system for authentication.
There are no special OnTime username/password as OnTime relies on
authentication services to verify the users' identity.

Currently there are the following methods for authentication:

- Domain SSO, which uses identity of a user logged into the Windows domain

- ADFS SSO

- Form based authentication, which passes the credentials to the Exchange server,
and checks for the response (multifactor authentication is not supported)

- Mail based authentication, which sends an email to the user's inbox and waits for
the user's confirmation

In all cases after the user successfully completes the login procedure (which in SSO
solutions may be automated), a Temporary Login Token is generated by the
authentication service. Temporary Login Token has a short timespan (30 seconds by
default) and is then passed to OnTime which generates the User Token.

The User Token can now be used for further interaction with the system. The User
Token has a longer expiration time (1 week by default, it can be configured in the
Admin Ul) and is renewed every time it is used, so users do not have to login again if
they are continuously using OnTime. The User Token is saved in a cookie, so users
can continue using OnTime after the browser is reopened.

There is one exception to the above flow: Form based authentication creates a User
Token immediately.

The API User can also be used to create a User Token if the Login method is called
with the OnBehalfOf rights. The User Token created by the API User is not
renewable and should be created again after expiration.

In case the User Token is compromised, then all the currently issued User Tokens for
a particular user can be invalidated through the Invalidate Token functionality on the
Admin UlL.
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OnTime Domain Authentication (SSO)

When Windows users have authenticated with the MS AD domain they may access
the OnTime web application easily without a login box with password for OnTime.

A Windows service “OnTimeMS Auth” is used to authenticate the Windows users
access to OnTime.

This domain (SSO) authentication is configured in Global/Backend - Authentication
Services.

When the service is installed, it is seen in the list of Windows services with the name
‘OnTimeMS Auth’.

Installation of the service:

In the folder C:\Program Files\IntraVision\OnTimeMS-x.x\cmd
you will find the command ‘ontime.ms.auth-install.cmd’.
Run it as an administrator to install the OnTimeMS Auth service.

The OnTimeMS Auth service offers Windows domain logon authentication in the
browser. To have SSO, your browser has to trust the OnTime server.
For details please have a look at Browser setup for SSO.
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Customisation of the “OnTimeMS Auth” service

In the folder C:\Program Files\IntraVision\OnTimeMS-x.x\ontime.ms.auth, look for the
file ‘ontime.ms.auth.ini’. Make a copy of the file to the folder
C:\ProgramData\lntraVision\OnTime\Microsoft. In the default setup of a Windows
server, the folder ‘ProgramData’ is normally a ‘hidden item’.

The default version of ‘ontime.ms.auth.ini’ reflects the default parameters in the
service:

;=THIS IS A COMMENT prepended by ;=
;=VERSION=12.1.0.0multifactor

;=Default settings sample ini file
;=%ProgramData%\IntraVision\OnTime\Microsoft\ontime.ms.auth.ini
;=Multiple values are represented by new lines
;=URL=http://+:9080/ontime/auth.html
;=URL=https://+:9443/ontime/auth.html

;=MAIL ATTRIBUTE=mail

;=AUTH SCHEME implementations Negotiate, Basic, and NTLM
;=AUTH SCHEME=Negotiate

;=AUTH SCHEME=NTLM

;=AUTH_SCHEME=BaSiC

;=Below are optional parameters

;=Note: LDAP URL is the ldap binding url

;=LDAP URL=LDAP://SERVER:PORT/DC=acme, DC=inc

;=Note: Authentication is ADS SECURE AUTHENTICATION thus omitting credentials
implies using calling thread security context

;=LDAP USR=USER NAME

;=LDAP_ PWD=PASSWORD IN CLEAR TEXT

The ‘URL’ parameters are interrelated. To disable http (port 9080), remove the ‘;=’
characters in front of ‘URL=https’ to enable ‘https’, this setting will disable ‘http’.
Save the file and restart the service.

The three ‘AUTH_SCHEME implementations’ are enabled by default.
To disable for example ‘NTLM’ you remove the ;=" characters in front of ‘Negotiate’
and ‘Basic’. Save the file and restart the service.

If your OnTime server is not part of the AD (untrusted), you might need the LDAP
settings.

The parameter ‘LDAP_URL’ may be used to address a certain LDAP server and
eventually a certain ‘OU’ in your AD domain.

For authentication, you remove the ;=" characters in front of LDAP_USER and
LDAP_PWD and adapt the parameters to your environment.
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In organizations a trusted OnTime server in the ‘Local intranet’ is configured by a

‘Group Policy’ at the domain level.

Individual user configuration:

For the Microsoft IE browser, go to Internet Options/Security/Local intranet.

Click “Sites” and “Advanced” to add your OnTime server.

Select a zone to view or change security settings.

¢ ¢ v O

Internet  Localintranet Trustedsites  Restricted

sites
S
This zone is for all websites that are
found on you

Internet Options ? X

General Security  Privacy Content Connections Programs —Advanced

Local intranet

-Tous Indude all sites that bypass th

[CJEnable Protec

What are intranet settings?

Security level for thi Use the settings below to define which websites are induded in
the local intranet zone.
Custom Automatically detect intranet netwark
Custon ,
Toch Indude all local {intranet) siteg

Indude all network paths {UNQ 'i

Local intranet

‘fou can add and remove websites from this zone. All websites in

this zone will use the zone's security settings.

Add this website to the zone:

| Reset all zones to default level | |

Websites:

https:/fontime. example.com

(] Require server verification (https:) for al sites in this zone

X

Add

Remove

The Chrome and Edge browsers trust your OnTime server because of the setup you

made in Internet Explorer.

The Firefox browser is treated differently. In an empty tab of Firefox enter

‘about:config’ as the URL.
Accept the risk and Continue.

In the search field, enter: network.negotiate-auth.trusted-uris

Click Edit and enter the name of your server — e.g. ‘ontime.example.com’
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ADFS login (SSO) in Azure

Login to https://portal.azure.com
Click for 'Microsoft Entra ID'
Click 'Add/Enterprise Application'
Click 'Create your own application’
Enter a name for your application
Choose 'Integrate any other application you don't find in the gallery (Non-
gallery)'
Click 'Create’
8. Click on 'Properties’ in the created Enterprise application
9. Check that 'Enabled for users to sign-in', '‘Assignment required’, 'Visible to
users' are set to 'Yes'
10.Click on 'Single sign-on' and then 'SAML'
11.Click 'Edit' “Basic SAML Configuration”
Identifier (Entity ID): https://ontime.example.com/unique_identifier (mark as
Default/copy value for later)
The unique identifier can be created from
https://www.uuidgenerator.net/versionl
Reply URL: https://ontime.example.com/ontime/acs.html
Sign on URL: https://ontime.example.com/ontimegcms/desktop
Click 'Save', click the 'X" in the upper right corner.
12.Click 'Users and Groups
Click 'Add users/group.' The group has to be a Security group
Click 'none selected’, add users and then click 'Select’
Click 'Assign’
13.1f your UserPrincipalName differs from your email addresses, click on edit
‘Attributes & Claims'
click on 'Unique User Identifier (Name-ID)'
Select 'user.mail’ in 'Source attribute’
Click 'Save', click the 'X" in the upper right corner.

oukwnNE

~

14.Copy “App Federation Metadata Url” in the “SAML Signing Certificate” area
15.Go to the section - ADFES - at the OnTime server

Note: Only one tenant configuration for ADFS is supported in OnTime.
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ADFS login (SSO) on-prem
The OnTime backend software was changed from OnTime ver. 4.1.7 onwards.

If you migrate from an earlier version of OnTime, please review the steps below.

Single-sign-on (SSO) for the users of OnTime may be configured through ADFS
(Active Directory Federation Services). SSL must be enabled at the OnTime server.

Configuration steps:

1. Creation of RPT, ‘Relying Party Trusts’ in AD FS Management.
Open ‘AD FS Management'.
Click ‘Add Relying Party Trust’ in the right-hand navigation

n View Window Help

G File  Actior
& =|[@ B

Overview
rovide:

Configuing Authertication Policies

Traubleshosting AD FS
AD FS Help

Enter data about the relying party:

1.1 Display Name: OnTime GC
AD FS profile
Skip ‘Optional token encryption certificate’.

1.2 Check ‘Enable support for the SAML 2.0 WebSSO protocol’
‘Relying party SAML 2.0 SSO service URL’ (Endpoint).
Example:
https://ontime.example.com/ontime/acs.html
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1.3 Add the ,Relying party trust identifier” (Identifier).
Example:
https://ontime.example.com/ontime/acs.html

1.4Choose “I do not want to configure multi-factor authentication settings for this
relying party trust at this time”.

1.5 Choose “Permit all users to access this relying party”.
1.6 Check “Open the Edit Claim Rules dialogue ...".
1.7Close

1.8 Take a note of the Identifier

1.9 Edit Claim Rules
Add Rule...
Claim rule template: Send LDAP Attributes as Claims
Claim rule name, e.g., Email
Attribute store: Active Directory
Mapping of LDAP attributes to outgoing claim types
LDAP Attribute: E-Mail-Addresses
Outgoing Claim Type: Name ID

Configure Rule

Steps *You can configure this nule to send the values of LDAP attributes as claims. Select an attribute store from
@ Choose Rule Type ‘which to extract LDAP attributes. Specify how the attributes will map to the outgoing claim types that will be
issued from the rule.
@ Configure Claim Rule
Claim rule name:

[Emai

Rule template: Send LDAP Attributes as Claims

Attribute gtore:
Active Directory v

Mapping of LDAP attributes to outgaing claim types:

;E:\::‘;ﬁ;ibuta (Selectortypeto Outgoing Claim Type (Select or type to add more)

4 E-Mail-Addresses v Name 1D W
-

v v
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ADFS - at the OnTime server

Customisation of ‘OnTime ACS' is done by copying the file
‘ontime.ms.acs.ini’ from the folder:
C:\Program Files\Intravision\OnTime-x.x\ ontime.ms.acs

to the folder C:\ProgramData\IntraVision\OnTime\Microsoft.

The folder ‘ProgramData’ is by default a hidden item in ‘Windows Explorer’.

The default version of ‘ontime.ms.acs.ini’ reflects the default parameters in the
service code, replace with your own IDs:

Cloud setup:

;=THIS IS A COMMENT prepended by ;=

;=VERSION 13.0.0.0

;=Default settings sample ini file
;=%ProgramData%\IntraVision\OnTime\Microsoft\ontime.ms.acs.ini

APP_ID URI=https://ontime.example.com

;=Enter link here or download the file manually, name it FederationMetadata.xml and
place it in this folder

FEDERATION METADATA URL=https://login.microsoftonline.com/b24bclf9-4£f5b-4959-87d6-
43b68225381d/FederationMetadata/2007-06/FederationMetadata.xml?appid=667cdd71l-cde5-
4c36-9e9e-25918aa22574

;=In case you use proxy, uncomment following lines and provide the correct values:
;=PROXY HOST=proxy.mydomain.dk

;=PROXY PORT=1256

If you are running on-prem, you need to change it to:

;=THIS IS A COMMENT prepended by ;=

;=VERSION 13.0.0.0

;=Default settings sample ini file
;=%ProgramData%\IntraVision\OnTime\Microsoft\ontime.ms.acs.ini

APP_ID URI=https://ontime.example.com

;=Enter link here or download the file manually, name it FederationMetadata.xml and
place it in this folder

FEDERATION METADATA URL=https://fs.example.com/FederationMetadata/2007-
06/FederationMetadata.xml

;=In case you use proxy, uncomment following lines and provide the correct values:
;=PROXY HOST=proxy.mydomain.dk

;=PROXY PORT=1256

From your note of the Identifier, adapt the ini file accordingly:

The parameter ‘APP_ID_URI’ should reflect your OnTime application Identifier.

Note: Using the ‘OnTimeMS ACS’ service requires an SSL certificate for the
OnTime server from a publicly trusted certification authority. Establishing an
SSL certificate for the OnTime Server is described in the Appendix SSL
certificates for the OnTime Tomcat Server.
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Whitelist

In the folder C:\ProgramData\Intravision\OnTime\Microsoft\ - you may add a text file
‘common.ini' to control redirection from the OnTime server. A missing file allows any
redirection.

The common.ini file controls redirection for all auth-methods.

GROUP CALENDAR

Entries in the common.ini file can be:
REDIRECT_WHITELIST=https://examplel.com

or
REDIRECT_WHITELIST=https://ontime.examplel.com

More entries require more lines like

REDIRECT_WHITELIST=https://example2.com
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SQL Server network protocol setup

At the SQL Server open the ‘SQL Server 201X Configuration Manager'.

In the ‘Network Configuration’ section, choose ‘Protocols’, right-click TCP/IP and
choose ‘Enable’. Click ‘OK’.

T Sql Server Configuration Manager — O x

File Action View Help
= zn|EB=H

‘@ SCL Server Configuration Manager (Local) Protocol Marme Status

5| ."Ilt :en.rer ;emlceic . Sp— %~ Shared Memory Enabled
4 s0L Server Network Configuration (32bit %= Named Pipes Disahled

5 .. S0L Mative Client 11.0 Configuration (321 W
W E_ S0L Server Metwork Configuration Enable

E= Protocols for SOLEXPRESS
¥ .. SCL Mative Client 11.0 Configuration

Dizable
Properties

Help

Right-click TCP/IP and choose properties.

Click ‘IP Addresses’.

Scroll down to the bottom and enter the value 1433 in the field “TCP Port’.
Click ‘OK’.

Restart the SQL Server Service!

& Sql Server Configuration Manager - O x

File Action View Help
Al ARIIEREN * FECROROX

‘@ 50L Server Configuration Manager (Local) Mame State Start Mode
E] SOL Server Services R .

_E_ S0L Server Network Cenfiguration (32bit I. Start

> ,, 5L Mative Client 11.0 Configuration (32 @S{QL

v _E_ 50L Server Metwork Configuration

Automatic
Other (Boot, Sys
Stop Other (Boot, Sys

B Protocols for SQLEXPRESS Farez
> ,, 5CL Mative Client 11.0 Configuration Resume
Restart
Properties
Help

Installation Manual Page 153 I n t ra > i S i on



/C’/OnTime

External access to OnTime
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In the following scenarios, OnTime is installed on a server in the internal network.

Scenario 1
If there already is a working VPN solution with reference to the internal DNS, access
to OnTime will work right away.

Scenario 2
A reverse proxy server may be installed in the DMZ and configured for access
to the internal OnTime server.

Note: The OnTime authentication method 'HTTP(S) Domain (SSO)' is not supported
through a reverse proxy.

OnTime desktop and mobile clients require the following two URL’s working both
from the internal net and externally from the internet:
https://ontime.example.com/ontimegcms/desktop
https://ontime.example.com/ontimegcms/mobile

Note: Please insert your relevant URL instead of ‘ontime.example.com’.

The external URL should be registered in your external DNS.
In your internal DNS, the OnTime server should be added as an alias for the ontime-
hostname of your internal DNS reference.

Example of configuration:

Firewall Firewall
internet dmz internal net
OnTime
Port 443 Reverse Proxy | Port 423 . Server
Server ontime-hostname.example.com
\“_\ DNS Alias: ontime.example.com

External DNS:
ontime.example.com

external client access:

https://ontime.example.com/ontimegems/desktop

hitps:/fontime exampl mobile | VG T,

In the example, the proxy server has the virtual server definition —
‘ontime.example.com’
- the OnTime server has the hostname — ‘ontime-hostname.example.com’
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The hostname ‘ontime.example.com’ is a virtual hostname that the clients reference
both externally and internally.

The port 443 is open from the proxy server to the internal OnTime server in the
firewall.

Note: It is a requirement that the internal OnTime server has an SSL certificate
installed — refer to the section SSL certificates for the OnTime Tomcat Server

Note: After the installation of the SSL certificate, it is required to change the
authentication of clients to https — refer to the section Authentication.

Reverse Proxy

In this example, an Apache 2.4 HTTP server is used as a proxy server in the DMZ.

The package ‘httpd-2.4.58-win64-VS17.zip’ — with OpenSSL version 3.1.3 - may be
downloaded from:

https://www.apachelounge.com/download/#google_vignette

Extract the zipped package to C:\
The Apache server files are extracted to the folder C:\Apache24

To enable the Apache server as a Windows service:
Open a command prompt as the administrator:
cd C:\Apache24\bin

> httpd.exe -k install

Running this command might request you to install ‘Visual C++ Redistributable’ from
Microsoft.

Among the Windows ‘Services’ you will see a new service ‘Apache2.4’.
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The configuration is done in the file C:\\Apache24\conf\httpd.conf

In the example below:

- the Apache modules should be enabled by removing the hash characters

- the Server name (FQDN) is ‘ontime.example.com’, the external virtual website.

- the generation of the two certificate files referenced are described in more detail in
SSL certificates for the OnTime Tomcat Server

- the ProxyPass statements include the FQDN of the internal OnTime server.

Virtual server configurations are added at the end of the file
C:\Apache24\conf\httpd.conf.
Adjust the settings to your server environment:

###### Enable the following modules by removing the leading hash characters
#LoadModule rewrite_module modules/mod_rewrite.so

#LoadModule proxy_module modules/mod_proxy.so

#LoadModule proxy_http_module modules/mod_proxy_http.so

#LoadModule ssl_module modules/mod_ssl.so

#LoadModule http2_module modules/mod_http2.so

### Enable the following http/https ports if not already enabled above, by removing the leading hash
character

#Listen 80 http

#Listen 443 https

### Handle OnTime Group Calendar request from incoming host "ontime.example.com" to "ontime-
hostname.example.com"

<VirtualHost *:80>
### This virtual server is redirecting from http to https
ServerName ontime.example.com
ProxyPreserveHost on
ProxyRequests Off
RewriteEngine on
RewriteCond %{HTTPS} !=on
RewriteRule ~/?(.*) https://%{SERVER_NAME}/$1 [R,L]
</VirtualHost>

<VirtualHost *:443>
### This virtual server is mapping request for the main OnTime web applications to the OnTime Tomcat
server
### Authentication 'Form-Based - Pass-through'’
### Authentication 'HTTP(S) Mail Auth'
### Authentication 'HTTP(S) ADFS (SSO)'
### Authentication.'HTTP(S) Domain (SSO)' is not supported through the proxy!!!
ServerName ontime.example.com
Protocols h2 http/1.1
ProxyPreserveHost on
ProxyRequests Off
SSLEngine on
SSLProxyEngine on
SSLCertificateFile "C:\Apache24\keys\ontime-rsa-chain.pem"
SSLCertificateKeyFile "C:\Apache24\keys\ontime-rsa-key.pem"
SSLProtocol -all +TLSv1.2 +TLSv1.3
<Location "/">
ProxyPass https://ontime-hostname.example.com/
ProxyPassReverse https://ontime-hostname.example.com/
</Location>
#ErrorLog logs/ontime443_error.log
#CustomLog logs/ontime443_access.log common
</VirtualHost>

Installation Manual Page 156 I n t ra > i S i on



/C’/OnTime

If you want to use the proxy server for other purposes than OnTime you may add
other virtual host definitions with their own DNS names, registered in the external
DNS service. But beware that the Apache HTTP server defaults to the first listed
virtual server definition - if it is not able to parse the URL.

GROUP CALENDAR

The line ‘ProxyPassReverse’ preserves the URL seen in the browser.

An SSL certificate has been added to the proxy server. In this setup, a star certificate
was chosen, for both the proxy server and the internal OnTime server.

An ip reference to the internal OnTime server, ‘ontime-hostname.example.com’ has
been added to the ‘hosts’ file at C:\Windows\System32\drivers\etc of the proxy server
(no DNS in the DMZ).
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Access to OnTime - only through the reverse proxy

In case OnTime is deployed in a way that it can only be accessed through the
reverse proxy, then the setup can be simplified.

It may be decided that the reverse proxy does the SSL offloading. Then the internal
OnTime Tomcat server does not need to have the .pem files installed.

Note: The authentication choice of 'HTTP(S) Domain (SSO)' is not supported with
the reverse proxy server for external access.

The reverse proxy needs to proxy one to two addresses, depending on which
authentication method is used.

The OnTime Tomcat server by default runs on ports 80, 8080, 8443, 443 (if .pem files
are present). The reverse proxy can be configured to proxy the calls to port 8443 —
recommended, or 8080.

Example configuration:
<VirtualHost *:443>
### This virtual server is addressing the main OnTime application on Tomcat
### Authentication 'Form-Based - Pass-through'
### Authentication 'HTTP(S) Mail Auth'
### Authentication 'HTTP(S) ADFS (SSO)'
ServerName ontime.example.com
ProxyPreserveHost on
ProxyRequests Off
SSLEngine on
SSLProxyEngine on
SSLCertificateFile "C:\Apache24\keys\ontime-rsa-chain.pem"
SSLCertificateKeyFile "C:\Apache24\keys\ontime-rsa-key.pem"
SSLProtocol -all +TLSv1.2 +TLSv1.3
<Location "/">
ProxyPass https://ontime-hostname.example.com:8443/
ProxyPassReverse https://ontime-hostname.example.com:8443/
</Location>
#ErrorLog logs/ontime443_error.log
#CustomLog logs/ontime443_access.log common
</VirtualHost>
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*The OnTime application looks for the UPN in the AD for the presence of ‘mail OR email OR
emailaddress’ in this order.

OnTime Admin

EWS

AD

Upn * EmailAddress.Address mail OR email OR emailaddress
DisplayName EmailAddress.Name displayName

CompanyName CompanyName company

BusinessCity PhysicalAddressDictionary[Business].City |

BusinessState St st

BusinessCountryOrRegion | PhysicalAddressDictionary[Business].CountryOrRegion co

BusinessPhone

PhoneNumberDictionary[BusinessPhone]

telephoneNumber

MobilePhone PhoneNumberDictionary[MobilePhone] mobile
Department Department Department
JobTitle JobTitle title

OfficeLocation

OfficeLocation

physicalDeliveryOfficeName

PhoneticDisplayName

msds-phoneticdisplayname

Capacity (Graph call /places/microsoft.graph.room) capacity msExchResourceCapacity
Building (Graph call /places/microsoft.graph.room) building
Floor (Graph call /places/microsoft.graph.room) floorNumber

ExtensionAttributel

ExtensionAttributel

ExtensionAttribute2

ExtensionAttribute2

ExtensionAttribute3

ExtensionAttribute3

ExtensionAttribute4

ExtensionAttribute4

ExtensionAttribute5

ExtensionAttribute5

ExtensionAttribute6

ExtensionAttribute6

ExtensionAttribute7

ExtensionAttribute7

ExtensionAttribute8

ExtensionAttribute8

ExtensionAttribute9

ExtensionAttribute9

ExtensionAttribute10

ExtensionAttribute10

ExtensionAttributell

ExtensionAttributell

ExtensionAttribute12

ExtensionAttribute12

ExtensionAttribute13

ExtensionAttribute13

ExtensionAttribute14

ExtensionAttributel4

ExtensionAttributel5

ExtensionAttributel15
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